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1. MNepeyeHb NnaHUpyeMbIX pe3ynbTaToB 00y4eHUs Nno gucuunamHe (Moaynio),
COOTHECEHHbIX C NJaHUPyeMbiMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTeNbHOM

nporpamMmbi

HaumeHoBaHue
KaTeropum
(rpynnsi)
KOMNeTeHUnn

Kon v HaumeHoBaHue
KOMMNEeTeHUUn

Kon v HaumeHoBaHue WHOUKaTOpa
OO0CTUXXEeHUA KoMNneTeHUuu

Pe3synbtaTthl 06y4eHus (3HaTb, yMeTb,
BJlafieTb, COOTHECEHHbIe C
WHANKATOPaMMU BOCTUXKEHUSA
KOMNeTeHLuu)

MpodeccnoHanbHble KOMMeTeHLUN

He npesycmoTpeHo

MK-1 CnocobeH
06cnyKuBaTh CeTeBble
yCTpONCTBa
NH(OPMaLMOHHO-
KOMMYHUKaLVOHHO
cUCTeMbl

MK-1.1 MNMnaHupyeT apxnTekTypy u
(DYHKLMOHUPOBaHWE MH(POPMALIMOHHBIX
cucTem xpaHeHus, obpaboTkm n
nepeaayun nHpopMaunm Ha base ceTeBbIX
YCTPONCTB MH(POPMALMOHHO-
KOMMYHUWKALIMOHHBIX CUCTEM

BnaneTb HaBblKaMy 3alWnThl MHGOPMaLIAK
Npy MAAHNPOBAHMMN aPXUTEKTYPbI 1
(hYHKLMOHUPOBAHNMN MH(OPMALIMOHHBIX
cUCTeM xpaHeHwus, 06paboTkn 1 nepeaayn
UHopMaLun Ha Ba3ze ceTeBbIX YCTPONCTB
UH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
cucTem

3HaTb MeTOAbI 3aLUMTbl MHMOPMaLUK Npu
NNaHNPOBaHNN apXUTEKTYPbI 1
(PYHKLMOHMPOBaHNMN NHOPMALMOHHbBIX
cucTem xpaHeHus, obpaboTku n nepepayn
MH(OopMaLM Ha Ba3e ceTeBbIX YCTPOWCTB
VNH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
cucTem

YMeTb NiaHMpoBaTb apXUTEKTYpY U
(hyHKLIMOHMPOBAHME MHHOPMALIMOHHBIX
CUCTeM xpaHeHus, 06paboTkn 1 nepeaayn
UHopMaL My Ha Ba3e ceTeBbIX YCTPONCTB
UH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
CUCTEM C YHeTOM 3aLLnTbl MH(OPMaLLK

MK-1.6 MNpuMeHsAeT UHCTPYKLUUW NO
oxpaHe Tpyaa npu paboTe ¢
annapaTHbIMUX, NPOrPaMMHO-
annapaTHLIMU U NPOrpaMMHbIMU
CpeAcTBaMy aMUHUCTPUPYEMON
MHOPMaLMOHHO-KOMMYHNKALIMOHHO
CUCTeMbl

BnageTb HaBbIKaMU NpUMeEHeHUs
WHCTPYKLWIA Mo oxpaHe Tpyna npu paboTe ¢
annapaTHbIMK, NPOrPaMMHO-aNMapaTHLIMU 1
NporpaMMHbIMU CpeiCTBaMu
aAMUHUCTPUPYEMOIA UH(POPMALMOHHO
KOMMYHWKALMOHHON CUCTEMbI

3HaTb MeTOAbl NPUMEHEHNS MHCTPYKLMUIA MO
oxpaHe Tpyfaa npu paboTe C annapaTHbIMy,
NPOrpaMMHO-annapaTHLIMU 1
nporpamMHbIMK CPEACTBAMM
aAMUHUCTPUPYEMOi MH(OPMALIMOHHO
KOMMYHUKALMOHHON CUCTEMbI

YMeTb NPUMEHSATb UHCTPYKLUM MO OXpaHe
TpyZna npu paboTe ¢ annapaTHbIMK,
NporpaMMHO-annapaTHLIMU 1
NporpaMMHbIMI CPeACTBaMU
aAMUHUCTPUPYEMOIA MHPOPMALIMOHHO-
KOMMYHWKALMOHHON CUCTEMbI

MK-2 CnocobeH
BbINOJHATL PaboTbl 1
ynpaBneHue paboTamu no
co3faHuo(Moandukaumm)
n conposoxaeHuto NC,
aBTOMaTU3UPYIOLLNX
3aja4n
OpraHn3aLnoHHOro
ynpaBneHusa n busHec-
npoueccsl

MK-2.1 AHann3mpyeT COBPEMEHHbIEe
MeTOAMKU, METOLbI U UHCTPYMEHTbI
npoekTupoaHus NC Ha npeanpuaTuax
HehTeXMMYecKoro NPon3BoACTBa

BnapeTb HaBblKaMy aHaNn3a COBPEMEHHbIe
MEeTOAMNK, METOL0B N UHCTPYMEHTOB 3aLLUTbI
MH(opMaLmm npu npoekTuposaHun NC Ha
npeanpuaTUAX HeTeXnMmNYecKoro
npov3BOACTBa

3HaTb MeTOAbl aHa/M3a COBPEMEHHbIe
MeTOAMK, METOLOB U MHCTPYMEHTOB 3aLllUThbl
MHopMauun npu npoekTnposaHun NC Ha
npeanpuaTuax HeTexnMmyeckoro
npou3BoACTBa

YMeTb aHaIM3MpoBaTb COBPEMEHHbIE
MeTOAMK, METOAOB U MHCTPYMEHTOB 3aLLNThI
MHopMauun npu npoekTuposaHun NC Ha
npeanpuaTuax HeTexmmMn4yeckoro
Npou3BoACTBa

MK-2.2 AHanu3npyeT COBpeMeHHbIe
MeToauku ynpasnenve UC Ha
npeanpuaTUAX HeTeXNMNYECKoro
npon3BoACTBa

4

BnapeTb HaBblKaMy aHanM3a COBPEMEHHbIX
MeTOAMK 3aLunTbl MH(OPMaLIML Npu
ynpasneHun NC Ha npeanpuaTuax
HehTexnMMm4eckoro NPov3BoLACTBa




3HaTb MeTOAbl aHasIn3a COBPEMEHHbIX
MeTOAMK 3aLUTbl HPOPMaLIMKL Npu
ynpasaeHun NC Ha npeanpuaTuax
HeTexnMn4eckoro NPou3BoLACTBa

YMeTb aHaM3mMpoBaTh COBPEMEHHbIE
MeTOAMK 3alunTbl MH(GOPMaLIMU Npu
ynpasneHun NC Ha npeanpuaTuax
HedTexnMm4eckoro NPov3BoACTBa

2. MecTo aucumnnaudbl (Moayns) B CTPyKType obpasoBaTesibHOW NPOrpaMMmbl

Y4aCTHUKaMuU oGpasoBaTen bHbIX OTHOLUEHUH

MecTo AucunnAnHbl (MOAYNA) B CTPYKTYpe 06pa3oBaTeNbHON NporpaMMbl: 4acTb, hopMupyeMas

Kop
KoMmn MpepwecTsylowme MapannenbHoO ocBauBaeMbie Mocnepylowune
eTeH OUCUUNJIUHBI AUCLUNJINHDI OUCUUMUHBI
uum
BbinonHeHve 1 3aLumTa BbIMyCKHON
KBa/MNKaLMOHHON paboTel;
VIHTerpnpoBaHHbIe CUCTEMBI
aBTOMaTM3aumnmn 4119 yrpaBaeHns
WEB TexHonorum; AHanus AV AN ynp
6u3Hec-npoLeccamm B
NHMOPMALMOHHbLIX MPOEKTOB
He()TeXMMUNYECKOM MPON3BOACTBE;
HepTeXnMmM4eckoro
VIHopMaLNOHHbIE CUCTEMBI
npon3BoACTBa; ba3osble
3/1EKTPOHHOI0 AOKYMeHToobopoTa
TEXHOI0rnM 1 NpoLecchl; bassbl
HedTeXMMUNYECKOro Npon3BOLCTBa;
AaHHbIX; MHopMaLMOoHHblIe
KopropaTuBHble MH(MOPMaLNOHHbIE
TEXHOJIOrUN 1 NPOrpaMMnpPOBaHIE;
CUCTEMbI HEPTEXNUMUYECKOT O
MNK-1 | KopriopaTuBHble
Npon3BOACTBa; HageXHoCTb
NMHMOPMALMOHHbIE CeTn
cucteM; OpraHumsauus u
He(hTeEXMMNYECKOro
ninaHupoBaHme
npon3BoAcTBa; KoprnopaTusHblie
aBTOMATW3MPOBAHHbIX
NHMOPMaLMOHHbIE CUCTEMBI
npoun3soacT.; MpoekTupoBaHne
HepTexnmMm4eckoro
BbIYNC/INTENbHBIX CUCTEM U
nponseoacTBa; CuctemHoe
KOMMNEKCOB B HEPTEXUMNYECKOM
nporpammHoe obecneyeHne
nponseoacTee; Mpon3BoACTBEHHASA
npakTWKa: TexXHosI0rnyeckas
(MpOoEeKTHO-TeXHOM0rnYeckas)
npakTuKa
WEB TexHonoruu; AHanus .
BbinonHeHwe 1 3almTa BblMyCKHON
NHMOPMaLMOHHbLIX MPOEKTOB o
KBaMNKaLMOHHON paboTel;
HeTEXUMNYECKOTO
VIHTerpnpoBaHHbIe CUCTEMBI
npon3BoACTBa; ba3oBble
aBTOMaTM3auMmn 4119 yripaBaeHUs
TexHosIornum 1 npoLieccsl; bassbl
6u3Hec-npoLeccamm B
LaHHbIX; IHTennekTyabHble
He(TeXMMNYECKOM MPON3BOACTBE;
CUCTEMbI 1 TEXHOJIOTUNK;
VIHhopMaLMOHHbIE CUCTEMBI
WHdopmaumnoHHoe obecnedyeHmne
3/1EKTPOHHOI0 AOKYMeHToobopoTa
3KOHOMUKW NpeanpuaTua
He(hTeEXMMUYECKOro NPOnN3BOACTBa;
HedTeXMMn4ecKoro
KoprnopaTuBHble MH(MOPMaLNOHHbIE
npoun3BoACTBa; MH(opMaLMOHHbIe
CUCTEMbI HEPTEXNUMUYECKOT O
MK-2 | TexHonormm n NnporpaMMmnpoBaHue;
Npon3BOACTBa; Hage)XXHOoCTb
KopnopaTuBHble
cucteMm; OpraHumsauus n
NMHOPMaLMOHHbIE CeTH
ninaHupoBaHme
HedTeXMMNYECKOro
aBTOMATW3MPOBAHHbIX
npon3BoACTBa; KoprnopaTusHblie
npoun3BoacT.; MpoekTupoBaHme
NHMOPMaLMOHHbIE CUCTEMBI
BbIYNC/INTENbHBIX CUCTEM U
HepTeXxnMm4eckoro
KOMMNEKCOB B HEPTEXUMNYECKOM
nponssoacTea; MogennposaHue;
nponseoacTee; Mpon3BoACTBEHHASA
MakeTbl NpUKIaLHbIX MPOrpamm;
npakTWKa: TexXHosI0rnyeckas
CuctemHoe nporpamMmmHoe
(MpOEeKTHO-TeXHOM0rnYecKas)
obecneyeHune; Cncremsl
npakTuKa
NCKYCCTBEHHOr0 MHTEJIeKTa




3. O6beM aucumnnamHbl (MOaynsa) B 3a4eTHbIX eAMHULLAX C YKa3aHMeM KoJInyecTBa
aKageMMU4YeCKMUX 4acoB, BbiAesieHHbIX Ha KOHTaKTHYI0 paboTy oby4alowmxcs ¢
npenopaBateneM (No BMAaM y4eOHbIX 3aHATUM) M HA CAMOCTOATEJIbHYIO paboTy
obyualowimxcs

B 9 cemecTp
cero 4acos
yacosB /
- / 4yacoB B
Bup, yuebHom paboTbl . 4Yyacos B
3J1IeKTPOHHOM .
dbopme 3/1IeKTPOHHOM
dopme
AynouTopHas KOHTaKTHas pabota (Bcero), 24 24
B TOM Yucne:
Jlekumn 8 8
MpakTuyeckne 3aHATUS 16 16
CaMmocToaTenbHasa pabora (Bcero), 120 120
B TOM Yucne:
NoAroToBKa K NIEKLNSM 30 30
NOAr0TOBKA K NMPaKTUYECKUM 3aHATUAM 80 80
NoAroTOBKa K 3K3aMeHy 10 10
KoHTponb 36 36
UToro: yac 180 180
UToro: 3.e. 5 5

4. Copep>XaHue aucumMniauHbl (Moayns), CTPYyKTypupoBaHHOe no TeMaM (paspenam),
C YyKa3aHueM OTBeAEeHHOro Ha HUX KoJiIMyecTBa akageMUu4eCK1ux 4acos U BUA0OB
y4eOHbIX 3aHATUHI

Buabl yuebHoM
HarpysKu u ux

pash;:,gena HauMeHoBaHMWe paspena AUCLUNINHBI TPYAOEMKOCTb, Hachl
n3 | np|n3|cpc|Beere
Yacos
CoBpeMeHHble METOAMKN 3aLLMTbl MH(OPMaL MK Npu
1 ynpasnaeHun NIC Ha npeanpuaTusax HehTEXMMNYECKOr 0 81011 0] 60 68
npon3BoACTBa
MeToZbl 3aLLUNTbI CETEBbLIX YCTPONCTB MHGOPMALIMOHHO-
2 KOMMYHUKALMOHHbBIX CUCTEM B TOM YUCJIEe N HEPTEXUMUNYECKUX 0] 0116 60 76
npeanpusaTun
KoHntponb| 0 | O | O 0 36
Wtoro| 8 | 0 | 16| 120 | 180

4.1 Copep>XaHue NEeKUUOHHbIX 3aHATUH




No

3aHATUA

HauMeHoBaHue
paspena

Tema nekuum

Copep>xaHue nekuum
(mepeyvyeHb ANOAKTUYECKUX e AUHNLL:
paccmaTpuBaeMbIX NOATEM, BONPOCOB)

Konuyectso
Yyacos /
4YacoB B

3J1IeKTPOHHOM

¢dopme

9 cemecTp

CoBpeMeHHble
MeTOANKMN 3alnThbl
NHMoPpMaLUKn Npu
ynpasnieHun NC Ha
npeanpuaTusx
HeTeXMMNYeCcKoro
NMpou3BOLCTBa

CoBpeMeHHble
MeTOAWKU 3aLUThbl
NHMOPMaLIMKN Npu
ynpassieHun IC Ha
npeanpuaTusX
HeTEXMMUNYECKOT 0
npoun3BoOLCTBa

OCHOBHbIe MOHATWSA U onpeaeneHns
npenMeTa 3aWwmnThbl UHGOPMaLUN.
PasrpaHu4yeHune ocTyna K pecypcam.
NaeHTndrKauma n aytTeHTUdrKaumnsa
cybbekToB. MeToAbl U CpeacTBa
KpunTorpaduyeckon 3awmnTbl. KOHTPOJIb
LeI0CTHOCTY NHGopMaLmK.
SneKTPOoHHO[JuMdpoBas NOAMUCH.
XpaHeHue 1 pacnpegeneHne Kno4eson
nHopmauun. NMpoTokobl 6esonacHom
ayTeHTU(MKaLmm noab3osaTenen
3almTa NporpamMMHoOro obecneyeHms ot
HeCaHKLNOHMPOBAHHOIO NCMO/1b30BaHNUSA
3almnTa OT paspyLlatoLmx NporpaMMHbIX
BO34eNCTBMIN. PyKoBOAALME LOKYMEHTD
Poccun. MpaBoBoe obecneyeHune
MHOpMaLnoHHON Be3onacHOCTM 1
NPOTUBOLENCTBUIO TEPPOPU3MY. 3aLuuTa
NHOPMaLUN B KOMMbIOTEPHbIX CETAX.
NH>XeHepHo-TexHMYeckas 3alnTa
NHdopMaLmnm

WToro 3a cemecTp:

WToro:

4.2 Copep>xaHue nabopaTopHbIX 3aHATUM

YyebHble 3aHATUSA He peann3yroTcd.

4.3 Copep>XaHue NPpakKTU4YECKUX 3aHATUMH

Ne
3aHATUA

Konuyectso
yacos /

HaunmeHoBaHue paspgena

TeMa npaKkTU4eckoro
3aHATUA

CopepXaHue NPakTUYEeCKOro 3aHATUA
(nepeyeHb ONOAKTUYECKUX eONHULL:
paccMaTpMBaAEMbIX MOATEM, BOMPOCOB)

4acos B
3/1IeKTPOHHOM
cdopme

9 cemecTp

MeTofbl 3aLLMTbI CETEBbLIX YCTPONCTB
MHOPMaLMOHHO-KOMMYHUKALWOHHbBIX
CUCTEM B TOM HKCSIE U
HepTeXUMUYECKUX NPeanpUaTHii

3awmnTa nHdopmauun B
KOMMbIOTEPHBIX CETAX.
NH)XeHepHo-TexHnYecKas
3awmnTa nHdpopmaumn.

Ba3oBble MexaHN3Mbl 6e30nacHoOCTH
KOMMYyTaTOpOB. be3onacHoCTL Ha OCHOBE
cermeHTauum Tpadrika. be3onacHocTb Ha
ocHoBe npoTokona IEEE 802.1x. Crnincku
KoHTpona goctyna ACL. YTunuta
iptables. TyHHenupoBaHue coeanHeHNIN ¢
1Cnosib30BaHMeM nNpoTokona SSL.
YpaneHHoe ynpasJieHne no
3alULLEeHHOMY MPOToKoy SSH.
MpoTokon PPPOE.

16

WTtoro 3a cemecTp:

16

WToro:

16

4.4. Copep>XaHue caMocToaTesibHOM paboThbi




HaumeHoBaHue pa3pena

Bup
CaMOCTOSATEeNIbHOM
paboTbi

Copep>XxaHue CaMoOCTOATEIbHON
paboTbi
(nepeyeHb AMAAKTUYECKUX € ANHNLL:
paccMaTpVBAEMbIX MOATEM, BOMPOCOB)

Konuyecrtso
4acos

9 cemecTp

CoBpeMeHHble MeTOAMKN 3aLLUThbI
nHgopmaumu npu ynpasneHun NC Ha
npeanpuaTUaX HeTeXMMN4ecKoro

Mpov3BoACTBa

NMoaroToBKa K
nekuus

OCHOBHbIe MOHATUS U ONpeaeNeHns
npeamMeTa 3almTbl MHOPMaLUN.
Pa3rpaHuyeHune gocTyna K pecypcam.
VpoeHTudurkaums n ayteHTUgUKauma
cybbekToB. MeToabl 1 CpefcTBa
KpunTorpaduyeckon 3awnTsl. KOHTPOb
LeNIOCTHOCTY MHOopMaLnK.
SneKTpoHHO[JuMdpoBas NOLAMUCH.
XpaHeHune 1 pacnpepeneHmne KaK4eBon
nHopmauun. NMpoTokonsl 6e3onacHon
ayTeHTUdUKaLum nonb3oBaTenen.
3almTa nporpaMmmHoro obecneyeHms ot
HEeCaHKLIMOHMPOBAHHOMO NCMOJIb30BaHNA.
3awnTa OT pa3pyLlatoLLmMX MPorpaMMHbIX
BO34EeNCTBUIA. PyKoBOASALLME LOKYMEHTHI
Poccun. MNMpaBoBoe obecneyeHne
NH(OPMaLMOHHOM 6e30NacHOCTL 1
NPOTUBOAENCTBUIO TEPPOPU3MY. 3alLnTa
NH(OPMaLMKN B KOMMbIOTEPHbIX CETAX.
VHXXeHepHO-TexHnYecKasn 3almTa
NHMOopMaLMK.

60

MeTo/bl 3alUTbl CETEBLIX YCTPONCTB
NHHOPMALMOHHO-KOMMYHVKALMOHHBIX

CUCTEM B TOM YUCTIE U
HepTeXUMUYECKNX NPeAnpUaTIiA

NMoAroToBKa K
3K3aMeHYy

ba3oBble MexaHn3Mbl He3onacHoCTH
KOMMyTaTopoB. be3onacHoCTbL Ha OCHOBe
cerMeHTauuu Tpauka. besonacHoCTh Ha
ocHoBe npoTokona IEEE 802.1x. Cnnckun
KoHTpons goctyna ACL. YTunuta
iptables. TyHHennpoBaHne coeanUHEHNI C
MCNoJsib30BaHMeM nNpoTokosaa SSL.
YpaneHHoe ynpassieHue o
3alUnLLLEHHOMY NPOTOKOY SSH.
MpoTokon PPPoOE.

60

WUToro 3a cemecTp:

120

UToro:

120

5. NMepevyeHb y4eOHOM nuTepaTypbl M y4ebHO-MeTOaMYECKOro obecneyeHus no
AucuunnuHe (Mmoapynio)

Pecypc HTb
Ne Bubnuorpaduueckoe onucaHue CamrTy
n/n P (36C CamrTy,
IPRbooks 1 T.4.)
OcHoBHasa nnTepaTypa
NH)XeHepHO-TexHnYecKas 3almnTa nHopMaLumn 1 TexHnYeckune cpeacTsa
1 | OXPaHbl Ha KPUTMHECKN BaXHbIX obbekTax: yyebHoe nocobue / DNIEKTPOHHbIN
KoctpomutuH K.W., A Mun Ap Megua: 2022.- Pexxum goctyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||122647
MeTonbl N CpeacTBa KOMMIEKCHON 3aLlMThl UHOPMaLMK B TEXHUYECKINX
cucTteMax: yyebHoe nocobue / 3anoHos 3.B., MapTbiHoB A.l1., MawwuH W.T ., 31eKTDOHHbIA
2 | Hwukonaes [.B., CnntoxuH [O.B., ®omyeHko B.H., Poccunckun henepanbHbin P

A0epHbI LeHTp - BHUN3®: 2019.- Pexxum gocTyna:
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||101925

pecypc




YyebHo-MeToAnYeckoe nocobme rno BbIMOJHEHWNIO KYPCOBOro NPOeKTa Mo
AncumunanHe Metoabl U CpeacTBa 3alnThl UHGOpMaLmm: yyebHo-

g y DNIEKTPOHHbIN
3 | meToamyeckoe nocobue / , MOCKOBCKUIA TEXHNYECKUIA YHUBEPCUTET CBA3M 1

NHopMaTKKK, cocT. PyaHeB A.H.: 2016.- Pexxum gocTtyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||61496
[ononHuTeNnbHasa nMTepaTypa
MeTonbl U CpeACcTBa 3alUThl KOMMNbIOTEPHON UHDOPMaLIMK: annapaTHbIe 1
4 | MPOrpamMMHble CpeACTBa 3aLUNTI nHhopMaumm: y4ebHoe nocobue / KocTuH DNEKTPOHHBIN
B.H., U3paTenbcknin om MACKC: 2018.- Pexxmum goctyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||98199
OcCHOBbI MH(hOpMaLMOHHON Be30nacHOCTU U 3aWmTa nHpopmauun: y4yebHoe
nocobue / MupowHukos A.W., Ceicoes A.C., Jluneuknin rocyaapCTBEHHbI DNIEKTPOHHbIN
5 5 : .
TexHnyeckum yHusepcuteT, I6C ACB: 2022.- Pexxum gocTyna: pecypc

https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||128718

MporpamMMHo-annapaTHble CpeacTBa 3almnThl UHMOPMaLmn. B 3 yacTax.
Y.1: y4yebHoe nocobue / N'pnaHes B.A., T'ybckos HO.A., OepsbuH A.C.,

6 | Akosnes A.B., TaMBOBCKUI rOCYyAapCTBEHHbIN TEXHUYECKU YHUBEPCUTET,
9bC ACB: 2022.- Pexxum gocTyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||133346

DNEKTPOHHBIN

HocTtyn obyyatowmxcs K 9P HTB Caml'TY (elib.samgtu.ru) ocyuiecTBnseTcs nocpencTBOM NEKTPOHHON
NH(OpMaLMOHHON 0bpa3oBaTeNbHON Cpelbl yHMBepcuTeTa U caTta HTB Caml TY no nornHy u naposto.

6. NMepeueHb MH(.I)OpMaI.I,MOHHbIX TEeXHOJIOruH, UCcnoJibdyeMbiX Npu oCyLlecCTBJIEHUN
oﬁpasoBaTeanoro npouecca no gucuuniivHe (MOAyJ'IIO), BKJ1lO4Yaa nepe4vyeHb
nporpaMMHOro obecneuyeHus

Mpy NPOBEeAEHNN NEKLMOHHbIX 3aHATUIA NCMOMb3YEeTCA My/bTUMeaniiHoe 060pyaoBaHMeE.
OpraHn3oBaHO B3aMMoaeicTere obyyatowerocs n npenofaBaTeNis C UCMOJIb30BAHUEM 3JIEKTPOHHOM
NH-hopMaLMOHHON 0bpa3oBaTelbHON Cpefbl YyHUBEPCUTETA.

Ne Cnocob
HauMeHoBaHue MpoussoauTesnb
n/n pacnpocTpaHeHus
1 | Microsoft Office Microsoft . JInueHsnoHHoe
(3apybexHbin)
000 «3JIEKTPOHHOE
y N3OATEJIBCTBO
2 | ObpasoBaTenbHas naatdopma «HKOpanT» OPANT JInueHsnoHHoe
(OTeyvyecTBEHHbIN)
000 «HOBbIE
. OBJ1AYHbIE
3 | MonOduc ObpasoBaHue TEXHOMIOM MM JInueH3noHHoe

(OTevyecTBEHHbIN)

7. NepeyeHb pecypcoB MH(POPMALMOHHO-TEIEKOMMYHUKALLUOHHOU ceTu «VIHTepHeT»,
npogeccmoHanbHbIX 6a3 AaHHbIX, UHPOPMALUOHHO-CNPABOYHbIX CUCTEM

rln\/l: HaumeHoBaHue KpaTtkoe onucaHue Pexxum poctyna
KoHcynbTaHTI0C Poccuitckme 6a3bl
1 (NpaBoBblE LOKYMEHTHI) - http://www.consultant.ru/ LaHHbIX
poctyn c MK B OrpaHN4YEeHHOr 0
MenunaueHTpe (aya. 42) nocTtyna



http://www.consultant.ru/

Poccuinckune 6a3bl

DNeKTPOHHO-6MbImoTeYHas , . JaHHbIX
2 cucteMa IPRbooks http://www.iprbookshop.ru/ OrpaHNYyeHHOro
focTyna

Poccuinckune 6a3bl

dNneKTpoHHasa bubnmoTeka e e I NaHHbIX
V3maHWi CamMITY http://irbis.samgtu.local/cgi-bin/irbis64r_01/cgiirbis_64.exe OrPaHIYEHHOT0

aocTyna

Poccuinckune 6a3bl
OaHHbIX
OrpaHUYeHHoro
[oCTyna

4 | eLIBRARY.ru http://www.eLIBRARY.ru/

8. OnucaHuMe MaTepuanbHO-TEXHNYECKON Da3bl, HeOOXoo4MMON ANA OCYLLECTBNEHUA
obpasoBaTenbHOro npouecca nNo aucuuniauHe (mogynio)

JleKuMOHHbIe 3aHATUA

Ayontopus Ond NEeKUMOHHbIX, CEMWHAPCKUX U MPaKTUYECKMUX 3aHATUN, TEKYLEro KOHTPONs u
NMPOMEXYTOYHOW aTTecTauum (C MynbTumMegunnHblM 060pyLoOBaHWEM) YKOMMJIEKTOBaHbl Mebenbio u
TEXHUYECKUMU CpeacTBaMy obyyeHus, cayxxalumm ans npeactaBneHus y4ebHon nHdopmaumm 60bLLONA
ayanTopun.

MpakTuyeckue 3aHATUA

AyouTtopusa Onsa npakTUYeCKUX U CEMUHAPCKUX 3aHATUNA, TEKYLLEro KOHTPOJIS 1 NMPOMEXYTOYHOW
atTeCTaunn, yKoOMnaeKToBaHHbIE cneu,manmsvlposaHHoM Mebenblo N TeXHUYeCKnMu CpenctesamMmun 06y‘-IeHVIﬂ
(npoekTop, 3KpaH, KoMnbloTep/HOYTOYK), C BbIXOAOM B CeTb WHTepHET U LOCTYMNOM B 3/IEKTPOHHYIO
NHOopMaLnoHHO-0bpa3oBaTenbHyto cpeny Caml TY. Ayantopus obopynoBaHa cneumann3npoBaHHon mebensto:
CTOJIbl U CTYNbA Ans obyyalowmxcs; CToN U CTyA Aas npenogasaTens, 4OCKa.

- KOMMbOTEPHbIE KNaccol (aya. 101, 102, 201, 401, 404).

CaMmocTosaTenbHas pabora

MomelleHNs AN CaMOCTOSATENIbHOW paboTbl OCHALLEHbl KOMMbIOTEPHON TEXHUKON C BO3MOXHOCTbIO
NOOKNYEHNS K ceTn «IHTepHeT» U OOCTYNOM K 3JIEKTPOHHOW MHGMOPMaLMOHHO-06pa3oBaTeNbHON cpeae
CamITYy:

- KabuHeT And TeKyLWero KOHTPOAS M NMPOMEXYTOYHON aTTeCcTaunn, KYpCoBOro MPOeKTUPOBaHNS,
FPYNMNOBbIX U UHAWBUAYANbHBIX KOHCYAbTaUMA ayg. 212;

- KabuHeT ona camocTosATeNbHOM paboThl, ayantopus 304;

- KOMMbloTepHble Knaccol (aya. 101, 102, 111, 201, 401, 404).

9. MeToaunuyeckue MaTepuanbl

MeToau4yeckme pekomeHaaumm npu paboTe Ha nekuun

[0 nekummn CTymeHT LO/DKEH NMPOCMOTPeTh y4ebHO-METOAUYECKYIO U Hay4YHYI0 uTepaTypy No Teme
NeKuun ¢ TeM, 4Tobbl MeTb NpeacTaBneHne o npobnemax, KoTopble ByayT pa3bupaTbCcs B neKLUN.

Mepel Havanom nekuum obyvarowmmcs coobllaeTcs TeMa Nekuumn, naaH, BONPOChl, Noasexatiune
PacCMOTPEHNIO, LOBOAATCA OCHOBHblE NUTEpPaTypHble NCTOYHUKK. Becb y4yebHbIn MaTepuan, coobuaemsiin
npenofaBaTeneM, LO/MDKEH HE MPOCTO NPOCAYLWNBaTLCA. OH f0/KEeH ObITb aKTUBHO BOCMPUHAT, T.€. YC/bILIaH,
OCMbIC/IeH, MOHAT, 3adhuKcUpoBaH Ha Bymare v 3akpenseH B namaTu. Mpuctynas K CayLiaHuio HoBoro yyebHoro
MaTepuana, NoJie3HO MbICJIEHHO YCTAHOBUTL €ro CBA3b C paHee M3yvyeHHbIM. Cnens 3a TEXHUKON YTeHus
nekunmn (akLeHT Ha CyLeCTBEHHOM, MOBbILLEHME TOHa, N3MeHeHne puTMa, naysa 1 T.M.), Heobxoamumo BCnen 3a
npenofaBaTesieM yMeTb BblLeNATb OCHOBHbIE KaTEropuu, 3aKoHbl U ONPefensiTh UX cofepxaHue, npobnemsi,
npeanonarate UX BO3MOXHbIE peLleHNs, AoKa3aTeNbCTBa M BbIBOAbI. OCyLecTBiAsA Takylo paboTy, MOXHO
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3HaYuTenbHo obnerynTb cebe NoHMMaHue y4yebHOro MaTepuana, ero KOHCNEKTUPOBaHNE U AalibHeNlee
n3yyeHne.

KoHcnekTnpoBaHWe nekuun nossoaseT obpaboTaTb, CMCTEMAaTU3NPOBATb U JIyYlle COXPaHUTb
NoNy4YeHHY UHGopMauuto ¢ Tem, 4y1obbl B byaywem Mo)XHO BbiIo0 BOCCTAaHOBUTbL B MaMSATM OCHOBHbIE,
cogepxxaTtesibHble MOMEHTHI. TununyHas 0LIJVI6Ka, coBepllaemMasd 06yqa+ou.|,|/|Mcs|, OO0CJZIOBHOE KOHCNEeKTnpoBaHuMe
peyn npenogasaTensd. Kak npasufo, Npu 3anucu «Ca0BO B CNOBO» He OCTaeTCsd BpeMeHn Ha obaymbiBaHue,
aHanM3 N cuHTe3 uHdopmauun. OTbrpas HY>KHYIO MH(OPMALINIO, FTNaBHbIE MbICK, NPO6AEMbI, pelleHns 1
BbIBOAbl, HEOBX0ANMO COKpalLlaTh TEKCT, CTPOUTL €ro Takum obpa3om, 4Tobbl MOTOM MOXKHO ObINO NIerko B HEM
pa3obpaTbCs. XKenaTenbHO 0CTaBMTb B paboynx KOHCMEKTaxX Mo, Ha KOTOPLIX MOXXHO ByaeT aenaTb MOMETKU
N3 PEKOMEHOOBAHHOW AMTepaTypbl, LOMNOJHSAOWME MaTepuan MNPOCAyWaHHOW NeKUuWUn, a Takxe
nogyepkmBatowme ocoby BaXKHOCTb TEX UMM MHbLIX TEOPETUYECKUX MOJIOXKEHUA. C OKOHYaHUEM NeKLUN
paboTa Hag KOHCMEKTOM He MOXET CYMTaTbCA 3aBepLleHHON. Hy)XHO elle BOCCTaHOBUTb OTAE/IbHblE MECTa,
NPOBEPUTb, BCE JIN MOHATHO, YTOYHUTb YTO-TO Ha KOHCYAbTaLMM U T.M. C TeM, YTOObl KOHCNEKT MOr ObIThb
MCNONb30BaH B NMpoLecce NOArOTOBKN K MPaKTUYECKUM 3aHATUAM, 3a4eTy, 3Kk3aMeHy. KOHCNeKT nekuun -
He3aMeHUMbI y4eOHbIN JOKYMEHT, HEOBXOAUMBIA A8 CAMOCTOSTESIbHOM PaboThl.

MeToauyeckme pekoMeHaaLmm npy noaroToBke 1 paboTe Ha NPaKTUYECKOM
3aHATUU

MpakTuyeckne 3aHATUA NO ANCLMMNINHE NMPOBOAATCS B LEnax BblpaboTKM NPakTUYECKUX YMEHWUI Y
nprnobpeTeHns HaBLIKOB B peLleHnn NPothecCcMoHas bHbIX 3a4ay.
PekoMeHAayeTCs cnepyrowas cxema NnoAroTOBKM K MPaKTUYECKOMY 3aHSATUIO:
1. 03HaKOMMEeHMe C MAaHOM MPAKTUYECKOro 3aHATMSA, KOTOPbIM OTpaKaeT CoLep)xaHue
nNpenioXeHHON TeMbI;
2. npopaboTKa KOHCMEeKTa NeKkunu;
3. YTeHMe peKOMEeHA0BaHHOM NUTepPaTypbl;
4. NoAroTOBKa OTBETOB Ha BOMPOCHI MaHa NPakTUYeCKOro 3aHATUS;
5. BbIMOJIHEHWE TECTOBbLIX 3a4aHWIA, 3a4a4 1 ap.

MoaroTtoBka 0byYatoLerocs K MpakTUYeCKOMY 3aHATUIO NPOM3BOAUTCSA MO BOoNpocaM, pa3paboTaHHbIM
ONA Ka)XLOW TeMbl MPakKTUYeCKNX 3aHATUA 1 (namn) nekunin. B npouecce NoAroTOBKM K MPaKTUYECKUM
3aHATUAM, HeOGXO,EI,VIMO O6paTVITb ocoboe BHMMaHME Ha CaMOCTOsiITeNIbHOEe n3yvyeHune peKOMeH,ELOBaHHOVI
MTepaTypsl.

PaboTa CTy4EHTOB BO BPeMS MPaKTUYECKOr0 3aHATUSA OCYLLECTBASETCA Ha OCHOBE 3afaHUiA, KOTOpbIE
BblgatoTca obyyalowmmcs B Havyase Uam BO BpeMs 3aHATMA. Ha MpakTMYeCKUX 3aHATUSAX MPUBETCTBYETCH
aKTMBHOE y4acTune B 00CYy)XAEHUN KOHKPETHbIX CUTyaluii, CNOCOBHOCTL Ha OCHOBE MOJIyYEHHbIX 3HAHWI
HaxoOnTb Haubonee 3hHEKTMBHbIE peLeHNs MOoCTaBAEeHHbIX Npobnem, ymeTb HaXOA4WUTb MOJIE3HbIN
LOMONIHUTENbHLIA MaTepmnasl Mo TeMaTuke 3aHAaATKUA. Obyyalowmmcs Heobxoanmo obpallaTe BHUMAHUE Ha
OCHOBHbI€ MOHATWA, aNropUTMbl, ONpenensaTb NPaKTUYECKY 3HAYMMOCTb pacCMaTPUBAEMbIX BOMNPOCOB. Ha
NPaKTUYeCKMX 3aHATUAX obyyatlowmecs LOJKHbI YMETb BbIMOJHUTL PacyeT Mo 3afaHHbIM MapaMeTpaM uan
BblpaboTaTb onpepesieHHble peweHns no o6o3HavyeHHoN npobneme. 3afaHma MoryT ObiTb FpynnoBbie U
NHOVBUAYANbHbIE. B 3aBUCMMOCTN OT CNI0XKHOCTU NpeasiaraemMblx 3alaHui, Lenemn 3aHaTus, obLien NnoaroToBKM
obyyatomxcs npenoaaBaTesib MOXET NoACKa3aTb 06yYaloWMMCs aNropuT™ peLleHns nan nepsoe AencTeue,
NN ykasaTb obliee HanpaBsieHne paccyxaeHun. MNonyyeHHble pe3ynbTaTbl 06CYyXXAaTCA C NO3ULUIA NX
aAeKBaTHOCTU NN 3PPEKTUBHOCTU B PaCCMOTPEHHON CUTYaL MK,

MeTognyeckue pekomMeHaauunn rno BblMOJIHEHUIO CaMOCTOSATEIbHON pa60Tb|

OpraHusaumnsa camocToAaTenbHOW paboThl 06y4aLWNUXCA OPUEHTUPYETCH Ha aKTUBHbIE METOLb
OBMafeHnsa 3HaHWAMW, pa3BUTME TBOPYECKMX CNocobHOCTel, mepexoh OT MOTOYHOro K
WHOVBUAYANN3MPOBAHHOMY 00y4YeHWI0 C y4eTOM NoTpebHOCTEN N BO3IMOXHOCTEN 0byyaloLerocs.

CamocToaTenbHas paboTa ¢ yyebHuKamu, y4ebHbIMK NocobusiMn, Hay4yHOM, CNPaBOYHOM ANTEpPaTypon,
MaTepranaMm Nnepuoanyeckux n3gaHunm n MHTepHeTa asnseTca Hanbonee ahheKTVBHLIM METOAOM MOSTyHEHNS
LOMOJIHATENIbHbIX 3HaHWUNA, NO3BONAAET 3HAYMTENbHO aKTUBM3MPOBATHL MPOLECC OBAAAEHWA MHpOpPMaLmnen,
cnocobeTByeT 6onee rayboKOMy YCBOEHMIO M3yYaeMoro matepuana. Bce HOBble MOHATUSA MO N3y4aeMon Teme
HeobX04MMO Bbly4UTb HaM3yCTb M BHECTWU B F10CCapuUin, KOTOPbIN Lenecoobpa3Ho BeCTU C CaMOro Havyana
N3y4YeHuns Kypca.
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CamocTosTensHas paboTa peanusyeTtcs:
e HernocpeaCcTBEHHO B MPOLECCe ayaUTOPHbIX 3aHATUN;
® Ha NIeKUuunax, NpakTn4eCKnx 3aHATUAX;
® B KOHTaKTe C MpenofaBaTesieM BHE PaMOK pacnuncaHus;
® Ha KOHCYyNnbTaUWAX Mo y‘-leﬁHbIM BOnpocam, B Xoae TBOPYECKUX KOHTaAKTOB, NMPW NMKBUOaLAN
3a[l0/DKEHHOCTEN, NPV BbIMOJHEHUN NHANBUAYANbHbLIX 3a4aHUA 1 T.4.;
e B 6ubNMoTeKe, OoMa, Ha Kadenpe npu BbIMONHEHWUN 0ByYalOWMMCS YHEOHbIX U NPaKTUYECKMX
3ajau.
S eKTMBHBIM CPeaCcTBOM OCYyLLECTBeHNs 0byvalolmmMcs camMoCcToATeNbHON paboThl ABnseTCs
3NeKTPOHHaa MHMopMaLnoHHO-0bpa3oBaTenbHasa cpefla yHUBepcuTeTa, KoTopas obecneynBaeT JOCTyn K

y4yebHbIM nnaHam, paboyum nporpamMmam OUCUUNANH (MOoLOynen), NPakKTUK, K N34aHUAM 3NEKTPOHHbIX
6MbNNOTEYHbBIX CUCTEM,

10. ®oHA OLLEHOYHbIX CPencTB No AucuMnanHe (Moaynio)

@®OoH[ OLLeHOYHbIX CPeACTB NpeLcTaB/ieH B NpuaoxeHun Ne 1.
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MpunoxeHue 1 k paboyel nporpamme OUCUUMAUHBI
61.B.1.01.12 «3awmTa nHpopmaymnmn»

DoHA, OUEHOUYHbIX CPEeACTB
no AMCLUMNJINHE
b1.B.1.01.12 «3awuTa nHcdopmauumn»

Kopn v HanpaBneHue NoAroToBKU
(cneunanbHOCTDb)

HanpaBneHHocTb (npocdunb)

KBanudukauums
dopMa obyueHus
Fop Havyana NoAroToBKU

NHcTuTyT / hakynbTeT
Beinyckaowas kadepnpa

Kadeppa-paspabotuuk

06beM OUCLUNJINHLI, Y. [ 3.e.

dopMa KOHTpoNA (NpoOMeXXyTo4yHasn
aTTecTauumn)

13

09.03.01 NHbopMaTUuKa 1 BblHUCNTESIbHASA
TexHuKa

NHdopMaTrKa 1 BbIHMCNTENIbHAA TEXHUKA B
He(pTeXMMNYECKOM NPOM3BOACTBE

Bbakanasp

O4yHo-3ao4Has

2026

Kathenpsl omnvana ®rboy BO "CamI'TY" B T.
HoBoKy#bbILLIEBCKe

kahegpa "IHhopMaTnKa N CUCTEMBI
ynpasaeHunsa" (HO-UnCy)

kahegpa "IHhopMaTnKa N CUCTEMbI
ynpasaeHusa" (HO-UnCy)

180/5

JK3aMeH




MNepeyeHb NnaHupyeMmbiX pe3ynbTaToB 00y4yeHUsa no aucuunaumHe (Mmoaynio),
COOTHECEHHbIX C NJaHUPyeMbiMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTeNbHOM

nporpamMmbi

HaumeHoBaHue
KaTeropum
(rpynnsi)
KOMNeTeHUnn

Kon v HaumeHoBaHue
KOMMNEeTeHUUn

Kon v HaumeHoBaHue WHOUKaTOpa
OO0CTUXXEeHUA KoMNneTeHUuu

Pe3synbtaTthl 06y4eHus (3HaTb, yMeTb,
BJlafieTb, COOTHECEHHbIe C
WHANKATOPaMMU BOCTUXKEHUSA
KOMNeTeHLuu)

MpodeccnoHanbHble KOMMeTeHLUN

He npeaycmoTpeHo

MK-1 CnocobeH
06cnyKuBaTh CeTeBble
yCTpONCTBa
NH(OPMaLMOHHO-
KOMMYHUKaLVOHHO
cUCTeMbl

MK-1.1 MNMnaHupyeT apxnTekTypy u
(DYHKLMOHUPOBaHWE MH(POPMALIMOHHBIX
cucTem xpaHeHus, obpaboTkm n
nepeaayun nHpopMaunm Ha base ceTeBbIX
YCTPONCTB MH(POPMALMOHHO-
KOMMYHUWKALIMOHHBIX CUCTEM

BnaneTb HaBblKaMy 3alWnThl MHGOPMaLIAK
Npy MAAHNPOBAHMMN aPXUTEKTYPbI 1
(hYHKLMOHUPOBAHNMN MH(OPMALIMOHHBIX
cUCTeM xpaHeHwus, 06paboTkn 1 nepeaayn
UHopMaLun Ha Ba3ze ceTeBbIX YCTPONCTB
UH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
cucTem

3HaTb MeTOAbI 3aLUMTbl MHMOPMaLUK Npu
NNaHNPOBaHNN apXUTEKTYPbI 1
(PYHKLMOHMPOBaHNMN NHOPMALMOHHbBIX
cucTem xpaHeHus, obpaboTku n nepepayn
MH(OopMaLM Ha Ba3e ceTeBbIX YCTPOWCTB
NH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
cucTem

YMeTb NiaHMpoBaTb apXUTEKTYpY U
(hyHKLIMOHMPOBAHME MHHOPMALIMOHHBIX
CUCTeM xpaHeHus, 06paboTkn 1 nepeaayn
UHopMaL My Ha Ba3e ceTeBbIX YCTPONCTB
UH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
CUCTEM C YHeTOM 3aLLnTbl MH(OPMaLLK

MK-1.6 MNpuMeHsAeT UHCTPYKLUUW NO
oxpaHe Tpyaa npu paboTe ¢
annapaTHbIMUX, NPOrPaMMHO-
annapaTHLIMU U NPOrpaMMHbIMU
CpeAcTBaMy aMUHUCTPUPYEMON
MHOPMaLMOHHO-KOMMYHNKALIMOHHO
CUCTeMbl

BnageTb HaBbIKaMU NpUMeEHeHUs
WHCTPYKLWIA Mo oxpaHe Tpyna npu paboTe ¢
annapaTHbIMK, NPOrPaMMHO-aNMapaTHLIMU 1
NporpaMMHbIMU CpeiCTBaMu
aAMUHUCTPUPYEMOIA UH(POPMALMOHHO
KOMMYHWKALMOHHON CUCTEMbI

3HaTb MeTOAbl NPUMEHEHNS MHCTPYKLMUIA MO
oxpaHe Tpyfaa npu paboTe C annapaTHbIMy,
NPOrpaMMHO-annapaTHLIMU 1
nporpamMHbIMK CPEACTBAMM
aAMUHUCTPUPYEMOi MH(OPMALIMOHHO
KOMMYHUKALMOHHON CUCTEMbI

YMeTb NPUMEHSATb UHCTPYKLUM MO OXpaHe
TpyZna npu paboTe ¢ annapaTHbIMK,
NporpaMMHO-annapaTHLIMU 1
NporpaMMHbIMI CPeACTBaMU
aAMUHUCTPUPYEMOIA MHPOPMALIMOHHO-
KOMMYHWKALMOHHON CUCTEMbI

MK-2 CnocobeH
BbINOJHATL PaboTbl 1
ynpaBneHue paboTamu no
co3faHuo(Moandukaumm)
n conposoxaeHuto NC,
aBTOMaTU3UPYIOLLNX
3aja4n
OpraHn3aLnoHHOro
ynpaBneHusa n busHec-
npoueccsl

MK-2.1 AHann3mpyeT COBPEMEHHbIEe
MeTOAMKU, METOLbI U UHCTPYMEHTbI
npoekTupoaHus NC Ha npeanpuaTuax
HehTeXMMYecKoro NPon3BoACTBa

BnapeTb HaBblKaMy aHaNn3a COBPEMEHHbIe
MEeTOAMNK, METOL0B N UHCTPYMEHTOB 3aLLUTbI
MH(opMaLmm npu npoekTuposaHun NC Ha
npeanpuaTUAX HeTeXnMmNYecKoro
npov3BOACTBa

3HaTb MeTOAbl aHa/M3a COBPEMEHHbIe
MeTOAMK, METOLOB U MHCTPYMEHTOB 3aLllUThbl
MHopMauun npu npoekTnposaHun NC Ha
npeanpuaTuax HeTexnMmyeckoro
npou3BoACTBa

YMeTb aHaIM3MpoBaTb COBPEMEHHbIE
MeTOAMK, METOAOB U MHCTPYMEHTOB 3aLLNThI
MHopMauun npu npoekTuposaHun NC Ha
npeanpuaTuax HeTexmmMn4yeckoro
Npou3BoACTBa

MK-2.2 AHanu3npyeT COBpeMeHHbIe
MeToauku ynpasnenve UC Ha
npeanpuaTUAX HeTeXNMNYECKoro
npon3BoACTBa
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BnapeTb HaBblKaMy aHanM3a COBPEMEHHbIX
MeTOAMK 3aLunTbl MH(OPMaLIML Npu
ynpasneHun NC Ha npeanpuaTuax
HehTexnMMm4eckoro NPov3BoLACTBa




3HaTb MeTOAbl aHasIn3a COBPEMEHHbIX
MEeTOAMK 3aLUNTbl MH(OPMaLUK Npun
ynpasnieHun NIC Ha npeanpuaTusax
HedTexnMm4yeckoro nNpom3BoaCcTea

YMeTb aHaIM3MpoBaTb COBPEMEHHbIe
MeTOAMK 3aLnTbl MHopMaLMy Npu
ynpasaeHnn UC Ha npeanpusaTusx
HedhTeXMMUYeCKoro Npon3BoACTBa

Manuu,a COOTBETCTBUA OLLEHOYHbIX CPpencTB 3aNJIaHUPOBAHHbLIM pe3yJibTaTaM

obyyeHus

Koa unpukaTopa
BOCTHXKEHUSA
KOMNneTeHLUH

Pe3ynbTaTbl 06yueHus

OueHOo4YHble cpencTBa

Tekywumn
KOHTPOJIb
ycneBaeMo
CTH

MpomexyT
o4Hasn
aTTectaum
A

CoBpeMeHHble MeToaun

KK 3awwuThbl MHdopMauuu npu ynpasneHun NC Ha npeanpuaTMax HeTeXMMUYECKOro NpousBoACTBa

MK-1.1 MnaHupyet
apXUTeKTypy u
(hYHKLMOHNPOBaHMe
NHMOPMALIMOHHbBIX CUCTEM
XpaHeHus, 0bpaboTku n

3HaTb METOAbI 3aLUTbI MHGOPMaLMK Npu
NAaHUPOBAHUN apXUTEKTYPbI 1 PYHKLNOHMPOBAHMUN

OL€HO4YHbIE CpencTBa

nepefayu nHpopmauun MHOPMALIMOHHBIX CUCTEM XpaHeHns, 06paboTku 1 NMPOMEXYTOYHOr 0 Het a
Ha 6a3e ceTeBbIX nepeaayun nHhopMauum Ha 6ase ceTeBblX YCTPONCTB KOHTpOJIA
YyCTPONCTB NHMOPMaLMOHHO-KOMMYHNKALNOHHBIX CUCTEM
NH(OPMaLMOHHO-
KOMMYHUKaLMOHHBIX
cmcTem
BnapeTtb HaBblKaMy 3aLLMTbl MHOPMaLIML NpY
NAaHNPOBAHUN apXUTEKTYPbI U (YHKLNOHUPOBAHUN OLIEHOYHbIEe CpeAcTBa
MNH(OPMALIMOHHBIX CUCTEM XpaHeHUs, 06paboTkmM n NPOMEXYTOYHOr 0 HeTt Oa
nepeaayun nHhopMauum Ha 6ase ceTeBblX YCTPONCTB KOHTpONA
NHMOPMaLMOHHO-KOMMYHNKALNOHHBIX CUCTEM
YMeTb niaHMpoBaTh apxXUTEKTYpPY 1
PYHKLNOHUPOBaHNE UHDOPMALIMOHHbBIX CUCTEM OLIEHOYHbIE CPeCTBa
XpaHeHus, 06paboTkn 1 Nnepeaayn nHhopMaLmm Ha
6a3ze ceTeBbIX YCTPONCTB MHOPMALIMOHHO- MPOMEMYTOHHOTO Her fa
yerp thopmau KOHTpOJIA
KOMMYHWKaLIMOHHbIX CUCTEM C YHETOM 3alUnThbl
NHopMaLum
3HaTb MeTOAbl 3aLMTbI UH(OPMaLIMKN NpK
MJaHNPOBAHNN apXUTEKTYPbI U (PYHKLIMOHUPOBAHUN
MNH(OPMALIMOHHBIX CUCTEM XpaHeHUs, 06paboTkm n TecT Oa HeTt
nepefayn nHdopMaLmmn Ha 6ase ceTeBbIX yCTPONCTB
VNH(OPMALIMOHHO-KOMMYHUKALMOHHBIX CUCTEM
BnapeTtb HaBblKaMy 3aLLMTbl MH(OPMaLIU Npr
NJaHNPOBAHUN apXUTEKTYPbI U (DYHKLNOHUPOBAHUN
NHMOPMALMOHHBIX CUCTEM XpaHeHus, 06paboTku 1 npakTuyeckme 3afayv Ha Het
nepeaayun nHpopMauum Ha 6ase ceTeBblX yCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CUCTEM
YMeTb NiaHnpoBaTb apXUTeEKTypy u
(PYHKLMOHUPOBaHVE NHPOPMALIMOHHBIX CUCTEM
épaHeHI/IH, OGpaGOTKl/I 1 nepepayn MHpopMaLmm Ha NpaKTUYeCKMe 3aaa4H Ia HeT
a3e ceTeBbIX YCTPONCTB UHPOPMALIMOHHO-
KOMMYHUWKaLMOHHbIX CUCTEM C Y4€TOM 3alUNThbl
MHGopmaunn
MK-1.6 MpumeHseT
WHCTPYKLWM MO OXpaHe
Tpyaa npu paboTe ¢
2;2?5:;;‘:_:2_"" BnapeTtb HaBblKaMy NPUMEHEHNS UHCTPYKLMIA MO
ANNapaTHLIMM 1 oxpaHe TpyAa npu paboTe € annapaTHbIMU,
FIPOr PAMMHbIMY nporpaMMHo-annapaTHbIMK 1 I'IpvorpaMMHbIMI/I npakTU4eckne 3anaydn Ha Het
cpencTBamMm CPEACTBaMI afMUHUCTPUPYeMOi NHMOPMALIMOHHO
. KOMMYHUWKaLNOHHON CUCTEMbI
afMUHNCTPUPYeMon
NH(OPMaLMOHHO-
KOMMYHUKaLVOHHOW
cucTeMbl
YMeTb NPUMEHATb UHCTPYKLMM MO OXpaHe TpyAaa npu
paboTe C annapaTHbIMK, NPOrpPaMMHO-annapaTHbIMU 1
npakTuyeckne 3afaym Ha Het

NpPOrpamMMHbIMK CPeICTBAMI aAMUHUCTPUPYEMO
NHHOPMALIMOHHO-KOMMYHNKALMOHHOM CUCTEMBI
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3HaTb MeTOAbl NPUMEHEHNS NHCTPYKLMI MO OXpaHe TecT [a Het
TpyAa npu paboTe € annapaTHbIMK, NPOrPaMMHO-
annapaTHbIMY U MPOrpaMMHbIMU CPeACTBaAMM OLleHOYHble CpeaCcTBa
aAMUHNCTPUPYEMO UHDOPMALIMOHHO MPOMEXYTO4YHOro Het La
KOMMYHWKaLIMOHHOW CUCTEMbI KOHTpOSIA
BnapeTtb HaBblKaMy NPUMEHEHNS UHCTPYKLMIA Mo
oxpaHe TpyAda npu paboTe € annapaTHbIMU, OLleHOYHble CpenCcTBa
nporpaMMHo-annapaTHbIMU U MPOrpPaMMHbIMU NPOMEXYTOYHOI 0 Het [a
CcpeacTBamMyt aMUHUCTPUPYEMON NH(OPMALIVOHHO KOHTpOJIA
KOMMYHWKaLIMOHHON CUCTEMb
YMeTb NpUMeHATb UHCTPYKLMW MO OXpaHe TpyAa npu
P PyKu P PyAa np OLleHOYHble CpenCcTBa
paboTe c annapaTHbIMMW, NPOrpPaMMHO-annapaTHLIMU 1
o NPOMEXYTOYHOr 0 Het Oa
NporpaMMHbIMK CPeACTBaMU afMUHUCTPUPYEMON KOHTPONS
NH(OPMALIMOHHO-KOMMYHUKALIMOHHOW CUCTEMBI
MNK-2.1 AHannsupyeTt
COBpPEMEHHbIe METOANKMN
P A YMeTb aHaIM31poBaTb COBPEMEHHbIE METOAMK,
MeTOAbl Y UHCTPYMEHTbI OLleHOYHble CpeacTBa
METOA0B W UHCTPYMEHTOB 3aLUWTbI UH(OPMaLIMN Npu
npoekTuposaHus C Ha NMPOMEXYTO4YHOr 0 Het Ha
npoekTuposaHuun NC Ha npennpuaTuax
npeanpuaTuax KOHTpOJIA
HeTeXnMnM4ecKoro NPon3BoACTBa
Hed TexnMmyeckoro
nMpoun3BOACTBa
3HaTb MeTOAbl aHa/M3a COBPEMEHHbIE METOAMNK
OLleHOYHble CpenCcTBa
METOA0B N MHCTPYMEHTOB 3aLLMTbl MH(OPMALIMK Mpu
NPOMEXYTO4YHOr 0 Het [a
npoekTuposaHun NC Ha npennpuaTnax KOHTPONS
HedTexnMmyeckoro Npon3BoaCTBa
BnapeTtb HaBblKaMu aHanM3a COBPEMEHHbIE METOAMK,
OLleHOYHble CpefCcTBa
METOA0B N MHCTPYMEHTOB 3aLLMTbl MHOPMaLIMKL Mpu
NMPOMEXYTO4HOr0 Het Ha
npoekTuposaHun NC Ha npennpuaTnsax KOHTDONS
HedTexnMm4yeckoro Npon3BoaCcTBa P
3HaTb MeTOAbl aHa/lM3a COBPEMEHHbIE METOAMNK
METOA0B M UHCTPYMEHTOB 3aLLWThl MH(OPMaLIMKN Mpu
A Py - opmay P Tect Ha Het
npoekTuposaHuun NC Ha npesnpuaTnax
HedTexnMmM4eckoro Npon3BoaCTBa
YMeTb aHaIM31poBaTb COBPEMEHHbIE METOAMK,
METOA0B W UHCTPYMEHTOB 3aLUWThl UH(OPMaLIMN Npu
A Py W opmau P npakTuyeckme 3agayv Ha HeTt
npoekTuposaHun NC Ha npegnpuaTnax
HeTexnMmM4eckoro NPon3BoaCTBa
BnapeTtb HaBblKaMu aHanM3a COBPEMEHHbIE METOAMNK,
MEeTOA0B W UHCTPYMEHTOB 3aLUWTbI UH(OPMaLIMN Npu
A Py - opmau P npakTu4eckune 3anadn la HeTt
npoekTuposanun NC Ha npeanpuaTnax
HedTexnMm4eckoro Npon3BoaCTBa
MK-2.2 AHanusupyeTt
BpPEMEHHble METOANKM
cﬁ Zin:HmeaCi;MI BnapeTtb HaBblkaMu aHann3a COBPEMEHHbLIX METOANK
% 2 HONSTISX 3aWmnTbl MHGopMauun npu ynpasneHun NC Ha npakTuyeckme 3agaym Oa Het
PEANp npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBa
He(hTeXnMN4eckoro
npovn3BOACTBa
YMeTb aHaM3npoBaTb COBPEMEHHbIE METOAMNK
3aWmnTbl MH(opMauun npu ynpasneHun NC Ha npakTuyeckme 3agaym Oa Het
nNPeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA
3HaTb METOAbl aHa/M3a COBPEMEHHbIX METOANK
3aWmnTbl MHopMauun npu ynpasneHunn UC Ha TecT JIE] HeTt
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA
BnapeTtb HaBblKaMW aHanM3a COBPEMEHHbLIX METOANK | OLleHOYHble CPefCTBa
3alWunThl MHopMaLuum npu ynpasnaedun NC Ha NPOMEXXYTOYHOr 0 Het Ha
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA KOHTpOJIA
3HaTb MeTOAbl aHa/IM3a COBPEMEHHbIX METOANK OLleHOYHble CpenCcTBa
3aluMThl MHopMauum npu ynpasnexdun NC Ha NMPOMEXYTO4YHOr 0 Het [a
npeanpuATUAX HeMPTEXVMUYECKOro NPON3BOACTBA KOHTpOJIA
YMeTb aHaIM31poBaTh COBPEMEHHbIE METOAMNK OLleHOYHble CpeaCcTBa
3aWmnTbl MH(opMauun npu ynpasneHun NC Ha NPOMEXYyTO4YHOr 0 Het Oa
npeanpuaTUAX HeTEXVMUYECKOr0 NPON3BOACTBA KOHTpOJIA

MeTopabl 3aLUTbI CETEBbIX yCTpOﬁCTB VIH(bopMaLI,VIOHHO-KOMMyHVIKaU,IIIOHHbIX CUCTEM B TOM HuUcne u Hed)TexlﬂMlll‘leCKVlX

npeanpusaTum
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MK-1.1 MnaHupyeTt
APXUTEKTYPY U
(hYHKLNOHUPOBaHMe
NHHOPMALIMOHHbBIX CUCTEM
XpaHeHus, 06paboTku n

YMeTb NiaHnpoBaTh apXUTEKTYpY ©
(PYHKLMOHUPOBaHVE MHPOPMALIMOHHBLIX CUCTEM
XpaHeHus, 06paboTkn 1 Nepeaayn NHhopMaLumm Ha

OLEeHO4YHble CpeacTBa

nepenayun nHdopmauun y NMPOMEXYTOYHOr 0 Het a
PEA dopmau 6a3e ceTeBbIX YCTPONCTB NH(POPMALMOHHO- P y A
Ha 6a3e ceTeBbIx KOHTpOJIS
CTpOViCTB KOMMYHUWKaLMOHHbIX CUCTEM C Y4ETOM 3alLUNThbI
y NHopMaLnum
NH(OPMaLMOHHO-
KOMMYHUKaLNOHHBIX
cmcTem
Bnapertb HaBblKaMu 3alUTbl MHOPMaLUK npu
NAaHNPOBAHUN apPXNTEKTYPbI U (YHKLNOHNPOBAHUN OLleHOYHbIe CpeacTBa
NHMOPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1 NMPOMEXYTOYHOr 0 Het [a
nepeaayun nHopMaumm Ha 6ase ceTeBblX YCTPONCTB KOHTpOSIA
MNH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CUCTEM
3HaTb METOAbI 3aLLNTbI UH(OPMALIAN NpK OLIEHOYHbIEe CpeAcTBa
NJaHNPOBAHUIN apPXUTEKTYPLI U PYHKLNOHNPOBAHNN NPOMEXYTOYHOr 0 Het Oa
NHMOPMALMOHHBIX CUCTEM XpaHeHus, 06paboTKu 1 KOHTPOAS
nepeaayun nHpopMauum Ha 6ase ceTeBbIX yCTPONCTB
VH(MOPMALMOHHO-KOMMYHUKALMOHHbBIX CUCTEM TecT Ha Het
Bnapetb HaBblKaMy 3aMThbl UHOPMaLLUN Npn
NAaHNPOBAHUN apPXUTEKTYPbI U (YHKLUOHUPOBAHUN
NHMOPMALMOHHBIX CUCTEM XpaHeHus, 06paboTku 1 npakTuyeckune 3atadn Ha Het
nepeaayun nHopMaumm Ha 6ase ceTeBblX YCTPONCTB
NH(MOPMALIMOHHO-KOMMYHUKALIMOHHBIX CUCTEM
YMeTb niaHMpoBaTb apxXUTEKTYpy U
(hYHKUNOHUPOBaHNE NH(OPMALMOHHBIX CUCTEM
XpaHeHus, 06paboTkn 1 Nnepefayun nHopMaLuy Ha
P P M pea opmav npakTu4eckune 3afayn Oa HeT
6a3e ceTeBbIX YCTPOWNCTB MHHOPMALMOHHO-
KOMMYHUWKaLMOHHBIX CUCTEM C Y4€TOM 3aLLUNThbI
NHopMaLmm
MK-1.6 MpumeHseT
WUHCTPYKLMY NO OXpaHe
Tpyna npu paboTe ¢
nnapaTHbIMY, .
?I O?p:MMHO Bnapetb HaBblKaMu NPUMEHEHUA UHCTPYKLUIA MO
agl'lapaTHblMI/l " oxpaHe TpyAaa npu paboTe C annapaTHbIMU,
o Ol'paMMHbIMI/I nporpaMMHo-annapaTHbIMU U MPOrPaMMHbIMU npakTU4eckune 3agayn [a Het
CpeuEI)TBaMM cpefcTBaMy agMUHUCTPUPYEMOR MH(OPMaLIVOHHO
P . KOMMYHMWKaLNOHHON CUCTEMbI
afAMUHUCTPUpPyEeMON
NH(OPMaLIMOHHO-
KOMMYHUKALMOHHOW
cmcTeMsl
YMeTb NprMeHATb NHCTPYKLIMM MO OXpaHe Tpyaa npu
paboTe c annapaTHbIMK, MPOrPaMMHO-annapaTHbIMU U
o npakTuyeckme 3agfayv JIE] HeTt
NporpaMMHbIMK CPeACTBaMU aAMUHUCTPUPYEMOn
NH(OPMALIMOHHO-KOMMYHUKALMOHHOW CUCTEMBbI
3HaTb MeTObl NPUMEHEHNS NHCTPYKLMI MO OXpaHe
TpyZLa npw paboTe ¢ annapaTHbIMK, MPOrpaMMHO-
annapaTHbIMY U MPOrPaMMHbIMU CPeACTBaAMM TecT la Het
aAMUHNCTPUPYEMO UHDOPMALIMOHHO
KOMMYHMWKaLNOHHON CUCTEMbI
napeTb HaBblkaMy MPUMEHEHNS UHCTPYKLMNIA N
Bnape a a eHe C 0
oxpaHe TpyAa npu paboTe € annapaTHbIMU, OLleHOYHble CpefCcTBa
nporpaMMHo-annapaTHbLIMU U MPOrPaMMHbIMN NMPOMEXYTOYHOr 0 Het Ha
CpefacTBaMM agMUHUCTPUPYEMOR MHEOPMALIVIOHHO KOHTpOJA
KOMMYHWKaLIMOHHOW CUCTEMbI
3HaTb MeTOAbl NPUMEHEHNS NHCTPYKLMI N0 OXpaHe
TpyZa npu paboTe ¢ annapaTHbIMK, MPOrPaMMHO- OLleHOYHbIe CpeacTBa
annapaTHbIMU U MPOrpaMMHbIMUK CpeACTBaMM NMPOMEXYTOYHOr 0 Het [a
aAMUHUCTPYPYEMON MHOPMALIMOHHO KOHTpOJIA
KOMMYHMWKaLNOHHON CUCTEMbI
YMeTb NpvMeHATb NHCTPYKLMM MO OXpaHe Tpyaa npu
P PyKu P PyAa np OLeHOYHble CpeAcTBa
paboTe c annapaTHbIMK, NPOrpaMMHO-annapaTHbIMK 1
o NPOMEXYTOYHOr 0 Het la
NporpaMMHbIMK CPeACTBaMU aAMUHUCTPUPYEMOn KOHTDONS
NHHOPMALIMOHHO-KOMMYHUKALMOHHOW CUCTEMBbI P
MK-2.1 AHanusupyeTt
BPpeEMEHHbIe MeToANKN,
:’IZTF())e b?l/l I/IH?IT N IVCI)éD'HTbI 3HaTb MeTOoAbl aHa/M3a COBpPpeMeHHbIe METOANK, OLIeHOYHble CpeacTBa
A Py MEeTOA0B M UHCTPYMEHTOB 3aLUNTbl MHGOPMALIAN Npu P
npoekTuposaHua NC Ha NPOMEXYTOYHOr 0 HeTt Oa
npoekTupoBaHuu NC Ha npeanpuaTusax
npeanpuaTuax KOHTPOJIA
HedTexnMmyeckoro Npon3BoACTBa
HeTeXMNYECKOro
npovn3BOACTBA
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BnapeTtb HaBblkaMu aHanus3a COBpPEMEHHbIE METOAMVK,
METOLO0B 1 MHCTPYMEHTOB 3alUNTbI MH(OPMaLLUK Npu

OLleHOYHble CpencTBa

NMPOMEXYTOYHOr 0 Het [a
npoekTuposaHun NC Ha npennpuaTnsax KOHTPONS
HeTexnMm4eckoro Npon3BoaCTBa
YMeTb aHaM3npoBaTb COBPEMEHHbIE METOAMK,
OLleHOYHble CpefCcTBa
METOA0B W MHCTPYMEHTOB 3aLLMTbl UH(OPMALIMN MpK
NPOMEXYTOYHOr 0 Het [a
npoekTuposaHun NC Ha npennpuaTnax KOHTPONS
HedTexnMmyeckoro Npon3BoaCTBa
3HaTb METOAbl aHa/IM3a COBPEMEHHbIE METOAUK,
METOA0B M UHCTPYMEHTOB 3aLUMTbI UHOPMaLIMK Mpu
A by - (hopmau P TecT Ha Het
npoekTuposaHun NC Ha npennpuaTnsax
HedTexnMmyeckoro Npon3BoaCTBa
YMeTb aHaIM31poBaTb COBPEMEHHbIE METOAMK,
METOA0B M UHCTPYMEHTOB 3aLLWTbl MH(OPMaLIMN Npu
A Py L opmavl P npakTu4eckune 3afayn Oa HeT
npoekTuposaHun NC Ha npesnpuaTnax
HeTeXnMN4eCcKoro Npon3BoaCTBa
BnapeTtb HaBblKaMy aHanM3a COBPEMEHHbIE METOAMNK,
MEeTOA0B U UHCTPYMEHTOB 3aLLWThl UH(OPMaLIMN Npu
A Py - opmau P npakTU4eckune 3agadn Ja Het
npoekTuposaHumn NC Ha npegnpuaTusax
HeTexnMmM4eckoro NPon3BoaCTBa
MK-2.2 AHann3supyeTt
BPEMEHHble METOANKM
C?l ZeBJ'I:HI/Ie eI/ICeHao'u YMeTb aHa/IM3npoBaTb COBPEMEHHbIE METOAMNK
Xr/] 2 HONSTISX 3aWmnTbl MHopMauun npu ynpasneHunn UC Ha npakTu4eckune 3afayn JIE] HeTt
PEArp npeanpuaTUAX HeTEXVMUYECKOro NPon3BoACTBa
He(hTeXNMNYECKoro
npoun3BOACTBa
BnapeTtb HaBblKaMu aHanM3a COBPEMEHHbLIX METOANK
3aWunThl MHopMauum npu ynpasnaeHun NC Ha npakTuyeckme 3afayum Ha Het
npeanpuaTUAX HeTEXVMUYECKOro NPon3BoACTBa
3HaTb MeTOAbl aHa/M3a COBPEMEHHbIX METOANK
3aWunThl MHopMaLuum npu ynpasnaexdun NC Ha TecT Ha Het
npeanpuaTUAX HeTEXVMUYECKOro NPOon3BOACTBa
YMeTb aHa/IM31poBaTh COBPEMEHHbIE METOAMNK OLleHOYHbIe CpenCcTBa
3alWunThl MHopMauum npu ynpasnaexdun NC Ha NMPOMEXYTO4HOr 0 Het [a
npeanpuATUAX HePTEXVMUYECKOro NPON3BOACTBA KOHTpOJIA
BnapeTtb HaBblKaMW aHanM3a COBPEMEHHbIX METOANK | OLleHOYHble CPeaCcTBa
3aWmnTbl MH(opMauun npu ynpasneHun NC Ha NPOMEXYTOYHOr 0 Het Oa
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA KOHTpOSIA
3HaTb MeTOAbl aHa/lM3a COBPEMEHHbIX METOANK OLleHOYHble CpeacTBa
3aWmnTbl MH(opMauun npu ynpasneHun NC Ha NPOMEXYTO4YHOr 0 Het Oa
npeanpuaTUAX HeTEXVMUYECKOro NPon3BoACTBa KOHTpOJIA
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Tunoesle 3ad0aHusi 05 NPOMeXymo4YyHoU ammecmayuu no oucyunsuHe
b51.B.1.01.12 «3awjuma uHgopmayuu»

(wughbp u HaumeHogaHuUe OUCUUNIUHbI)

onsa HanpaesneHust nod2comoseku 09.03.01 UHbopMamuka u eblqUCIUMENIbHas
mexHukKa
(Luud)p U HaumeHogaHue HaripasesieHus I'IOOZOITIOSKU, cneuuaanocmu)

2026 rog NPUEMA

(200 npuema Ha obpa3osamersibHyH fpoepamMmmy)

Koumponupyemasi (bie) komnemeHuyus(u):
T1K-1 CniocobeH obcnyxueamb cemeebie yecmpolticmea UHopMaUyUOHHO-KOMMYHUKAUUOHHOU cucmemsi
TK-2 CniocobeH ebinonHsames pabomsi U ynpasneHue pabomamu no co3daHur(modugukauuu) u
conposoxdeHur UC, asmomamu3supyrouux 3adaqyu op2aHu3auloHHO20 yrpasaeHus U busHec-npoueccehi
Ha npednpusimusx Heghmexumu4yeckoeao rnpouzsodcmsea

(wugp u HaumeHosaHue KomrnemeHyuu(t))

Cneuundmnkauma TeCToBbIX 3agaHUN

Yucno 3agaHun
3aKpbITble OTKpPbITbIe KOM6MHMpOBaHHbIe
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Paspgen 1. CoBpeMeHHble
MeTOAMKM 3aLlnTbl
MHdopMaLMK Npu ynpaBrneHnu
cpopmavmum npy ynp 4 4 4 4 4 | 4 24
UC Ha npeanpuaTuax
HedpTeXMMHU4ecKoro
npousBoacTBa
Tema 1. 3awmTta nHcopmaumnm
H opmauy 2 2 2 2 2 2 12
npwv ynpasnexHun AC
Tema 2. 3awmTa ot
HeCaHKLNOHMPOBAHHOIO 2 2 2 2 2 2 12
NCnonb3oBaHus
Pasgen 2. MeToabl 3aWuUThbI
ceTeBbIX YCTPOUCTB
MH(OPMaLIMOHHO-
popmau 4 4 4 4 4 | 4 24
KOMMYHMKaLMOHHbIX CUCTEM B
TOM yucne u HepTeXMMMUYECKUX
npeanpuaTMn
Tema 3. MeToab! 3aLLUTbI
WHOPMaLMOHHO- 2 2 2 2 2 2 12
KOMMYHWKALWNOHHbLIX CUCTEM
Tema 4. IHCTPYMEHTbI 3aLuThl
) Py W 2 2 2 2 2 | 2 12
YCTPOWCTB
UToro 8 8 8 8 8 8 48

KonunyecTBO 3ajaHUN B KOMMNJIEKTE OLLeHOYHbIX MaTepuanoB

Kop KonuuyecTtBO
HanmeHoBaHue KoMneTeHLUMH .
KOMMNeTeHLUn 3apaHun




MK-1 CnocobeH obcnyxuBaTh ceTeBblE YCTPOWCTBA MHOPMAaLMOHHO- 12
KOMMYHWKaLNOHHON CUCTEMBbI
MK-2 CnocobeH BbINONHATL paboThl 1 ynpaBneHne pabotamm no 36

cosgaHuo(Mogmdmkauumn) n conposoxaeHuto VC, aBTomatmanpyowmx 3agayum
OpraHn3aLMoHHOrO ynpaBneHust 1 GusHec-npoLecchl Ha NpeanpUATUSIX
HeTEXMMNYECKOrO NPOU3BOACTBA

CueHapwuu BbINONTHEHUs1 AMAarHOCTUYECKMX 3afaHUM

Twn 3apgaHuA

MocnepoBaTenbHOCTL AEACTBUIA NPU BbINOJIHEHUU 3aaHus

3agaHue 3aKkpbITOro TMNa ¢
OAHO3HAYHbIM BbIOOPOM
BapuaHTa oTBeTa

1. BHMMaTenbHO nNpouynTaTh TEKCT 3a4aHus.
2. BbibpaTb eQnHCTBEHHbIV BApUaHT 0TBETa U3 NPeAnoXKEeHHbIX.

3agaHue 3aKpbITOro Tuna ¢
MHOIro3Ha4HbIM BbI60pOM
BapuaHTOB OTBETA

1. BHMMaTenbHO NpoYMTaTh TEKCT 3a4aHus.
2. Bbl6paTb HECKOJ1bKO Bap1aHTOB OTBETa U3 NpeasioXXeHHbIX.

3agaHue 3akpbITOro TMna Ha
yCTaHOBMIEHWE COOTBETCTBUS

1. BHumaTenbHoO npounTtaTth TEKCT 3a4aHUst U NOHSTb, YTO

B Ka4yecTBe OTBETa OXXMAATCA Napbl 3N1IEMEHTOB.

2. BHMMaTenbHO npoynTaTh oba cnvcka: Cncok 1 - BONpock!, yTBEPXKAEHUS,
dhakTbl, NOHATUSA U T.4.; CNUCOK 2 - YTBEPXKAEHUS, CBONCTBA OBBEKTOB U T.4,.

3. ConocTaBuTb 3neMeHTbl cnucka 1 ¢ anemMeHTamu cnucka 2, chopmmpoBaTb
napbl 3NIEMEHTOB.

4. 3anucaTtb bykBbl BapuaHToB oTBETa (Hanpumep, ABBIN)

3agaHue 3akpbITOro TMna Ha
yCTaHOBMEHWE
nocnenosaTenibHOCTU

1. BHMMaTEeNbHO NpoYnTaTh TEKCT 3a4aHUS U MOHSThb, YTO B KAYeCTBE OTBeTa
oXugaeTcs nocneaoBaTenbHOCTb ANIEMEHTOB.

2. BHMmMaTenbHO npouyntaTh NpeanoxeHHble BapuaHTbl OTBETa.

3. MocTpouTb BEPHYIO NocrneaoBaTenbHOCTL U3 NPEeaSIOKEHHbIX 31€MEHTOB.
4. 3anucaTtb GyKBblI BApMaHTOB OTBETa B HY)XHOI NocregoBaTenbHOCTU 6e3
npo6enoB 1 3HaKOB NpenuHaHus (Hanpumep, BBA)

3agaHue oTKpLITOro TMna Ha
[onornHeHne

1. BHMMaTenbHO NpoYnTaTh TEKCT 3a4aHUSA M NOHATb, YTO B Ka4ecTBe OTBeTa
oXuaaeTcsd HegocTatoLee JOMOSTHEHNE.

. OnpegenuTtb kakon MHOpMaLUn He XBaTaerT.

. BHeceHue nponyLeHHoro crosa.

. 3anuncatb B OTBET TONBbKO JOMOJIHEHME.

3agaHue OTKPbITOro TMna c
pa3BepHYTbIM OTBETOM

. BHMMaTenbHO npoynTaTh TEKCT 3a4aHns U MOHATL CYTb BOMpoOCa.
. MpoaymaTb MOrMKy 1 NOMHOTY OTBeTA.

. 3anucatb OTBeT, UCMOSb3ys YeTKMEe KOMMNaKTHble (DOPMYNNPOBKM.
. B cny4ae pacyeTHoM 3agayv 3anucaTb peLleHne 1 oTBeT.

3agaHue KOMOMHNPOBAHHOMO
TNa: NPpakTUKo-
OpPVEHTUPOBaHHbIE 3afaHuUs

. BHMmaTenbHO npouynTaTh TEKCT 3agaHus.
. BeiInonHuTe ykasaHHble B 3a4aHusa OeCTBUSA

NERIRARWON=aBDOWON

3agaHne KoOMOUMHMPOBaAHHOIO
TUna ¢ BeI6OPOM OfHOro
oTBeTa u obocHoBaHMEM
BbibOpa oTBeTa

1. BHumaTenbHo npounTtaTth TEKCT 3aAaHUst U NOHSATL, YTO B KaYecTBe OTBeTa
0XWAaeTcs TONbKO OAWH U3 NpearoKeHHbIX BapUaHTOB.

2. BHnmaTenbHO npounTaTh NpeanoXeHHble BapuaHThbl OTBETa.

3. BoibpaTb 0ouH oTBET, Hanbonee BepHbIN.

4. 3anucaTtb Tonbko 6ykBy BbIOpaHHOro BapuaHTa oTBeTa.

5. 3anucatb aprymeHTbl, 060CHOBbIBaKOLLME BbIOOp OTBETA

3aganue KOM6VIHI/1p0BaHHOFO
TMNa c Bbl60p0M HEeCKOJ1bKUX
0TBETOB 1 060CHOBaHNEM
BbI6ODOB OTBETOB

1. BHMMaTeNbHO NpoYnTaTh TEKCT 3a4aHUS U MOHSITh, YTO B KAYECTBE OTBETa
OXUAAeTCs HECKOMNbKO M3 NPEANOXEHHbIX BapnaHTOB.

2. BHMMaTenbHO npouyntaTh NpeanoXeHHbIe BapuaHTbl OTBETA.

3. BbibpaTb HECKOIMbKO BEPHbLIX BAPMAHTOB OTBETOB.

4. 3anucaTb nocnegoBaTenbHO OyKBbI BbIOpaHHbIX BapuaHToB 6e3 npobenos u
3HaKoB npenvHaHua (Hanpumep, ABB).

5. Banucatb aprymeHTbl, 060CHOBbIBAIOLLME BbIOOP KAXXAOro N3 OTBETOB

Cucrtema oueHnBaHuda 3agaHnm

YkKasaHus no oueHMBaHUO

PesynbTaT oueHuBaHuA (6annbl, Nofly4YeHHbIe 3a
BbINOJSIHeHUe 3afaHusA | xapakTepucTuka
NpaBUNBHOCTU OTBETA)

3agaHue 3aKpbITOro TUNa ¢ 0AHO3HAYHbLIM BbIGOPOM
BapuaHTa OTBETa CYMTAETCA BEPHbIM, ECMN NPABUMbHO

onpegerneH BapuaHT oTeeTa

3a npaBunbHbIN BapyaHT oTBeTa Havucnsetcs 1
6ann

3agaHue 3aKpbITOro Tuna ¢ MHOro3Ha4HbIM Bbl60p0M
BapnaHTOB OTBETa CHMTaAeTCA BEPHbIM, €CIlih NpaBuJibHO
onpegeneHbl BCe BapuaHTbl OTBETa

3a npaBunbHbIA BapuaHT oTBeTa Hauncnsietcs 1
6ann

3apaHve 3aKpbITOro TUMa Ha yCTaHOBIEHWE COOTBETCTBUS
CUYMTAETCSA BEPHbIM, ECINN NPaBWUbLHO YCTaHOBMEHLI BCE
COOTBETCTBMS (MO3ULMK 13 OAHOro cTonbua BepHO
COMOCTaBEHbI C NO3ULMSIMU OPYroro)

KonuuectBo 6annos onpegenaeTca 4Yiucnom nap ana
conocTaeneHus. 3a kaxgoe npaBswuIibHO
YCTaHOBJIEHHOE COOTBETCTBME HavncndaeTca 1 6ann.




3agaHue 3aKpbITOro Tuna Ha yctaHoBlieHne
nocnenoBaTesibHOCTU CHUTaAETCA BEPHbIM, eCln
npaBunIbHO yYKa3aHa BCA nocrieaoBaTefibHOCTb umdpp

MakcumanbHbIn 6ann onpegensieTcs KONMYeCcTBOM
3M1eMEHTOB B MocrneaoBaTensHocTU. B criyyae
OLUMGKN B OIHOM MECTE - CHKEHME Ha oauH Gann.
3a Kaxgoe NpaBuIbHO yKa3aHHOe MECTO 3rieMeHTa B
nocnegoBaTenbHOCTN HadncnseTcsa 1 6ann.

3apgaHne OTKpbITOro TMNa Ha JONomnHeHue, rae
npefocTaBnseTcs NpeanoXeHve unmn coparMeHT TEKCTa, B
KOTOPOM MPOMYLLUEHO OAHO UMN HECKOSILKO CIOB Unu dpas.
3apaya cocTouT B TOM, Y4TODbI 3aNONHUTL NPOMYCKK,
BOCCTAHOBMB TEM CaMbIM UCXOAHBIN CMbICN NPEANOXEHNS.

2 6anna 3acu1TbIBaeTCs, eCnv CTyAeHT Bnucan
NpaBumbHbIA OTBET B COOTBETCTBMM C KITHOYOM.
1 6ann MoxeT ObITb 3acynTaH 3a GNU3KUIA K
npaBUbHOMY OTBET, €CN OH EMOHCTPUPYET
YacTUYHOE MOHUMaHWKe.

3agaHue OTKPbITOro Tmna ¢ pa3BepHyTbiIM OTBETOM
CYNTaeTCA BEepPHbIM, eCliii OTBET coBnafdaeT C 3TallOHHbIM
no coaepxaHuto U NonHoTe

MakcumanbHbI 6ann - 4. CTyoeHT MOXET Nony4nTb
4 6anna 3a NOrHbIA U NPaBUNbHbIA OTBET, JIOTMYHO
N3MNOXEHHBIN N C KOPPEKTHON TEPMUHOMNOTMEN, UNn
MEHbLLIE 3a HEMOMHbIE UM HETOYHO
ccopmynumpoBaHHble oTBeThl. MonHoTa (1 6ann),
MpaBuneHocTb (1 6ann), JlormyHocTs (1 6ann),
TepmuHonorus (1 6ann).

3agaHue kKOMBUMHMPOBAHHOO TUNA C BbIBOPOM OHOTO
oTBeTa 1 obocHoBaHMeM Bblbopa oTBeTa CYMTaeTCs
BEPHbIM, ECNU NPaBUIBLHO ykasaHa uudpa v NpuBeaeHbI
KOPPEKTHbIE apryMeHTbI, UCMoNb3yemble Npu BbIGope
oTBeTa

3a npaBunbHbIN BeIOOP 0TBETa Hauucnsietcsa 1 6ann.
3a kauecTBeHHoe obocHoBaHue - elle 2-3 6anna.
Kputepuu oueHrnBaHns 060CHOBaHMSA AOMKHbI ObiTb
YeTKO onpeaeneHbl (Hanpumep, NOrMYHOCTb,
nonHoTa, ncnonb3oBaHue akToB). HenpaBunbHbIN
BblOOp oTBeTa - 0 6anno., Aaxe ecnyn 060CcHOBaHNe
YaCTUYHO BEPHOE.

3agaHve KoMOMHMPOBaHHOIO TUNa € BbIGOPOM HECKOMBbKNX
BapuaHTOB OTBeTa U 060CHOBaHWeM Bbibopa oTBeTa
CuYMTaeTCsa BEPHbIM, ECNN NPaBUIbHO yKasaHa undpa un
npuBeaeHbl KOPPEKTHbIE apryMeHTbl, UCMoNb3yeMble npu
BbibOpe oTBeTa

3a npaBunbHLIN BeIOOP oTBETa Hauucnsietcsa 1 6ann.
3a kayecTBeHHoe o6ocHOBaHUe - elle 2-3 6anna.
Kputepuu oueHrBaHus 060CHOBaHMSA AOMKHbI ObiTb
YeTKO onpenereHbl (Hanpumep, TOMMYHOCTb,
nonHoTa, ncnonb3oBaHue akToB). HenpaBunbHbIN
BbIOOp oTBeTa - 0 6anno., Aaxe ecnyn 060CHOBaHNe
YaCcTUYHO BEPHOE.

TecToBble 3afaHUA C KITlOYaMU OTBETOB

Ne Omeem Tun YposeHe Ne
3adaHus Codepxarue 3adanus Ha 3adaHue 3adaHus cnoxHocmu Tembi
(6ann)
[1K-1 CriocobeH obcnyxxusambs cemesble ycmpolicmea UHhOpMayUOHHO-KOMMYHUKaUUOHHOU cucmems|
1. MpouuTanTte u gononHute ppasy: CyNnnKaHTo 3apaHue 2 3
B npotokone IEEE 802.1X KOMNOHEHT, OTKPbLITOro TUMa Ha
KOTOPbIN 3anpalumBaeT AOCTYN K CeTH [OrMonHeHne
(Hanpumep, KOMNbIOTEP
nonb3oBaTens), HasbiBaeTcA
2. MpouuTanTte n gononHute ppasy: HesIBHbIM 3apaHue 2 3
B KOHTEKCTE CMMCKOB KOHTPONS 3anpeTom OTKPbLITOro TMNa Ha
poctyna (ACL) onepauus, koTopas OOMNonHeHne
NPUMEHSIETCSH K NAKeTY, €CNN HU OHO
n3 npaeun He cpaboTarno (He 6bino
coBnageHui), Ha3blBaeTcs
3. MpouuTanTe Bonpoc 1 aante IEEE 802.1X - 3apaHve 4 3
pa3BepHyTbIN OTBET. SJ:pZLiHeﬁT OTKPbLITOrO TMa ¢
O6bACHUTE NpUHLMN paboTbl [OCTYMOM K CeTH pa3BepHyTLIM
npotokona IEEE 802.1X (Port-Based Ha ypoBHe OTBETOM
Network Access Control). nopra (port-

based network
access control).
OH
obecneyvBaeT
ayTeHTudmnkaum
10 yCTpONCTBa
unm
nonb3oBaTtens
[0 Toro, kak
nopt
KOMMYyTaTopa
6ynet paspelueH
Ons nepejayv
06bI4HOrO
Tpaduka.




YpoeeHb

Ne Omeem Tun Ne
CodepixaHue 3adaHusi cJI0KHOCMU
3adaHus Ha 3adaHue 3adaHus Tembi
(6ann)
4, MpounTtanTte BONpOC u gante Tunel koHTPONS 3agaHue 4 3
pa3BepHyTbIN OTBeT. fging":aﬁﬁ;e OTKPLITOrO TWMa ¢
Mepeuncnute TMNbI KOHTPONS gOCTyna ACL (Standard pas3BepHyTbIM
(ACL - Access Control Lists) B ACL). OTBETOM
KOMMYyTaTopax U MapLipyTu3aTopax. 2. Pag”/igﬁ_e””"'
(Extended ACL).
3. imeHoBaHHbI
e ACL (Named
ACL).
5. MpounTtante Bonpoc u Bbibepute B) 3apaHve 1 3
BEepPHbIN OTBET: 3aKpbITOro TMna ¢
YKaXnTe Kako MexaHu3m OAHO3HaYHbIM
6e3onacHocTy KOMMyTaTopa BbIGOpOM BapuaHTa
npegoTBpallaeT aTaky, Npy KOTOPOK oTBeTa
3r10YMBbILLUMEHHMK NOAKITHOYaET CBOM
KoMMyTaTop ¢ 6onee NpNOpPUTETHLIMU
BPDU n nblTaeTcs ctaTb KOPHEBLIM
mocToMm B cetn STP:
A) Port Security;
B) Root Guard;
B) BPDU Guard;
) DHCP Snooping.
6. MpouuTanTte Bonpoc 1 BbIGepuTe B) 3agaHue 1 3
BepHbIW OTBET: 3aKpbITOro TMna ¢
B npoTokone 802.1X kako KOMNOHEHT 0JHO3Ha4YHbIM
BbIMOSHAET POIb NOCPEAHNKa Mexay BbIGOPOM BapuaHTa
knneHtom n RADIUS-cepsepom, oTBeTa
Onokupysi NopT 4O YCMEeLHOoN
ayTeHTUdUKaumm:
A) Supplicant;
B) Authenticator (kommyTaTop);
B) Authentication Server (RADIUS);
") DHCP-cepBep.
7. MpounTanTe u BbIGEpUTE ABa A B 3apaHve 1 3
BepHbIX OTBeTa: 3aKpbITOro TMna ¢
YKaxute Kakve us crieqyomx MHOFO3HaYHbIM
YTBEPXKOEHUIN O CNNCKaX KOHTPONS BbIGOpOM BapuaHTa
poctyna (ACL) siBnsit0TCS BEPHBIMU: oTBeTa
A) ACL obpabaTbiBatoTcsi CBEPXY BHU3
0o nepsoro cosnageHus (first match);
B) B koHue kaxgoro ACL HesiBHO
cyllecTByeT npasuno deny any
(3anpeTnTb BCE);
B) ACL mMoryT npumeHsaTbCH TOMNbKO Ha
BXoasALWmiA Tpadumk (in), HO He Ha
ucxogsamm (out);
) CtranpgaptHble ACL moryT
¢unbTpoBaTh Tpaduk no IP-agpecy
Ha3HaYeHwus.
8. MpounTtante n BLIGEpUTE ABa A B 3apaHve 1 3
BepHbIX OTBeTa: 3aKpbITOro TMna ¢
YKaxute Kakve us crieqyLmx MHOrO3HaYHbIM
OEeNcTBUN He0BXO0AMMO BLINONHUTL ANA BbIGOpPOM BapuaHTa
HacTpouiku Port Security Ha nopTy oTBeTa
KoMMyTaTopa:
A) Bkntountb Port Security Ha
nHTepderice (switchport port-security);
B) 3apgatb MakcmanbHoe KonmM4ecTBo
paspelueHHbix MAC-agpecos
(switchport port-security maximum);
B) Otkntountb STP Ha nopTy;
") Hactpoutb RADIUS-cepsep.
9. YnopsgouuTe 3Tanbl 43,152 3apaHve 1 3
ayTeHTUdMKaumMm yctponcTaa no 3aKpbITOro TMNa Ha
npoTtokony 802.1X: yCTaHOBMNEHNe
1. AyTeHTndmkaTop (KomMmMyTaTop) nocrnegoBaTenbHOC
nepecblnaeT naeHTudumkaTop ™




Ne
3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

cynnnukaHTa RADIUS-cepsepy.

2. RADIUS-cepBep oTnpasnset
Access-Accept, U koMMyTaTOp
nepeBoauT NOPT B aBTOPN3OBAHHOE
COCTOSsHUME.

3. CynnnukaHT oTnpaensieT EAP-
Response/ldentity.

4. AyTeHTudukaTop nHmuumnpyet EAP-
obmeH (EAP-Request/Identity).

5. CynnnukaHT n RADIUS-cepBep
obmeHuneatotca EAP-coobLeHnsamun
(NnpoBepka y4eTHbIX AaHHbIX).
OTBeT 3anuwunTe B BUae
nocnegoBaTenbHOCTM Undp Yepes
3anaTylo CreBa Hanpaeo.

10.

YnopsgouuTe warn o6paboTkn
nakeTa pacwmpeHHbiMm ACL Ha
MHTepdence kommyTaTopa (B
HanpasneHuwm IN):

1. MNpumennTb gericteue (permit unm
deny) 13 coBnasLLero npaswuna.

2. MonyunTb NakeT Ha UHTepdece
KOMMyTaTOopa.

3. Mepentu k cnegytowemy npasuny B
ACL, ecnu coBnageHun HeT.

4. CpaBHWTb 3aronoBku naketa ¢
nepsbiM npasunom ACL.

5. Ecnn He coBnano H1 ogHO NpaBuro,
NPUMEHUTL HeABHbIN deny (nakeT
oT6poCKuTb).

OTBeT 3anuwunTe B BUAE
nocneaoBaTenbHOCTU Lndp Yepes
3an4aTyro cnesa Hanpaso.

2,435,1

3apaHue
3aKpbITOro TMNa Ha
yCTaHOBIEHUe
nocriegoBaTenbHOC
™

11.

MpounTtanTe TeKCT Bonpoca n
COOTHEeCUTEe MeXaHU3MblI
6e30MacHOCTM KOMMYTaTOPOB C UX
Ha3Ha4eHuemMm:

MexaHu3mbl:

1) Port Security;

2) DHCP Snooping;

3) Dynamic ARP Inspection (DAI).
HasHayeHve:

A) MpepoTtBpawaeT atakn ARP
poisoning (nogMeHa ARP-Ttabnuu),
npoBepsia ARP-nakeTbl Ha
cootBeTcTBMe 6a3ze DHCP Snooping;
B) OrpaHnunBaet konmyectso MAC-
a[lpecoB Ha NopTy 1 NpUBA3bLIBAET
paspeweHHble MAC;

B) ®unbtpyet DHCP-coobLueHns un
co3paet 6asy cootBeTcTBUSA IP-MAC

ans npepotepaluexHns DHCP Spoofing.

3anvwuTe BbIGpaHHble BykBbl Nog
COOTBETCTBYIOLLUMMU Undpamm:
1123

3apaHve
3aKpbITOro TMna Ha
yCTaHOBMNEHNE
COOTBETCTBUSA

12.

MpounTanTe TekCcT Bonpoca n
cooTHecuTe Tunbl ACL ¢ ux
XapakTepucTukamu:

Tunbl ACL:

1) CtangaptHbin (Standard);

2) PacwupeHnHbin (Extended);
3) UmeHoBaHHbIN (Named).

XapaKkTepucTuku:
A) dunbTpyeT no IP-agpecy NCTOYHMKA

3apaHve
3aKpbITOro TMNa Ha
yCTaHOBIEHUE
COOTBETCTBUA




Ne

3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

N Ha3Ha4eHus, NPOTOKONY 1 nopTam;

B) MNMo3sonseT 3agatb OCMbICNEHHOE

UMS BMECTO HOMepa, nogaepxusaeT

BO3MOXHOCTb yAaneHns OTAeNbHbIX

npasum;

B) ®unbTpyeT Toneko no IP-agpecy

NCTOYHMKA.

3anuwuTe BbIGpaHHble BykBbI MO

COOTBETCTBYHOLUMY LU pamm:
1123

cornposoxdeHuro YIC, asmomamusupyrouux 3adayu op2aHu3ayUoOHHO20 yrpassieHusi U busHec-npouecchk! Ha
npednpusimusix HeghmexumMuyeckozo npouseodcmea

[1K-2 CriocobeH 8binonHsams pabomsi u yripasneHue pabomamu o co3daHuro(Mooucbukayuu) u

13. MpouuTanTe n gononHute dpasy: naeHTudunkaum 3agaHue 2 1
Mpouecc NpUCBOEHNsI CyOBbEKTY en OTKPbITOro TMNa Ha
[OoCTyna yHUKanbHOro npusHaka OONOSTHEHNE
(vmenn, koga, GriomeTpudecKoro
WwabnoHa) n ero conocTaBeHne ¢ 3TUM
NpM3HaAKOM B CUCTEME Ha3bIiBaeTCs

14. MpouuTanTe n gononHute dpasy: CUMMETPUYHbI 3agaHue 2 1
B kpuntorpadumn metoa wWndpoBaHms, M OTKPbITOrO TMNa Ha
B KOTOPOM ANs 3amMdpoBaHns 1 wncpoBaHnem OONOSTHEHNE
pacmngpoBaHnsa gaHHbIX
NCMNonb3yeTCs OAMH U TOT Xe
CEKPETHbIV KN4, Ha3blBaeTCA

15. MpounTanTe BONpOC U ganTe MaHﬂa(Tl\'A*z% 3apaHue 4 1

o moaenb -
pa3BepHyTbIN OTBET. Mandatory Access | CTKPBITOTO Tvna ¢
OnuwunTe mogens MaHgaTHOro Control): gocTyn pa3BepHyTbIM
(nepapxuyeckoro) pasrpaHuyeHus onpefensieTcs OTBETOM
poctyna (Mandatory Access Control, cucremont
MAC) (apMuHUCTpaTOpOM

. 6e3onacHocTH) Ha
OCHOBE METOK
(ypoBHen
CEKpeTHOCTH) y
CyOBEKTOB 1
0GbeKkTOoB.
Bnapeneu pecypca
HEe MOXEeT UBMEHATb
npasa goctyna.
Kaxxgomy cybbekTy
Ha3Ha4vaeTcsa
YpOBEHb Jonycka
(Hanpumep,
«CEKPETHOY,
«COBEpLUEHHO
CEKPETHOY),
KaxgoMmy o6bekTy -
YpOBEHb
CEeKpeTHOCTH.
[HocTyn pa3speLueH,
€Cnn ypoBeHb
ponycka cybbekTa
2 ypoBHS
CEeKpEeTHOCTH
obbekTa.

16. MpouuTaitTe Bonpoc u ganTe KomnoreHTb! 3apaHue 4 1
pa3BepHYTbIN OTBET. pgiides OTKPLITOrO TWNa ¢
Mepeyncnnte KOMMOHEHTHI 1. KnneHT pasBepHyTbIM
apXMTEKTYpbl NpOoTOKoNa 6esonacHomn (Client). OTBETOM
ayTeHTudukaumm Kerberos. 2. Gepsep

y Cb H ayTeHTudmnkaum
n (AS -
Authentication
Server).
3. CepBep

Bblgauv 6unetos
(TGS - Ticket




Ne
3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

Granting

Server).

4. CepBep

NPUNOXeHNn

(Application

Server).

5. basa faHHbIX
Kerberos.

17.

YnopsgouuTe aTtanbl
CUMMMeTpuYHoro wudpoBaHus (Ha
npumepe anroputma AES) npu
nepepaye KoHduaeHUManbLHOro
cooOLleHns1 OT oTNpaBuTens K
nonyvarento:

1. MepepaTb 3aWwWMdPOBaHHBIN TEKCT
(ciphertext) no oTkpbITOMY KaHany
CBSI3W.

2. OTnpaeuTtenb 3awndpoBLiBaeT
OTKpbITbIV TekcT (plaintext) ¢
MCMNONb30BaHMEM CEKPETHOTO KItoya.
3. MonyyaTtene pacwmndpoBbiBaeT
ciphertext TeM xe CeKpeTHbIM KITH4OM,
nomny4yas ucxogHoin plaintext.

4. CTopoHbI 3apaHee (no
3alUMLLEHHOMY KaHany) obMeHuBaroTCs
CEKPETHBIM KITHOYOM.

OTBeT 3anuwuTe B BUe
nocnepoBaTenbHOCTM Uudp Yepes
3anATyo crnesa Hanpaeo.

4,2,1,3

3apaHve
3aKpbITOro TMNa Ha
yCTaHOBMEHNE
nocregoBaTeNnibHOC
™

18.

YnopsigoumTe aTanbl
ayTeHTUdMKaLMm nonb3oBaTens no
npotokony Kerberos (o1 nepBoro
obpaweHus k AS oo nonyyeHus
pocTyna K cepBucy):

1. KnneHT npeaobsensetr TGT B TGS n
3anpalluBaeT CepBUCHbLIA BuneT ans
NPUNOXEHWS.

2. KnueHT npeabsBnsieT CEPBUCHBIN
6uneT cepsepy NPUIMOXEHUA 1
nomny4yaeT AOCTyn.

3. KnueHT ob6patyaetcsa k AS ¢
3anpocoM Ha ayTeHTUUKaUMIO.

4. AS Bblgaet knueHty TGT (Ticket
Granting Ticket).

5. TGS BblgaeT KIMEeHTY CepBUCHbIN
6uneT ons 3anpallnBaemoro
MPUIOXKEHWS.

OTBeT 3anuvwmnTe B BUAE
nocnegoBaTenbHOCTM Undp Yepes
3anaTylo creBa Hanpaeo.

34,152

3apaHve
3aKpbITOro TMna Ha
yCTaHOBIEHNe
nocriegoBaTenbHOC
™

19.

MpounTanTte TeKCT BOnNpoca n
cooTHecuTe MeToAbl 3alUThbI
MH(opMaLMm C UX Ha3HaYEeHUEeM:
MeToab! 3aLLUmThI:

1) XewwmpoaHue (Hashing);

2) OnekTpoHHas nognuck (30 / Digital
Signature);

3) WudposaHne (Encryption).
HasHauenve:

A) ObecneveHune
KOH(UAEHUMaNbHOCTY AaHHbIX (3awuTa
OT MPOYTEHUS TPETBUMU NMLAMN);

B) ObecneyeHne LENOCTHOCTU U
NoATBEpPXAEHNE NOANTMHHOCTY
(HeoTkasyemocCTu) oTnpaBuTens;

B) O6GecneyeHne LLeNnoCTHOCTU AaHHbIX
(oBGHapyxeHune cryvanmHbIX Unu
npegHaMepeHHbIX USMEHEHWUI).

3apgaHne
3aKpbITOro TMNa Ha
yCTaHOBMNeHue
COOTBETCTBUSA




Ne
3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

3anvwuTe BbIGpaHHble BykBbl Nog
COOTBETCTBYIOLUMMU Undpamm:
112|3

20.

MpounTanTe TekcT Bonpoca n

cooTHecuTe MoAenu pasrpaHuyeHus

AOCTyna ¢ UX NPUHLUMNaMn:

Mogenu:

1) OuckpeumnoHHas (DAC);

2) MaHpatHas (MAC);

3) PoneBas (RBAC).

MpuHuunbI:

A) OocTtyn onpefensieTca Ha OCHOBe

METOK YPOBHS CEKPETHOCTU CyOBbEKTa U

obbekTa;

B) JocTtyn onpenenseTcsi HA OCHOBE

ponu Nonb30BaTens B OpraHM3aunu;

B) Bnageney, pecypca cam onpegensiet

npasa goctyna Ans Apyrux

nonb3oBaTenen.

3anuwuTe BbIGpaHHble BykBbI MO

COOTBETCTBYHOLLMMU UnNdpamm:
1123

3apaHue
3aKpbITOro TMNa Ha
yCTaHOBEHUe
COOTBETCTBUSA

21.

MpounTanTe BONpoC U BbiGepuTte
BepHbIN OTBeT:

YKaxuTe Kakor Tvn wndpoBaHns
NCNonb3yeT napy Kroyemn: OTKPbITbIN
(ny6nuvyHbIn) Ana wndpoBaHus u
3aKpbITbIN (NPUBATHBIN) ANS
pacwmdpoBaHus:

A) CummeTpuyHoe WndpoBaHue;
B) AcummeTpryHoe LINdPOBaHNE;
B) XewwupoBaHue;

") CteraHorpadusi.

B)

3agaHve
3aKpbITOro TMNa ¢
O[HO3HaYHbIM
BbIOOpPOM BapuaHTa
oTBeTa

22.

MpounTanTe BONpoOC U BbibepuTte
BepHbIN OTBET:

Xeww-dyHkuus (Hanpumep, SHA-256)
npu xpaHeHun napornew B 6a3e AaHHbIX
ucnonbe3yeTcsa Ans:

A) ns wndposaHus napons ¢
BO3MOXXHOCTbO BOCCTaHOBMNEHUS;

B) Ons xpaHeHus HeobpaTmMoro
oTneyaTka naporns, 4To no3sonseT
npoBepuTbL Naposnb Npu Bxoae 6e3
XpaHeHNst camoro napons B OTKPbITOM
BUAE;

B) [inst cxxatua naponst 4nst 9KOHOMUK
MecTa;

N Ons po6aeneHusi cnyyYanHoro wyma.

B)

3apaHve
3aKpbITOro TMNna ¢
O[HO3HAYHBIM
BbIGOpOM BapuaHTa
oTBeTa

23.

MpouuTanTe u BLIGEPUTE ABa
BepHbIX OTBeTa:

YKaXnTe Kakme n3 nepeyncrieHHbIX mep
OTHOCATCS K KpunTorpaduyeckum

MeToAaMm 3alUnTbl MHopMaLMK,

A) CummeTpuyHoe wudposaHue (AES,
FOCT 28147-89);

B) OnektpoHHas nognuck (RSA,
ECDSA);

B) YcTaHOBKa MeXceTeBOro akpaHa
(firewall);

") PerynspHoe pesepBHoe
KOMMpOBaHWe AaHHbIX.

3apaHve
3aKpbITOro TMNa ¢
MHOTrO3Ha4YHbIM
BbIOGOpOM BapuaHTa
oTBeTa

24,

MpouuTanTe n BbIGEpUTe ABa
BepHbIX OTBeTa:
YKaXWTe Kakue 13 nepeymcneHHblx

3apaHve
3aKpbITOro TMNa ¢
MHOTrO3Ha4HbIM




YpoeeHb

Ne Omeem Tun Ne
CodepixaHue 3adaHusi cJI0KHOCMU
3adaHus Ha 3adaHue 3adaHus Tembi
(6ann)
3ajay peluaroTcs ¢ BbIGOpOM BapuaHTa
NMOMOLLbI0 MHPPACTPYKTYPbl OTKPbITLIX oTBeTa
knoyen (PKI - Public Key
Infrastructure):
A) Bbigava v ynpasnenue undpoBbiMu
cepTudmkaTamu;
B) MNoaTeepxaeHne NOANMHHOCTH
OTKPbITbIX KIKOYEN C MOMOLLbO
yaocToBepsaowux ueHtpos (Certificate
Authority);
B) WWndpoBaHue Tpaduka Ha
KaHanbHOM YPOBHE;
M) 3awwmrta ot DDoS-aTak.
25. MpounTtanTte u gononHute ppasy: YCIOBHO- 3agaHue 2 2
Mporpamma, koTOpas ©ecnnaTHOM | OTKPLITOro TMna Ha
pacnpocTtpaHsieTca 6ecnnartHo, HO OonornHeHvne
NUMeeT OrpaHUYeHHbIN hyHKUMOHanN nnu
Bpemsi paboTbl, 1 TpebyeT NoKynKku
NULIEH3UN ANsi NOSTHOro
NCMNONb30BaHWs, Ha3bIBaeTCA
26. MpounTtanTe u gononHuTe ppasy: NHXXEHEpPHO- 3agaHue 2 2
Komnnekc opraHM3aunoHHbIX U TEXHUYECKON | OTKPLITOro TMna Ha
TEXHUYECKUX MEep, HanpaBeHHbIX Ha 3awmTon OOMorHeHne
npenoTBpaLLeHNe yTeYkU nHopmaummn | nHopmaumu.
Yepes TEXHUYECKNE KaHarbl
(3nekTpoMarHUTHbIE U3NyyYeHus,
aKyCcTUYeCcKue curHansl), HasblBaeTcs
27. MpounTanTte BONpOC U gante Knaccudukaums 3apaHve 4 2
pa3BepHyTbIN OTBeT. %if)%ﬁ;ﬁi‘l"; OTKPbITOrO TWMa ¢
Knaccuduuupyite paspyLlatoLime BO3LENCTBMIA: pasBepHyTbIM
nporpamMmmHble BO3AEeNCTBUS 1. Bupycsi. OTBETOM
(BpemoHocHoe MO) no cnocoby 2. Hepaun (Worms).
o 3. TposiHbl (Trojan
pacnpocTpaHeHus 1 AeNCTBUIO. horses).
4. WnwoHckoe MO
(Spyware)
5. Mporpammbl-
BbiMOraTtenu
(Ransomware).
6. BoTHeTbI
(Botnets).
28. MpouuTanTe BONpoOC u pgante OcHaBHble 3apaHue 4 2
pa3BepHyTbIN OTBET. lkﬁ{'*ei’;z'&;eo”::bo OTKPbLITOro TNa ¢
MepeuncnnTe OCHOBHbIE KaHanbl BaHHbIA OCTYN B pa3BepHyTbIM
yTEeYKM UHpopmMaLmu. nometteHns (HCO OTBETOM
husnyeckunin)
2. Mo6oyHble
ANEKTPOMarHUTHbI
€ nanyyeHua n
HaBOAKM
(M3MUH)
3. AkycTuueckune
peyeBble) KaHanbl
( )
yTEeYKM
4. BuayanbHble
KaHanbl yTe4Kn
(I‘lO,ClCManMBaHMe
5. YTeuka no
uendam nuTaHnga 1
3asemsieHuns.
29. YnopsigouuTe aTanbl TUNOBOMW aTakun 2,4,1,3 3apaHve 1 2
TPOSAHCKOW NporpamMmsbl (TposiHa) 3aKpbITOro TMNa Ha
nocrne 3apaxeHus: yCTaHOBeHue
1. TposiH ycTaHaBnNuBaET CKpPbITOE nocrnegoBaTenbHOC
coeavHeHVe C KOMaH4HbIM CEpBEPOM ™

(C&C).
2. lNonb3oBaTenb 3anyckaeT




Ne
3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

3apaXeHHyH nporpammy nnu
OTKpbIBAET 3apaK€HHbIN JOKYMEHT.
3. TposiH BbINOMHAET BPEAOHOCHbIE
AencTBumA (Kpaxa AaHHbIX, yaaneHHoe
ynpaBneHuve).

4. TposiH nponuceiBaeTcs B
aBTo3arpysky Ans COXpaHeHus
NpUCYTCTBUS B CUCTEME.

OTBeT 3anuwunTe B BUAe
nocnegoBaTenbHOCTU UMdp Yepes
3anaTyo cneea Hanpaeo.

30.

YnopsgouuTe aTanbl BHeAPEHUA
CUCTEeMbI 3alWUTbI OT
HecaHKLIMOHUPOBaHHOro AocTyna
(CKyQ) Ha npeanpuaTUm:

1. Bblgaya nonb3oBartensam
NAEeHTUUNKaTOPOB (KapT, KIYen).
2. YcTtaHoBka 060pynoBaHus
(3NEeKTPOHHbIE 3aMKM, CUNTLIBATENN,
TYPHUKETHI).

3. Hactpoiika npaB goctyna (kTo, Kyaa
W KOrla MOXET MPOXOAUTh).

4. BolgeneHne 30H KOHTpoNs n
nepumeTpa (BxoAbl, KOMHATHI,
cepBepHbIe).

OTBeT 3anuwnTe B BUAeE
nocnenoBaTenbHOCTU UMdp Yepes
3anAaTy0 crneBa Hanpaeo.

4,231

3apaHve
3aKpbITOro TMNa Ha
yCTaHOBMEHNE
nocregoBaTeNnibHOC
™

31.

MpouuTanTe TeKkCT Bonpoca n

cooTHecuTe Metoabl 3awmThl MO ¢

MX ONUCaHUAMMU:

MeTogab!:

1) O6dhyckaums (Obfuscation);

2) TpuanbHoe ncnonb3oBanue (Trial);

3) AnnapaTtHbiv kntod (Dongle).

Onucanus:

A) dusnueckoe ycTponcTeo,

nogkntoyaemoe k nopty MK, 6e3

koToporo MO He paGoTaer;

B) MpeobpasoBaHue koga B

TpyAHOYMTaemyto popmy Ang

3aTpyAHEHUS aHanu3a u B3roma;

B) MNMpenocTaBneHne orpaHU4eHHOM No

BPEMEHU UN PYHKLMOHAIBHOCTU

BEpCUM nepepn NoKynKkom.

3anuwuTe BbIGpaHHble BykBbI MO

COOTBETCTBYHLLMMU Undpamm:
112]3

3agaHve
3aKpbITOro TNa Ha
yCTaHOBMNEHNE
COOTBETCTBUA

32.

MpounTtanTe TeKCT Bonpoca 1
cooTHecuTe TUNbI BpegoHocHoro MO
C UX XapaKTepucTUKamu:

Tunbi:

1) Ransomware (BbIMOraTenb);

2) Botnet;

3) Keylogger.

XapaKkTepucTuku:

A) Mporpamma, 3anuckiBatoLLas
HaXkaTus KnasuLL NS KpaXun naponew;
B) CeTb 3apaxeHHbIX KOMMbIOTEPOB,
ynpaBnaemMas 3roymblLLUNeHHUKOM Ans
aTak;

B) lndppyeT darinbl nonb3osatens u
TpebyeT BbIKyn 3a pacLuMdpPOBKY.
3anuwuTe BbibpaHHbIe BykBbI NOA
COOTBETCTBYKLMMU Undpamm:

3apaHve
3aKpbITOro Tmna Ha
yCTaHOBIEHUE
COOTBEeTCTBUA




YpoeeHb

Ne Omeem Tun Ne
3adaHus Codepiaiiue 3adanus Ha 3adaHue 3adaHus cnoxuocmu Tembl
(6ann)
1123
33. MpouuTanTte Bonpoc 1 BbIGepuTe B) 3agaHue 1 2
BepHbIW OTBET: 3aKpbITOro TMna ¢
YKaxuTe kakor metog 3awwmTsl MO oT 0JHO3Ha4YHbIM
HeCaHKLMOHUPOBaHHOIO BbIGOpOM BapuaHTa
NCMNOmMb30BaHUs cunTaeTcs Hambonee oTBeTa
CTOMKMM K B3MIOMy, HO TpebyeT
un3n4ecKoro HocuTens:
A) CepuvitHbIn HOMep;
B) AnnapaTHbliii kntod (USB-TokeH);
B) OHnanH-akT1BaLms Yepes MHTEPHET;
") O6dyckaums koga.
34. MpouuTanTte BONpOC U BbiGEPUTE B) 3agaHue 1 2
BepHbIN OTBET: 3aKpbITOro TMNa ¢
YKaXnTte 4YTO U3 NepeyncrieHHoro O[HO3HaYHbIM
aBnseTcs Hambonee acpdekTMBHOM BbIGOPOM BapuaHTa
3aLLMTON OT NporpaMM-BbIMoraTenei oTBeTa
(ransomware):
A) YcTaHoBka bpaHamayapa;
B) PerynsipHoe pe3epBHoe
KOMMpoBaHWe AaHHbIX Ha offline-
HocuTEnMn (OTKITKOYEHHBIE OT CETU);
B) Micnonb3oBaHue cnoxHbix naponen;
") OTkntoyeHne aHTMBUpYCa ans
NOBbILLEHNSI NPOV3BOANTENIBHOCTM.
35. MpouuTanTe n BbIGepuTe ABa A B 3agaHue 1 2
BepHbIX oTBeTa: 3aKpbITOro TMna ¢
YKaxuTe Kakue U3 cregyroLimx MHOrO3Ha4HbIM
NpU3HAKOB MOIYT yka3blBaTb Ha BbIOOpPOM BapuaHTa
3apaxeHve KOMMNboTepa BPe4OHOCHbIM oTBeTa
Mno:
A) HeobbacHUMOEe CcHxkeHne
NPOU3BOANTENLHOCTU W YacTble
3aBMCaHNS CUCTEMBI;
B) MNosiBneHne Hen3BeCTHbIX NPOLLEeCCOB
B AMCreTyepe 3ajay;
B) CtabunbHasa paboTa Bcex
NPUNOXEHUN;
") OTcyTCcTBME @KTUBHOCTM CETEBOIO
MHZMKaTopa.
36. MpouuTanTe n BbIGEpUTE ABa A b 3apaHue 1 2
BepHbIX oTBeTa: 3aKpbITOro TMNa ¢
YKaxute Kakve u3 nepevncneHHbIx MHOTO3Ha4YHbIM
YCTPOWCTB OTHOCATCS K CpeacTBam BbIGOPOM BapuaHTa
WHXXEHEePHO-TEXHUYECKON 3alnTbl OT oTBeTa
HC[ B nomelleHus:
A) OneKkTpoMarHUTHbIA 3aMOK C
KOHTPONNepom OoCTyna;
B) JaTtumk oTKpbITUA ABEepu (OXpaHHas
curHanusaums);
B) Nporpamma-aHTMBMpPYC;
") CBuTY (kOMMYyTaTOpP) KOMMBLIOTEPHOMN
ceTw.
37. MpouunTante n gononHute dpasy: INPUT 3agaHue 2 4
B ytunute iptables uenoyka, yepes OTKPLITOrO TMna Ha
KOTOPYIO NMPOXOASIT MaKeThl, OOMNonHeHne
npeaHasHayYeHHble ANs noKanbHbIX
npoLeccoB (Hanpumep, OTBEThI
cepBepa), Ha3blBaeTCs LIenoykomn
38. MpounTante n gononHute dpasy: PPPoE (Point- 3agaHue 2 4
MpoTokon TyHHENMPOBaHWSA KaHanbHOro to-Paint OTKpLITOro TVNa Ha
YPOBHS, KOTOPbIV NO3BONSAET Protocol over OOononHeHne
nHkancynuposatb PPP-kaapbl B Ethernet)




YpoeeHb

Ne Omeem Tun Ne
CodepixaHue 3adaHusi cJI0KHOCMU
3adaHus Ha 3adaHue 3adaHus Tembl
(6ann)
Ethernet-kagpsbl, ncnone3yetcs
npoBangepamu 4na asTopmsauum n
Bblgaun IP-agpecoB knveHTam, m
HasblBaeTcs
39. MpouuTtanTte Bonpoc 1 aante Pewwaembie 3agaHue 4 4
pa3sBepHyTbIN OTBeT. (S":(‘:‘S;‘e”siiﬂ)_ OTKPbITOrO TWNa ¢
Mepeyncnute Kakue 3ajaydu peliaet 1. YnaneHHoe pa3BepHyTbIM
SSH (ynaneHHoe ynpasneHue, ynpasneHue OTBETOM
n Y MNoB, TYHHENMPOBaHU CepBEPOM Hepes
epenava annos, TYHHENUPOBaHME) LY
KOMaHOHYto
06onouKy.
2. besonacHas
nepepnaya caiinos
(SFTP, SCP).
3.
TyHHenupoBaHue
(npo6poc nopToB)
ans wudgposaHns
Tpadmka Apyrnx
NPOTOKOSOB.
40. MpouuTtanTe Bonpoc 1 gante PPPOE - 3apaHve 4 4
pa3BepHyTbIN OTBET. MH:;?;‘,’;‘;’EMM OTKPbLITOro TNa ¢
On_MLUVlTe npotokon PPPoE (Point-to- PPP-kanpos & pasBepHyTbIM
Point Protocol over Ethernet). Ethernet-kagpl, OTBETOM
LUMPOKO
MCnonb3yembii
nposavigepamu
ansa
npenocraBrieHnsa
noctyna B
WHTEpHET no
TexHonornam
xDSL, GPON,
Ethernet.
41. YnopsgouuTte nyTb NPOXOXAEHUS 2,1,34 3apaHue 1 4
nakeTa yepes iptables npu 3aKpbITOro TMna Ha
JIoKanbHOW reHepauum (Mcxopawmmn yCTaHOBMNEeHune
TpadmK OT NOKaNbHOro npouecca): nocregoBaTeNnbHOC
1. Llenoyka OUTPUT (Tabnuupl ™
mangle, filter, nat).
2. NNokanbHbIN NpoLecc (Hanpumep,
KOoMaHaa ping).
3. Uenoyka POSTROUTING (Tabnuubl
mangle, nat).
4. CeTeBoW UHTEPdENC.
OTBeT 3anuwunTe B BUAE
nocnenoBaTenbHOCTU UMdp Yepes
3angaTyK creBa Hanpaeo.
42. YnopsgouuTte waru cosgaHna SSH- 3,2,145 3apaHve 1 4
TYHHeNnsA ¢ nokanbHbIM Npo6pocom 3aKpbITOro TMNa Ha
nopta (Local Forwarding): yCcTaHOBMneHue
1. SSH-knueHT ycTaHasneBaeT nocrnegoBaTesibHOC
3aluuLLeHHoe coeanHeHne ¢ SSH- ™
CepBepoM 1 ayTeHTUdUUMpyeTCS.
2. SSH-KNMeHT co3aaeT NnoKasnbHbIN
COKeT, CnyLualoLLnii yka3aHHbIA NopT.
3. KnueHT 3anyckaeT komaHgy: ssh -L
8080:internal-web:80 user@gateway.
4. SSH-cepep ycrtaHasnvsaeT TCP-
coefiMHeHE C LieneBbiM XOCTOM
(internal-web:80).
5. Tpadumk ¢ nokanebHoro nopta 8080
TYHHenupyetcs Yyepe3 SSH-
COeIMHEHVE K CepBepy.
OTBeT 3anuwunTe B BUAe
nocnegoBaTenbHOCTU UMAdpP Yepes
3angaTyo cresa Hanpaso.
43. MpounTanTte TeKCT BOoNpoca u 11213 3apaHve 1 4
cooTHecuTe Lenoyku iptables ¢ ux B|A|B 3aKpbITOro TMNa Ha

Ha3Ha4YeHunewm:




Ne
3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

Llenoyku:

1) INPUT;

2) FORWARD;

3) PREROUTING.

HasHayeHwue:

A) MakeTbl, NpoxoasLLmMe Yepes XocT

TpPaH3NTOM (MapLupyTM3aums);

B) MakeTbl, TONbLKO YTO NOCTYNMBLUNE

Ha ceTeBow MHTepdeNnc (oo

mMapLipyTusauum);

B) MNakeTbl, NnpegHa3Ha4YeHHbIe

nokanbHbIM NpoLeccam.

3anvwuTe BbIbpaHHble BykBbl Nog

COOTBETCTBYHOLMMU UNdpamm:
112|3

yCTaHoBMneHWe
COOTBETCTBMS

44,

MpounTtanTe TeKCT Bonpoca n

COOTHecuTe NpoToKonbl/MeToAbI

ayTeHTUdMKaLmMm c nx

XapakTepucTukamu:

MeTogab!:

1) PAP (Password Authentication

Protocol);

2) CHAP (Challenge-Handshake

Authentication Protocol);

3) AyteHTndmkaumsa no SSH-knoyam.

XapaKkTepucTuKu:

A) MNepepaeT naposnb B OTKPLITOM BUAE

(HebesonacHo);

B) Ucnonek3yeT kpunTtorpaduyeckyto

NOANWCb, A0Ka3bIBaIOLLYO BNageHve

npvBaTHbIM Krtoyom, 6e3 nepegaun

napons;

B) Vcnonb3yeT TpexCTOPOHHEE

pykonoxaTtue ¢ 3anpocom (nonce) un

Xeluem, naporsb He nepeaaeTcs.

3anuwuTe BbIGpaHHble BykBbI MO

COOTBETCTBYHLLMMU Undpamm:
1123

3apaHve
3aKpbITOro TMna Ha
yCTaHOBMNEHNe
COOTBETCTBUSA

45.

MpounTanTe BONpoC U BbibepuTte
BEpPHbLIN OTBET:

YKaxute NnpoToKkon ayTeHTudunkauum B
PPPOE, koTophIlt cunTaeTcs bonee
6e3onacHbIM, Tak Kak He nepegaeT
naporb B OTKPbITOM BUAE M UCTMONb3yeT
TPEXCTOPOHHEE pyKomnoXxaTtue ¢
3anpocom (nonce)

A) PAP;

B) CHAP;

B) MS-CHAPV2;

) EAP-TLS.

B)

3apgaHne
3aKpbITOro TMNa ¢
O[IHO3HaYHbIM
BblGOpPOM BapuaHTta
oTBeTa

46.

MpouuTanTe BONpOC U BbiGepuTte
BepPHbI OTBET:

YkaxuTe Kakas komaHga iptables
paspeluaeT Bxoasiimne SSH-
coeanHeHus (NopT 22) us cetn
192.168.1.0/24

A) iptables -A FORWARD -p tcp --dport
22 -5 192.168.1.0/24 -j ACCEPT;

B) iptables -A INPUT -p tcp --dport 22 -s
192.168.1.0/24 -j ACCEPT;

B) iptables -A OUTPUT -p tcp --dport 22
-5 192.168.1.0/24 -j ACCEPT;

N iptables -A PREROUTING -p tcp --
dport 22 -s 192.168.1.0/24 -j ACCEPT.

B)

3apaHve
3aKpbITOro TMNa ¢
O[IHO3HaYHbIM
BbIGOpOM BapuaHTa
oTBeTa




Ne
3adaHusi

CodepixaHue 3adaHusi

Omeem
Ha 3adaHue

Tun
3adaHus

YpoeeHb
cJI0)KHOCMU
(6ann)

Ne
Tembi

47.

MpouuTanTe u BbIGEpPUTE ABa
BepHbIX oTBeTa:

YKaxuTte Kakve us criegyomx
NPenMyLLEeCTB XapaKTepHbI

ana PPPOE no cpaBHEHWIO C YUCTBLIM
Ethernet (IPoE) ¢ Touku 3peHuns
nposavigepa:

A) Bo3mMoXHOCTb ayTeHTUdmKaLmm
KnueHTa (norvH/naponb) nepes
npegocTaBneHnemM JocTyna;

B) BoaMoXHOCTb AuHamMu4eckon
Bblgaym IP-agpeca yepes IPCP u
ynpaBneHns Ceccusamu;

B) Bonee Bbicokasi ckopocTb Nnepegayn
AaHHbIX;

') MeHbLlUKe HaknagHble pacxoabl
(overhead) Ha 3aronoBku.

A B

3apaHve
3aKpbITOro TMna ¢
MHOrO3Ha4YHbIM
BbIGOpOM BapuaHTa
oTBeTa

1

48.

MpounTanTe u BbIGEpUTE ABa
BepHbIX oTBeTa:

YKaxnte Kakue n3 cnegyowmx
[ENCTBUIA MOXHO BbIMOMHUTL C
nomoLbio yTunuThl iptables:

A) 3abnokunposaTb Bxoaswme ICMP-
nakeTbl (ping) ¢ onpeaeneHHoro IP-
agpeca;

B) MNMepeHanpaBuTb BxoaaLWmMIA Tpadmk
¢ nopta 80 Ha nopTt 8080 nokanbHOro
cepBepa (DNAT);

B) CkomnunuposaTb sapo Linux;

N NameHuts MAC-agpec ceTeBom
KapThbl.

3apaHve
3aKpbITOro TMna c
MHOIFo3Ha4yHbIM
BbIOOpPOM BapuaHTa
oTBeTa




Metoauyeckue Marepuasbl, ONpeaesiioliue MPoueaypy OlleHMBAHUA 3HAHUI, yMEeHHN i, HABBIKOB
H (MJIM) OTNBITA 1eATEJILHOCTH, XapaKTepu3youue npoueccbl GopMupoOBaAHUA KOMIIETEH U

XapaKkTepucTHKA NMPOLEAYPHI TEKYIIero KOHTPOJS YCIEeBAeMOCTH U IPOMEKYTOYHOM aTTecTaluu
10 JMCHHUIINHE

OueHuBaHue 3HAHUN, YMEHHH, HAaBBIKOB M OIIBITA JEATEIBHOCTH IIPOBOAATCS HA OCHOBE CBEACHHH,
IPUBOAMMBIX B MATPUILIE COOTBETCTBHS OLICHOUYHBIX CPEACTB 3aIUIAHUPOBAHHBIM PE3yJIbTaTaM O0yUYCHHUS.

Iesnb TeKylero KOHTPOJIsl YCIEBAEMOCTH U MPOMEXYTOYHOM aTTeCTalMM IO Y4eOHBIM JUCLUILUIMHAM B
ceMecTpe — IMpOBEepKa MpPUOOpPETaeMbIX OOYYaIOIIMMHUCA 3HAHWW, YMEHUH, HABBIKOB B KOHTEKCTE
(dbopMHpOBaHUs yCTAaHOBJICHHBIX 00Pa30BaTENFHON MPOTrPaMMOi KOMIIETEHIIMI B TEUEHHE CEMECTpa.

IlIxana oneHuBaHuA:

«OTIUYHO» — BBICTABISETCSA, €CIM C(HOPMUPOBAHHOCTH 3asBICHHBIX O00pPa30BaTEIbHBIX PE3YyJIbTATOB
KOMIIETEHIIMM OLICHUBAETCA KPUTEPUSAMHU «XOPOLIO» U «OTJIWYHO», IPHU YCIOBUM OTCYTCTBUS OLICHKH
«HEYJOBJICTBOPUTENBHO»: CTYAEHT II0Ka3aJl IpPOYHbIE 3HAHUSA OCHOBHBIX IIOJIOKEHUH (aKTHUECKOro
MaTepuasga, YMEHUE CaMOCTOSITENIBHO PEllaTh KOHKPETHbIE IPAKTHUYECKHUE 3aayd IOBBIIICHHON CIIOXHOCTH,
CBOOOJHO MCIIOJIb30BaTh CIPABOYHYIO JIUTEPATYpy, AejJaTb 0OOCHOBaHHbBIE BBIBOJbI M3 PE3yJIbTATOB aHAIN3A
KOHKPETHBIX CUTYALIN;

«XO0pouio» — BBICTABISAETCS, €cad CHOPMUPOBAHHOCTH 3asIBICHHBIX 00pA30BaTEJIbHBIX PE3YNIbTATOB
KOMIIETEHIINM OLICHUBAETCS KPUTEPUSAMH «XOPOLIO» U «OTIUYHOY, IIPH YCIOBUM OTCYTCTBHUS OLICHKH

«HEY/I0BJIETBOPUTENIbHO», TOIYCKAETCs OLICHKA «yAO0BJIETBOPUTEIILHO»: 00yUaIOUINiics oKa3al MpOYHbIe
3HAaHUS OCHOBHBIX IIOJIOKEHMH (DaKTHYEeCKOro marepuana, yMEHHE CaMOCTOATENbHO pellaTh KOHKPETHBIC
NpPaKTUYECKHE 3aJaud, MNpeayCMOTpEHHbIe paboyeil nporpamMMmoil, OpPHEHTUPOBATbCS B PEKOMEHOBAHHOU
CIIPABOYHOM JIUTEpAType, yMEET IMPABUIBHO OLICHUTH IIOJYYECHHBIE pE3ylbTaTbl AaHAJIW3a KOHKPETHBIX
CUTYaLU;

«Y 1OBJIETBOPUTEIBHO» — BBICTABISETCS, €CIU CHOPMUPOBAHHOCTH 3asiBICHHBIX 00pa30BaTeNbHBIX
pe3yibTaTOB KOMIIETCHIIMM OLICHUBAETCS KPHUTEPUSMH «YAOBIECTBOPUTEIBHO», «XOPOILIO» H «OTIMYHON:
oOyyaroluiicss TOKa3ajl 3HAHUE OCHOBHBIX IIOJIOKEHUH (PAKTUUECKOro Marepuallia, YMEHHUE IOIYYUTh C
[IOMOILBID  IIPENOoJaBaresid MPAaBWIBHOE pEIIEHHWE KOHKPETHOM NPAaKTUYECKOM 3aJadd W3  4YHCIIa
MPEAYCMOTPEHHBIX pabodeil mporpaMMoi, 3HAKOMCTBO ¢ PEKOMEHJOBAaHHOM CIPaBOYHOM JINTEPaTypOii;

«HeynoBneTBOpUTENbHO» — BBICTABISETCS, €CIIU MPU OTBETE 0OYUAIOIIErocs BBISBUIUCH CYIIECTBEHHBIC
npoOesbl B 3HAHUSAX OCHOBHBIX IMOJIOKEHHH (haKTHUEeCKOro MaTepualia, HEyMEHHE C TIOMOIIbIO MpenoaBaTes
MOJyYUTh MPABUIIBHOE pEIIeHWE KOHKPETHOM MpaKTHYECKOW 3aJayd U3 4Hucla MPeayCMOTPEHHBIX paboueit
nporpamMMmoil yueOHO! AUCIUIITUHBI.

OTBeThI U peleHus, 00yJaroUIXCsl OLIEHUBAIOTCS 10 CIEAYIONIMM OOLIMM KPUTEPUSAM: paclo3HaBaHUE
npobiem; ompeaesieHue 3HauuMol WH(pOpMAIMK; aHAIW3 MpoOJieM; apryMEHTHPOBAHHOCTh; HCIIOJIb30BaHHUE
CTpaTeruii; TBOPYECKUN MOIXO/; BBIBOABI; OOIIasi (PaMOTHOCTb.

OObyuaromuecs 00s3aHbl CAaBaTh BCE 3aJJaHUS B CPOKHU, YCTaHOBJIEHHBIE MpenogaBaTeneM. OueHka

«Y IOBJIETBOPUTEIBHO» MO AUCHUILIMHE, MOXKET BBICTABIATHCA W IPHU HEMOJHOM chopMHpOBaHHOCTU
KOMITIETEHIIMI B X0Jie€ OCBOCHHS OTNEIbHON y4eOHOM AMCHMILIMHBI, €CIH UX (GOPMUPOBAHUE MPEAINONaraeTcs
MIPOJOJDKUTH Ha OoJiee MO3AHUX dTanax 00y4eHus, B X0/I€ U3YUEeHUS IPYTHX YUEOHBIX TUCIUILIHH.

Tekymuii KOHTPOJIb OCYIIECTBJISAETCHA Yepe3 CHCTeMY OLIEHKH MpernojaBarejieM BceX BHAOB padoT
o0yuyarwuuxcsi, NpexyCMOTPEHHBIX padoyeil MPOrpaMMoi JUCHUIJIMHBI U Y4eOHBIM IIAHOM.
Kpurepun oueHku Tecra.

KonndecTBO BEpHBIX OTBETOB:

80-100% -omeHka «OTIMYHOY»: O0OYYaIOUINICA JEMOHCTPUPYET ITyOOKOoe 3HaHHE Y4eOHO-TIPOrpaMMHOTO
Marepuasa, yMEHHE CBOOOIHO BBINOJHATH 33JaHUs, YCBOMBIIMHA B3aHMMOCBS3b OCHOBHBIX ITOHATHH
JIMCLUITIMHBL, CIIOCOOHBIH  CaMOCTOSITEIBHO IPUOOpETaTh HOBBIC 3HAHUS W YMEHHUS; CIOCOOHBIH

CaMOCTOATCIIbHO UCIIOJIB30BATh yr.Hyﬁ]IGHHBIC 3HaHUA,



71-85% -omeHka «XOpOmIIO»: OOYYAIOMIUHCS EMOHCTPUPYET TMOJTHOE 3HAHHE Y4EOHO-IPOTPAMMHOIO
MaTepuajga, YCIEUIHO BBINOJHAIOIIMNA  MIpPEAyCMOTPEHHBbIE MPOrpaMMON  3aJaHMs, IOKAa3bIBAIOIIUN
CHCTEMaTUYEeCKHI XapakTep 3HaHUHM M0 AUCUUIUIMHE M CHOCOOHBIH K UX CAMOCTOSITEIbHOMY IOIOJHEHHUIO U
OOHOBJICHHIO B XOJI€ JalbHEHIIEro 00yueHus B By3e U B Oyaymiei mpohecCHOHATBbHON AeATEIbHOCTH;

50-70% -omeHKa «yIOBIETBOPHUTEIBHO»: OOYYAIOIIMICS OOHApY)KMBAeT 3HaHHE OCHOBHOTO y4eOHOTO
IPOrpaMMHOI0 MaTepuajia B o0beMe, HeOOXOAMMOM Uil JalbHEHIIEero O0y4YeHHUs, BBIIOIHSIOMET0 3aJaHus,
IPEJYyCMOTPEHHbIE MPOTrPaMMOM, JOMYCTUBIIMM HETOYHOCTH B OTBETE, HO OOJIaJarolluM HEOoOXOAMMBIMU
SHAHUAMU IJIL UX YCTPAHCHUSA

MeHee 50% -OlleHKa «HEYIOBJIETBOPUTEIBHO»: OOYYAOUIMICS JEMOHCTPUPYET HpOOENbl B 3HAHUSX
OCHOBHOI'O y4e€OHOT0 MNpPOrpaMMHOr0 MaTepHajia, AONYCKaeT HNPUHLUUIHMAIbHBIE OIIMOKM B BBIOJHEHUU
IPEyCMOTPEHHBIX POrpaMMoON 3aaHu.

Ha 3Tane npoMeKyToO4HOM aTTecTAlMM HCIIOIB3YETCS CHCTEMA OIIEHKH YCIIEBAEMOCTH OOYYarOIIHXC,
KOTOpasi TO3BOJISIET TPEMOAABATENI0 OLICHUTh CHOPMHPOBAHHOCTH IUIAHUPYEMBIX PE3YyJIbTaTOB OOy4YCHHS, a
TaKXe YpOBEHb OCBOEHHS MaTepuaa 00yJaroluMHCs.

dopMa OLEHKM 3HAHMH: OLEHKA - 5 «OTIUYHO»;, 4 «XOpouo»;, 3 «yJOBIETBOPUTEIBHO»; 2
«HEYJOBJIETBOPUTEIBHO». BO3SMOXKHO HCII0JIb30BaTh OaJIbHO-PEHTUHTOBBIE OLIEHKH.

OcHoBaHMEM JJIs OIIPEeSICHHS OLIEHKH Ha 3a4eTe CIIY>)KUT YPOBEHb OCBOCHHUS 00YUarOIIMMCs MaTepuaa
1 (OpMUPOBAHUS KOMITETEHIUS, IPEAYCMOTPEHHBIX Y4EOHBIM IIJIAHOM.

YcneBaeMOCTh Ha 3a4eTe OIIPEACIISICTCS OLCHKAMHU: «3aYTCHO», «HE 3a4TCHO».

Onenka Kpurepuu onienuBanus bannpHo-
pEUTUHIOBAs
OIICHKA
«3a4TeHo» OO0yyaromuiicss OCBOMII KOMIETSHIIUU AUCIUILTNHBI Ha 51-100 51-100

% W moKa3ay Xopollue 3HaHUS U3y4YEHHOr0 y4eOHOro Marepuana,
JIOTUYHO U TOCJIE0BATENIbHO U3JI0KHI M IMTOJTHOCTBHIO PACKPBLI
CMBICT ITPEJIaraeMoro BOIpoca; MpoAeMOHCTPHPOBAIT YMEHHE
MPUMEHUTh TEOPETUYECKHE 3HAHUS [T PELICHUS TPAKTUYECKON
3aa4u, BBIITOJHHII BCEC KOHTPOJIBHBIC 3aaHus,
peyCMOTPEHHBIE paboyel MporpaMMoil TUCIMIIIIHHEI

«He 3auTeHo» OOGyuarommiicss OCBOUI KOMITETEHIIUH TUCITUTIIINHBI MEHEE YeM 0- 50
Ha 51% u npu oTBETe Ha MpeaIaraeMblii BONPOC BBIIBIIINCH
CYIIECTBEHHBIE MMPOOEITBI B 3HAHUSIX y4eOHOTO MaTepHara,
HEYMEHHE C TIOMOIIbIO MPENoAaBaTeNs NOTYyUUTh PABUIHHOE
peIICHUC HpaKTquCKOﬁ 3a4a4yu; HE B ITIOJIHOM 00BbeME BBITIOJIHUII
BCE€ KOHTPOJIbHBIE 3aJaHUs, IPEAYCMOTPEHHbIE paboueit
MIPOrpaMMON TUCIUIUIHHBI




OcHoBaHueM IJi1 OonpCACICHUA OLCHKM Ha OJK3aMCHE CIYXXUT YPOBCHb OCBOCHUA

oOyyaromuMcsi y4eOHOro MaTepualia, yMEHHE pelaTh MPaKTHUECKUe 3a/1a4d U (POPMUPOBAHHS
KOMITETEHIHSL, TIPETyCMOTPEHHBIX YYeOHBIM IIAHOM.

YcneBaeMoCcTh  Ha

OK3aMCHC  OIIpCACIIACTCA  OLCHKAMMU: «OTIUYHOY,

«YIOBJIETBOPUTEIILHOY; «HE YAOBIECTBOPUTEIBHON.

«XOpomo,

Orenka

Kpurepuu onenuBanus

bamuibHo-
peUTHHTOBAS
OLICHKA

«OTIANYHOY

OOyyaromuiicsi 0CBOMI KOMITCTEHIIMH TUCLIUILTNHEI Ha
Bcex dtanax ux (¢opmupoBanus Ha 86-100 %, mokazan
ryOOKue 3HaHMs Y4eOHOro MartepHuaia, JIOTHYHO M
HOCJIE/IOBATEIFHO HM3JIOKUII COJICP)KAaHWE OTBETOB Ha
BONPOCHl ~ Omiera; TMPOAEMOHCTPUPOBAT  YMEHHUE
WLTIOCTPHPOBATh TCOPETHUYCCKHE  TTOJIOKEHHUS
KOHKPETHBIMU TIPHMEPAaMH U  CBOOOJHO BBIIOJIHSATH
9K3aMCHAI[MOHHBIC 3aJ]aHus; YCBOWJI OCHOBHYIO U
O3HaKOMWJICS C  JIOTIOJHHUTEIBHOH  JIUTEPaTypOid;
BBITTOJIHUJI BCEC KOHTPOJIbHBIC 3aaHusd,
PeAyCMOTPEHHBIE paboueit pOrpaMMoit
JAUCHTUITIIMHBI

86-100

«Xopouo»

OOyuaromnuiicss OCBOMJI KOMIIETEHIIMN TUCIMIUIMHBI Ha
Bcex dTamax ux (popmupoBanus Ha 61-85 %, mokazan
riy0okHe 3HaHHWs y4eOHOro Mmarepuaia, JIOTUYHO WU
MOCJIEZIOBATEIbHO H3JIOKUI COJEpKaHUE OTBETOB Ha
BOMNPOCHI OwWjera, HO JOMYCTHJ HECYIIEeCTBEHHbIE
HETOYHOCTH; MIPOJIEMOHCTPHUPOBAI yMeHHe
WJUTIOCTPUPOBATH TEOPETUYECKHE  TOJIOKEHUs
KOHKPETHBIMU  NpUMEpaMu U BBITIOJTHSATH
9K3aMEHALIMOHHBIE 33JaHUs; YCBOWUJ OCHOBHYIO U
O3HAaKOMWJICA C  JIONOJIHUTENIBHOW  JIMTEPaTypou;
BBITIOJTHUII BCE KOHTPOJIbHBIE 3a/1aHus,
MpeyCMOTPEHHBIE paboueit MPOTrPaMMOit
JUCIUIINHBI

61-85

«YIIOBJICTBOPI/ITCJILHO»

OOyuaronuiics 0CBOUJ KOMIIETEHIIMH JTUCIUIIIIMHBI Ha
Bcex oTamax ux (opmupoBanus Ha 51-60 %, mokazan
3HaHUS Y4eOHOT0 MaTepuana B o0beMe, HE0OX0IMMOM
JUIsL JTAJbHEHMIIEro OCBOGHMS Y4EOHBIX MPOrpamMm, HO
JOIYCTWJI TNOTPEIIHOCTH B HW3JIO)KEHUU OTBETOB Ha
BOIIPOCHI Ounera W TP BBINOJHEHUH
SK3aMEHAIIMOHHEIX 3aJaHuil, 03HAKOMMIJICS C OCHOBHON
JIUTEPATYPOH, PEKOMEHI0BaHHOU IIPOrpamMMOoN;
CIpaBHICS € KOHTPOJIbHBIMU  3a/IaHUSIMH,
IIPELyCMOTPEHHBIMU paboueit IIpOrpaMMon
JUCLUILINHBI

51-60

«He
YAOBJIETBOPHUTEIbHO»

OOy4Jaromuiicss OCBOMJI KOMIIETCHIINY JUCIUILTAHBI Ha
BCEX dTamnax ux popMupoBaHus MeHee 4eM Ha 51 %,
OOHapyKWJI TPoOeIBl B 3HAHUAX Y4EOHOTO
MarepHaia, JONYyCTUII IPUHIMIHAIbHbIC OUIMOKH B

0-50




BBITIIOJTHEHUH KOHTPOJIBHBIX 3aJaHUM,
IIPEyCMOTPEHHBIX padbovel MporpaMMoit

JUCLUILINHBI

HNHuTerpajibHas OLeHKA

Kputepun TpaguimoHHas OleHKa bamibpHO-pedTHHIOBAs OLICHKA
5 5 86 - 100
4 4 61-85
3 3 51-60
2ul 2, Hezauer 0-50
54,3 3ager 51-100




