§@)0) - C/EMPAP CKU I
Ey00 MOAUTEX

YHUKANbHbR4=RBOTPAMMHbIA KITHOY:

476db7d4accch3refl130172be235477473dA3457266ce26b709040f73308008

WHOBPHAYKW POCCUUN

(henepanbHOE rocyAapcTBEHHOE bloaxeTHoe 0bpasoBaTeNbHOe yupexaeHune

BbiCLLero obpa3oBaHus

«CaMapCcKui rocyflapCTBEHHbIA TEXHNYECKUWA YHUBEPCUTET»

(PrbOY BO «Caml'Ty»)

YTBEP)X[AIO:

OupekTop hunnana ®ro0y BO
"CamI'TY" B r. HoBOKYIbbILLEBCKE

[/ T.N. 3ab60n0THN
" " 20 r.

PABOYAA NMPOrPAMMA AUCUUIJINHBI (MOLAYIA)

51.B.02 «KubepbesonacHocTb u Kpuntorpadus»

Kopn v HanpaBneHue NoAroToBKU
(cneumanbHOCTDb)

HanpaBneHHoCTb (npocunb)

KBanudpukauus
®dopma obyueHus
Fop Havyana NOAroToBKU

NHcTutyT / pakynbter

Boinyckalowaa kapenpa

Kadeppa-paspabotuuk

Ob0beM AUCUUNJIUHBI, Y. / 3.e.

®dopMa KOHTpOAA (MpoMeXyTo4Has
aTTecTauus)

13.04.02 2neKTpo3HepreTmKa un
3NEeKTPOTEXHMKA

Lndposasa TpaHcdopmauma 1 ynpasieHue
NMPOEKTaMu B 3/1eKTPO3HEepreTnke

MarucTp

3ao4Has

2025

Katenpsl ounvana ®rboOy BO "Caml TY" B T.
HoBokybbileBcke

Kaenpa "INeKTpodHepreTuka,
3/IEKTPOTEXHMKA M aBTOMaTU3aLmMA
TexHonornyeckux npowueccos” (H®- 33mATM)

kKaenpa "IHpopMmaTrKa 1 CMCTEMBI
ynpasaeHunsa" (HO-UnCy)

288 /8

3ayeT, dK3aMeH

Camapa 2025



51.B.02 «KubepbesonacHocTb u Kpuntorpadcdusa»
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1. MNepeyeHb NnaHUpyeMbIX pe3ynbTaToB 00y4eHUs Nno gucuunamHe (Moaynio),
COOTHECEHHbIX C NJaHUPyeMbiMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTeNbHOM

nporpamMmbi

HauMmeHoBaHue
KaTeropuu
(rpynnbl)
KOMMNeTeHL N

Kono un
HauMeHOBaHue
KOMMEeTeHLuu

Koo n HauMeHoBaHue
MHAMKaATOpPA AOCTUXKEHUSA
KOMMNeTeHunmn

Pe3ynbTaThl 00y4yeHus
(3HaTb, yMeTb, BNnageTh,
COOTHEeCEeHHbIe C
MHOMKATOpPaMM
DOCTUXXEHUA
KOMMEeTeHLUHU)

MpoheccnoHanbHble KOMNETeHU MK

He npenycMoTpeHo

MK-1 CnocobeH
y4acTBOBaThH B
yrnpasfieHum
npoekTamu u
UMdppoBbIM
pa3BuTUEM B
chepe
3NEKTPOIHEPreTUK
n

MK-1.6 icnonb3yeT MmeToabl
obecneyeHus
knbepbesonacHoCcTu

BnapeTb HaBblKaMu
NCMNOJIb30BaHNA METO/I0B
obecneyeHuns
kKnbepbesonacHoCcTn n
KpUnTorpaumnm

3HaTb MeToAbl obecrneyeHus
kKnbepbesonacHoOCTU n
KpunTorpauum

YMeTb UCN0/b30BaTh METOAbI
obecneyeHus
KnbepbesonacHOCTU K
KpunTorpaumm

2. MecTo gucuunauHbl (MOpynsa) B CTPYKType obpasoBaTesibHOW NPOrpamMMbl

MecTo AucuUMNANHBI (MOAYNA) B CTPYKTYpe 0b6pa3oBaTeNbHON NporpaMMbl: 4acTb, popMupyeMas
y4YyacTHUKaMu obpasoBaTesibHbIX OTHOLUEHUH

Kop,

KoM MpepwecTByowmne
eTeH AUCLUMJIUHDI
1]

MapannenbHO ocBanBaeMble

OUCLUMNANHBI

Mocnepylowimne AUCLUUMNIIUHDI




MK-1

MalunHHoe o0byyeHue B
3JIEKTPO3HEPreTUKe;
MVKpPONpOLLeCCOpHbIe YCTPONCTBA
pesieiHOM 3allUNTbl U aBTOMATUKUY;
HellpoHHble ceTu B cpefe R;
MnaHnpoBaHue
3/IEKTPOIHEPTETUYECKNX PEXXUMOB
3N1EKTPOIHEPreTNYECKUX CUCTEM;
Mpon3BoACTBEHHAsA MpaKTMKa:
NPoeKTHas NPaKkTUKa;
CTpaTerunyeckoe ynpasieHue
npoekTamMu LgpoBon
TpaHchopmauunm; YrnpasneHune
NMHOPMALMOHHON Cpeaon;
YnpaBneHue npoekTtamu B
3JIEKTPO3HEpPreTuke; YnpasneHme
pecypcamu n cepemcamu
NH(MOPMALMOHHBIX TEXHOOMMIA;
YnpaBfieHne puckamy B MpoeKTax
UM poBon TpaHcopMaLmu;
YCTPONCTBa TeNneMexaHuKu u
TefleCUrHanmsaumm; d1eMeHTbl
aKTWBHO-af4aNTUBHOM
3JIEKTPUYECKON CeTU

MoAroToBKa K npoueaype 3alnThl
1 3aLLmMTa BbIMYCKHON
KBaNM(pUKaLMOHHON paboThbl;
Mpon3BoACTBEHHAsA MpaKTuKa:
npesaunnioMHas npakTuka

3. Obbem AUCUUMNJIUHDI (MOJJ,yJ"I) B 3a4€THbIX egMHUUaX C yKadaHueM KoJsiniyecTtBsa
aKageMn4eCKux 4acos, BbigeJieHHbIX Ha KOHTAaKTHYIO pa60Ty Oﬁy‘-laIOI.IJ,VIXCSI C
npenopaBartesieM (no Bupam y'-|e6Hb|x 3aHATUM) U Ha CaMOCTOATEJIbHYIO pa60Ty

obyuvalowuxcs
B 1 cemecTp 2 ceMecTp 3 ceMmecTp 4 cemecTp
cero 4acos
. yacos / yacos / yacos / yacos /
Bupa yuebHomM / 4acoB B
. 4acoB B 4acoB B 4acoB B 4acoB B
paboTbl 3/1eKTPOHHOM - . . .
dbopme 3/1eKTPOHHOM | 3JIEKTPOHHOM | 3/IeKTPOHHOM | 3/IeKTPOHHOM
¢dopme ¢dopme ¢dhopme ¢dhopme
AypuTtopHas
KOHTaKTHas paboTa 12 4 5 4 7
(Bcero),
B TOM Yuche:
Jlekuunn 4 2 0 2 0
lpakTnyeckne 8 7 7 7 7
3aHATUSA
CamocTosTenbHas
paborta (Bcero), 265 32 104 32 97
B TOM Yuchne:
NoAroTOBKa K 3a4eTy | 32 32 0 0 0
NOATOTOBKA k 233 0 104 32 97
3K3aMeHy
KoHTponb 11 0 2 0 9
WToro: yac 288 36 108 36 108
UToro: 3.e. 8 1 3 1 3




4. Copep>XaHue aucumMniauHbl (Moayns), CTPYKTypupoBaHHoe no TeMaM (paspenam),
C YyKa3aHueM OTBeieHHOro Ha HUX KoJiIM4ecTBa aKaseMU4eCKMx 4acos U BUAOB
y4eOHbIX 3aHATUN

Bupbl yuebHOM
Harpysku u ux
Ne HauMeHoBaHMWe pa3gena AUCLUNIAMHI TPYAOEMKOCTb, Hachl
paspena
n3 | ne|n3|cec|Beero
YyacoB
1 Knbepbe3onacHOCTb B 3/IEKTPOIHEPreTUKe 4 10| 8 |265] 277
KoHtponb| O | O | O 0 11
Wtoro| 4 | 0 | 8 | 265 | 288
4.1 Copep>xaHue NEeKLNOHHbIX 3aHATUH
KonuyectBo
No HauMmeHOBaHue Cop,ep)Kal-me nekKuuum . yacos /
Tema nekKuum (I'Iepe‘-IEHb ONOaKTUYECKNX eguHnL: 4aCoOB B
3aHATHA paspena .
pacCMaTpMBaEMbIX MOATEM, BONPOCOB) | 3/IeKTPOHHOM
¢dhopme

1 cemecTp




KnbepbesonacHoCTb
B
3/71eKTPO3HEepreTmke

OcobeHHoOCTH
obecneyeHus
KnbepbesonacHoCcTH
B
3/1eKTPO3HEPreTrKe

AKTyaNibHOCTb KubepbesonacHocTu B
3NeKTpo3HepreTmke. KomneteHumn B
obnactn kmbepbesonacHoOCTM B
3NeKTpo3HepreTuke. NMoHATUE faHHBbIX,
nHhopmaumm. CBoncTBa MHGOPMaLINN.
Onepauunu ¢ aHHLIMK U NHGOPMaLMeNn.
OCHOBHblE TEPMUHBI: 3aLLNTa
NH(opMaLmm, knbepbe3onacHoOCTb,
yrposa, ysa3BMMOCTb, PUCK. 3aga4un
obecneyeHuns knbepbesonacHocTw.
ba3oBble npuHUMUNbLI KnbepbesonacHocTy.
YA3BUMOCTW B UHPOPMALIMOHHbIX
CUCTEMax B 3JIEKTPOIHEPreTUKE.
Knaccudukaums 3awmwaemon
NHgopMaumn. bazosble NPUHLMMLI
kubepbesonacHocTu. CyliecTByoLwmne
POCCUINCKNE N MHOCTPaHHbIE METOANKN 1
CTaHOapThbl obecnevyeHus
knbepbesonacHocTu. MpumMeHeHne
MoZennpoBaHus ansa obecneveHns
knbepbesonacHocTn. OCHOBHbIE MOAENN
knbepbesonacHocTu. Mogens ISO 27000
Knaccugmkauuns kmnbep-yrpos.
OcobeHHoCTH Knbep-yrpo3 Ha obbekTax
3N1EKTPO3IHEPreTUKN. TEXHOrEHHbIE
yrpo3bl. BHeLIHWE aHTPOMNOreHHbIe
yrpo3bl. BHyTpeHHe aHTponoreHHble
yrpo3bl. Knaccngumkaumsa cnocobos
obecneyeHuns knbepbesonacHocTw.
MpaBoBble cpefcTBa. OpraHM3aumnoHHbIe
cpencTsa. MporpamMMHbIe, annapaTHbIE U
anropuTMMYyecKkne cpencTea
YnpaBneHue puckamu. YnpasneHue
puckamu npu obecneyveHunn
6e3onacHocTy 06BbEKTOB
3N1EKTPO3HEPreTMKN. MeToanKM
yrnpasaeHua puckamum, Pacyet
9KOHOMMYECKON 3DHEKTUBHOCTH Mep
KnbepbesonacHocTy.

WToro 3a cemecTp:

3 cemecTp




KubepbesonacHocTb
B
3/71eKTpO3HEepreTuke

lpaBoBoe
obecneyeHune
knbepbesonacHocTn

Buabl 3aKoHO4aTENbHBIX Mep
obecneyeHmnsa knbepbesonacHocTn. Bugbl
NH(OopMaLKMK MO YPOBHIO 4OCTYrMa.
Poccuminckoe 3aKOHOAATENbCTBO B
obnactn kubepbesonacHocTL.
Poccuminckoe 3aKOHO4ATENbCTBO B
obnactn knbepbeszonacHocTy 06BHLEKTOB
3NeKTpo3HepreTmkn. EBponenckoe
3aKOHO[ATENLCTBO B 061aCTh
knbepbesonacHocTn 06bEKTOB
3NEeKTPo3HepreTukn. Mpumeps
NPOTUBOMPABHbLIX AENCTBUN.
OpraHu3aLnoHHble cpeacTsa
obecneyvyeHuns knbepbesonacHocTu.
3afayn opraHn3aLMoHHbIe CPenCTB
6e3onacHocTy Ha obbekTax
3N1EeKTPO3HEPreTMKN. Knaccudukauns
OpraHn3aunoHHbIX Mep. MoANTUKK
6e30MacHOCTX opraHm3auuu.
PernameHTbl 1 CTaHAapTbl B 061acTu
OpraHn3aumnoHHbIX Mep obecrneyeHns
knbepbesonacHocTn. OueHka
3(hHEKTUBHOCTUN OpPraHM3aLMOHHbLIX Mep.
Posin n npasa goctyna. Knaccngpukaums
TeXHNYECKNX CPeLCTB 3aLluUThl
NH(opMaumm. MporpamMMHble CPelCTBa.
KoHTponb gocTtyna. PesepsHoe
KOMMPOBAHWE, apXNBUPOBaHNE
yHU4TOXeHue. LnpposaHwue, VPN,
CeTeBOM 3KpaH, CKaHep ceTu 1 NopTosB.
AHTUBMPYCbI. KOMMIEKCHbIE CUCTEMb
3awmTbl. ObecneyeHne 3aLwmnThl
06BEKTOB 3/IEKTPOIHEPTreTUKI NPK
BHEAPEHNN LNDPOBbLIX TEXHOOM NN,
TexHn4yeckume mepbl: 3aMKU, yCTPONCTBA
NAEHTUMMKALMA N ayTEHTUDUKALNS
nosb3oBaTesNien, 3almnTHas
CUrHanM3aums, CUCTEMb
BMAeoHabnogeHns n T.4. MNprumepsbl Ha
06beKTax 31IeKTPOIHEPTETUKY
TexHu4eckoe obecneyeHmne
nporpamMmmHbix Mep. CpeacTsa (Moaysin)
LLOBEPEHHOW 3arpy3Ku, 3IeKTPOHHbI
KJII0Y, TOKEH. AIropuTMrnYyeckne
(KpunTorpauyeckme mMepsbl)
CUMMETPUYHbIE N aCUMMETPUYHbIe
CUCTEMBI, X3LU.

WToro 3a cemecTp:

WToro:

4.2 Copep>xaHue nabopaTopHbIX 3aHATUM

YyebHble 3aHATNSA HE peann3yoTCs.

4.3 Copep>XaHue NPaKTUYeCKUX 3aHATUN

Ne
3aHATUA

HaumeHoBaHue
paspena

Tema
npakKTuyeckKkoro
3aHATUA

Copep>XaHue NPaKTUYECKOro 3aHATuUs
(nepeyeHb AMAAKTUYECKUX eAUHULL:
paccMaTpVBaEMbIX MOATEM, BOMPOCOB)

KonuyecTtBo
yacos /
4YyacoB B

3JIEKTPOHHOM

¢dhopme




1 cemecTp

KnbepbesonacHocTb
B
3/1eKTPO3HEPreTrKe

Mpumepsbl
CYLLIeCTBYOLLMX

LM POBbLIX
NOACTaHUWN, KaK
NHCTPYMEHTa
umdgposmnsaymm
3JIEKTPO3HEPreTuKN

MoHsaTre undgposon nogctaHumu (LMNC).
Mpumepbl peannsoBaHHbIX 06bekToB LMNC
B Poccun. MprmMepsl peanusaumm
obbekToB LIMC 332 pybexxom. MpoTokon
MMS. MpoTokon GOOSE. MpoTokon SV.
OCHOBHbIE MONOXKEHNSA MOHATNA Bosblune
[aHHble. YMHasa aHepreTuKa.
becnnnoTHbIe BO34YLWHbIE CyLa.
IHCMeKUMnoHHbIe poboThl AN
AvarHocTtuku J13MN. HaseMHasa TexHuKa.
MHCheKuns 3N1eKTPUYeCcKnX CTaHL M.
NCcTOYHMKM BONbLUIMX AaHHbIX B
JHepreTUYecKon cncTeme. YnpasneHue
pecypcamm SHEPreTUYECKMX KOMMNaHNNA.

Wtoro 3a cemecTp:

2 ceMecTp

KnbepbesonacHocTb
B
3/1eKTPO3HEPreTrKe

NoSQL 6a3bl
DaHHbIX

BnnsHne ectecTBeHHbIX nomex. BausHue
NCKYCCTBEHHbIX MOMEX. 3aluTa oT
3/IEKTPOMArHUTHbIX MOMEX.
KnbepHeTuyeckas 6e3onacHoCTb
3HEepreTU4ecKon NHGPacTpyKTypbl. ONbIT
obecneyeHus kubepbesonacHoctn NMAO
«PocceTu». MoHATME TalHbI 1
NH(opMaL MK, FocyfapcTBEHHasA TaliHa.
ObuwepnocTynHaa nHhopmaumsa. NoSQL
6a3bl faHHbIX. [pyMepsl 6a3 AaHHbIX
NoSQL 1 06n1acTu nx NnpuMeHeHuUs.
JlocTonHcTBa 1 HepgocTaTkyn NoSQL.

WToro 3a cemecTp:

3 cemecTp

13

KnbepbesonacHoCTb
B
3/1eKTPO3HEpreTrke

KomMepyeckas
TanHa,
NHMopMaLma ong
cny>xebHoro
noJib30BaHUA

CucTteMa ynpasneHuns 6a3on LaHHbIX.
TpeboBaHMa NHPOPMALMOHHBLIX CUCTEM K
CYB[. MNepBblil Clly4ait MPUMEHEHNS
knbepopyxus B aHepreTuke. 0630p aTak
BMPYCHbIX MPOrpaMMHbIX obecrneveHuni.
PackpbiTvie nHpopmaumm IEC 61850.
MPOTOKONbHbLIN YPOBEHb. NHUMAEHTHI,
YyrpoXXatoLine HenpepbIBHOCTH
ynpassieHns. AHanum3 Tpaduka. DDoS-
aTaka (distributed denial-of-service).
bsknop. BHenpeHve BpejoHOCHOIO
nporpamMmHoro obecneyexus (MO).
MepexsaT TCP/IP. ®uwunHr. Ataka rno
cnosapto. Kommepyeckas TalHa.
VHdbopmaums ona cnyxebHoro
MoJib30BaHNS.

Wtoro 3a cemecTp:

4 cemecTp

16

KnbepbesonacHocTb
B
3/1eKTPO3HEPreTrKe

Beibop VPN-
CepBuUCoB

CTpaTervnv BeLeHUs pe3epBHbIX KOMuM.
Mpaswno 3-2-1. AMropuTMbl
wndposaHus. MporpaMmbl ong
wudgpoaHus. HeobxogmmocTb
ncrionb3osaHua VPN. YctaHoska VPN Ha
koMmnbloTep. CpaBHeHne VPN-cepBuCOB.

WToro 3a cemecTp:

UToro:




4.4. Copep>XaHue CaMOCTOATEIbHOU PaboTbl

HanMmeHoBaHue
paspena

Bupn
CaMoOCTOATEJIbHOM
paboTbl

Copep>xaHue CaMOCTOATEJIbHOM
paboTbi
(NepeyeHb OMOAKTUYECKMUX e ANHNLL:
paccMaTprBaeMbIX NOATEM, BOMPOCOB)

KonuyecrtBo
Yyacos

1 cemecTp

KnbepbezonacHoCThb B
3NEKTPOIHEPreTrKe

[MoaroToBKa K
3a4eTy

AKTYyanbHOCTb KnbepbesonacHoCcTn B
3NEeKTPO3HepreTnke. KomneTeHuUni B
obnacTn knbepbesonacHoCcTM B
INeKTpoaHepreTuke. MoHATNE AaHHbIX,
nHhopmaumm. CBoincTea MHGOPMaLUN.
Onepauun ¢ AaHHbLIMU 1 MHoPMaLMEN.
OCHOBHble TEPMUHBbI: 3aLUnTa
NHhopMaumm, kKnbepbesonacHoCTb,
yrposa, ysa3BMMOCTb, PUCK. 3ada4n
obecneyvyeHuns knbepbesonacHocTun.
ba3oBble NpuHLMMNbLI KMbepbesonacHOCTN.
YA3BUMOCTU B UH(POPMALMOHHbIX
CUCTEMaX B 3N1EKTPO3HEPreTUKe.
Knaccudukaums 3almuiaeMon
nHopmaumn. basosbie NPUHLMMLI
knbepbeszonacHocTu. CyuiecTeytoLine
POCCUACKNE N MHOCTPAHHbLIE METOANKN W
CTaHOapThl obecneyeHuns
kKnbepbesonacHocTw.

32

Wtoro 3a cemecTp:

32

2 ceMmecTp

KnbepbesonacHocTh B
3NEKTPO3HEPreTrKe

MoaroToBKa K
3K3aMeHy

MpuMeHeHne MOAENNPOBaHNA ANs
obecneyeHunsa knbepbesonacHocTun.
OcHoBHble Mogenn knbepbesonacHoCcTH.
Mogenb ISO 27000. Knaccudukauus
Knbep-yrpos. OcobeHHOCTU Knbep-yrpo3
Ha 06beKTax 3/1eKTPO3HepPreTUKN.
TexHoreHHble yrposbl. BHelwHre
aHTPOMNOreHHble Yrpo3bl. BHyTpeHHe
aHTPOMNOreHHsle yrpo3bl. Knaccmpukaumns
cnocobos obecreveHns
knbepbesonacHocTn. MpaBoBble
cpenctsa. OpraHu3aLnOHHbIe CpeacTBa.
MporpamMMHble, annapaTHble 1
aJiIropuTMmMyeckne cpencTsaa.
YnpasneHue puckamu. YnpasneHue
prckamu npu obecneveHun
6e3onacHoCTN 06bEKTOB
3NEKTPO3HEepPreTukn. MeToamku
ynpaBneHnsa puckamm. Pacyet
3KOHOMMYECKON 3NHEKTNBHOCTM Mep
KnbepbesonacHOCTW.

104

WToro 3a cemecTp:

104

3 cemecTp
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Bupabl 3aKoHO4aTENbHbIX Mep
obecneyeHunsa knbepbezonacHocTu. Buabl
NHGOPMaL MM NO YPOBHIO AOCTYyNa.
Poccuitckoe 3aKOHOA4ATENbCTBO B
obnactn knbepbesonacHOCTN.
Poccuitickoe 3aKOHOAATENbCTBO B
obnactn knbepbesonacHOCTN 06BLEKTOB
3NEeKTpo3HepreTnku. EBponerickoe
3aKOHOAATEeNbCTBO B 061acTu
kKnbepbezonacHOCTN 06BHEKTOB
KubepbesonacHocTb B | MoAroToBKa K 3N1eKTPo3HepreTukun. Mprumepsi
3NEKTPO3HEpPreTrKe 3K3aMeHy NPOTMBOMPABHbIX AENCTBUIA.
OpraHun3aumnoHHbIe cpeacTBa
obecneyeHuns knbepbesonacHocTun.
3aZla4yn opraHn3aLMoHHbIe CpeacTB
6e3onacHoCTM Ha obbekTax
3NEeKTPOo3HepreTnkun. Knaccnpukaums
OpraHM3aumnoHHbIX Mep. MonnTukn
6e30nacHOCTM opraHm3aumm.
PernameHTbl 1 CTaHAapTbl B 061acCTK
OpraHm3aumnoHHbIX Mep obecneyeHuns
knbepbesonacHOCTN.

32

Wtoro 3a cemecTp: 32

4 cemecTp

OueHka 3hheKTUBHOCTM
OopraHu3aLMoHHbIX Mep. Posin 1 npaBga
poctyna. Knaccugpukaums TeXHnYeckmnx
CPeAcCTB 3alLnThl MHOPMaLIUN.
[MporpaMMHble cpencTsa. KOHTPOb
focTtyna. PesepBHoe KonupoBaHue,
apXVBUPOBAHUNE, YHUYTOXEHME.
LWndpoaHne, VPN, ceTeBOM 3KpaH,
CKaHep CeTu 1 NopTOB. AHTUBUPYChI.
KoMnnekcHble CUCTeMbI 3aLlMThl.
ObecneyeHune 3aWnTbl 06bEKTOB
3JIEKTPOIHEPreTUKN NP BHELPEHUN
KnbepbeszonacHocTb B | [ogroToBka K LMDPOBLIX TEXHONOMNIA. TeEXHNYECKME
3/1IeKTPO3HepreTmKe 3K3aMeHy Mepbl: 3aMKK, YCTPONCTBA
NOEHTUPUKALNA N ayTeHTUdnKaumna
noJsib3oBaTesien, 3allUTHas
CUTrHaAM3aLumsa, CUCTEMbI
BuaeoHabnoaeHns u T.4. MNprMepsl Ha
0bbeKTax 31eKTPO3IHEPreTUKN.
TexHu4yeckoe obecneyeHne
nporpamMmHbix Mep. Cpeactea (Moaynu)
[LOBEPEHHOW 3arpy3Ku, 3N1eKTPOHHbI
K04, TOKEH. ANropuTMrnyeckmne
(KpunTorpaguyeckme mepbl),
CUMMETPUYHbIE N aCUMMETPUYHbIE
CUCTEMbI, X3LU.

97

WToro 3a cemecTp: 97

WUToro: 265

5. NMepevyeHb y4eOHOM nuTepaTypbl M y4ebHO-MeTOaMYECKOro obecneyeHus no
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AucuunnuHe (Mmoaynio)

No
n/n

Bbubnuorpaduyeckoe onucaHue

Pecypc HTb
CamlTY
(3BC CamI'TY,
IPRbooks n T.4.)

OcHoBHas nnTepaTypa

KnbepbesonacHOCTb 06 bEKTOB TOMIMBHO-IHEPTETUYECKOr0 KOMIMJIEKCa.
KoHuenuun, MeToabl 1 cpeactea obecnedyeHns; NHdpa-NHxeHepns, 2020.-

DNIeKTPOHHbIN

poctyna: https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||121800

1 Pexxum poctyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||98348
KpunTorpaduyeckmne Metoabl 3aWwmTbl MHGopMauumn. YacTb 1. OCHOBSI
) KpunTorpadgun; POCCMNCKUIA roCyLapCTBEHHbIA TMAPOMETEOPOI0rNYeCKIi DNEKTPOHHBIN
yHuBepcuteT, 2010.- Pexxmum gocTyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||17925
KpunTtorpadus n 6esonacHocTb ceTelr; IHTepHeT-YHUBEPCUTET 31eKTDOHHbIA
3 | MHdopmaumoHHbix TexHonorum (MHTYWUT), Ain Mn Ap Meauna, 2021.- Pexxum ef c
pnoctyna: https://elib.samgtu.ru/getinfo?uid=els_samgtul||iprbooks||102017 pecyp
OcHoBbl Km6e!c)6e3onaCHOCTm. CTaHpapThl, KOHLI,el'ILI,'I/II/I, MeToA4bl U CPpeacTBa 371eKTPOHHBIiA
4 | obecneyeHns; TexHocthepa, 2021.- Pexxum goctyna: g
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||108023 Pecyp
JononHuTensHas nuTepaTypa
VHhopMaumoHHas 6e30nacHOCTb 1 3allinTa HDopMaLmmn (pa3aenbl
5 KpunTorpadus n cteraHorpadus); Usgatenbsckuin Jom MUCKC, 2019.- DNEKTPOHHbIN
Pexxum goctyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||98171
OcHosbl kpynTorpaun; MHTepHeT-YHMBepcuTeT VIHhOpMaLMOHHbIX 31eKTDOHHbIA
6 | TexHonorun (MHTYWUT), A Mn Ap Meawna, 2020.- Pexxum goctyna: ef c
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||89455 pecyp
TeopeTunkKo-41cnoBbie MeToabl B Kpuntorpadgun. H.1; Pa3zaHCcKui y
- . DNEKTPOHHbIN
7 | rocynapCTBEHHbIN paanoTexHn4yecknin yHmeepcuteT, 2020.- Pexxum

pecypc

JocTyn obyyatowmxca kK IP HTb Caml TY (elib.samgtu.ru) ocylecTBnseTca nocpefCcTBOM 3/1IEKTPOHHON

NH(OPMaLIMOHHON 06pa3oBaTeNbHON Cpelbl yHMBepcuTeTa U caTta HTB Caml TY no nornHy u naposnto.

6. NMepeyeHb UHPOPMALUOHHBIX TEXHONOTUHN, UCMOJIb3YEMbIX NPU OCYLLLECTBJIEHUN
obpasoBaTenbHOro npouecca nNo AucuunauHe (Moaynio), BKAOYas nepevyeHb

nporpaMMHOro obecne4yeHus

Mpu npoBefeHNN NEKLUOHHbLIX 3aHATUNA NCcnonb3yeTca MyJ'IbTI/IMe,D,I/IIZHoe o6opyn,05aH|/|e.

OpraHu3oBaHoO B3auMoaeicTere obyyatolwerocs n npenofaBaTeNis C UCMOJIb30BaHUEM 3JIEKTPOHHOM

NH-hopMaLMOHHON 0bpa3oBaTeNbHOW Cpeabl YHUBEPCUTETA.

No Cnocob
HaumeHoBaHue MpoussoauTtensb
n/n pacnpocTpaHeHus
1 | MATLAB MathWorks . JInuEeH3noHHoe
(3apybexHblii)
5> | Adobe Reader Adobe Systerps CeoboaHO
(3apybexHblii) pacrnpocTpaHaemoe
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The Document
3 | LibreOffice Foundation
(3apybexHbli)

CsoboaHO
pacrnpocTpaHseMoe

AO «JlabopaTopus
4 |5 AHTmBuMpyc Kaspersky Endpoint Security Kacnepckoro» JInueH3noHHoe
(OTevyecTBEHHbIN)

7. NepeyeHb pecypcoB MH(POPMALMOHHO-TEIEKOMMYHUKALUOHHOU ceTU «VIHTepHeT»,
npogeccmoHanbHbiX 6a3 AaHHbIX, UHPOPMALMOHHO-CNPABOYHbIX CUCTEM

rl:;; HaumeHoBaHue KpaTkoe onucaHue Pexxum poctyna
3apybexxHble Ha3bl
1 | Science online http://www.sciencemag.org AaHHBIX
OrpaHNYeHHoro
fnocTyna

BUHWTW - Bcepoccumnckmm Poccuitckue 6asb

y AaHHbIX
2 | MHCTUTYT Hay4HO 1
. OrpaHNYeHHoro
TeXHUYeCKoi MHhopMaLmn
[oCTyna

Poccuickmne 6a3bl

dNneKTpoHHasa bubnnoTeka e S e o LaHHbIX
3 W3gaHuit CamrTY http://irbis.samgtu.local/cgi-bin/irbis64r_01/cgiirbis_64.exe Or PAHIYEHHOTO
focTyna

Poccuinckmne 6a3bl

dNeKTpOoHHO-bMbAnoTeyHas . . LaHHbIX
4 cuctema IPRbooks http:/fwww.iprbookshop.ru/ OrpaHnYeHHoro
[oCTyna

8. OnucaHue MmaTepuanbHO-TeXHU4YecKou 6a3bl, HeobGxoouMon gnsA ocyLecTBieHuUS
obpasoBaTesbHOro nNpouecca No gucuunauHe (Moayio)

JleKuMOHHbIE 3aHATUA

YyebHas ayauTopmsa ANa NpoBefeHNs 3aHATUI NEKLMOHHOIO TUMa, TEKYLLEro KOHTPOJIA 1
MPOMEXYTOYHOW aTTecTalnmn, OCHaLLEHHAs TEXHNYECKUMIN CpeacTBaMm obyyeHus, cyxawumm ons
npeacTaBneHmns y4ebHom nHhopmaumm 6obLIoN ayanTopnmn, Habop AEMOHCTPALMOHHOIO
obopyaoBaHuMA: 3KpaH, MPOEKTOpP, KOMMbIOTEP.

MpakTuyeckue 3aHATUA

KoMnbloTepHbI Knacc - y4ebHaa ayauTtopus Ans NpoBeAeHNs 3aHATUA CEMUHAPCKOro Tuna,
KYPCOBOI0 MPOEKTUPOBAHNSA (BbIMOSHEHUS KYPCOBbIX PaboT), rpynmnoBbIX U NHAMBUAYAJIbHbIX
KOHCY/IbTaLWIA, TEKYLLEr0 KOHTPOS U MPOMEXYTO4YHON aTTecTauun, obopynoBaHHas
crneumann3npoBaHHo Mebesnbio, KOMMbIOTEPHON TEXHUKON C OCTYMNOM B CeTb "HTepHeT" u
3NEKTPOHHYI0 UH(OPMaLMOHHO-06pa3oBaTebHYy0 cpeay Caml Y, MarHUTHO-MapKepHOW LOCKONR,
KOMMJIEKTOM JIMLLEH3MOHHOI0 1 CBOBOAHO PacnpoCTPaHAEMOro NPOrpaMMHOro obecrneyeHns, ykasaHHoOro
B pa3gene 6 HacToAawen paboyen nporpaMmel.

JlabopaTopHble 3aHATUSA

KoMnbloTepHbIN KJlacc - y4ebHas ayanTopus ons npoBefeHns 3aHATUA CEMUHAPCKOro Tuna,
KYPCOBOI0O NPOEKTUPOBaHMSA (BbINOJIHEHNS KYPCOBbIX paboT), rpynnoBbIX U UHANBUAYAJIbHbIX
KOHCY/NbTaLUMIN, TEKYLLEro KOHTPOJIA 1 MPOMEXYTOYHON aTTecTaunn, obopynoBaHHas

cneunann3npoBaHHom Mebesblo, KOMMbIOTEPHOM TEXHUKOM C fOCTYNOM B ceTb "UHTepHeT" 1
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http://www.sciencemag.org
http://irbis.samgtu.local/cgi-bin/irbis64r_01/cgiirbis_64.exe?C21COM=F&I21DBN=ELIB&P21DBN=ELIB&S21FMT=&S21ALL=&Z21ID=&S21CNR=
http://www.iprbookshop.ru/

3JIEKTPOHHYI0 MHOPMaLMOHHO-06pa3oBaTenbHyto cpeny Caml TY, MarHMTHO-MapKepHON LOCKOW,
KOMMJIEKTOM JINLLEH3MOHHOI0 1 CBOBOAHO pacnpoCTpaHAEMOro NnporpaMMHoro obecneyeHns, ykasaHHOro
B pa3gesne 6 HacTodAwen paboyen nporpammbl.

CaMmocToaTenbHas pabora
AynuTopus, OCHallleHHas KOMMbIOTEPHON TEXHNKOW C BO3MOXHOCTbIO MOAK/YEHUS K CETY
«HTEpHET» 1 C JOCTYNOM B 3IEKTPOHHYI0 MH(OPMALIMOHHO-06pa3oBaTeNbHY0 cpeny CamITY.

9. MeToaunyeckue MaTepualibl

MeToauyeckme pekomeHaaumm npu paboTe Ha nekuun

[0 nekuun CTYyOEeHT OOJIKEH NPOCMOTPETh Y4eOHO-METOAMNYECKYIO U HAay4YHYO InTepaTypy No Teme
Nekunmn ¢ Tem, 4yTobbl UMeTb NpeacTaBaeHne o npobnemax, KoTopsle byayT pa3bupaTbCs B NeKLUN.

Mepen HavasnoM nekumn obyyvatowmmcs coobuiaeTca TemMa NeKUWn, NaaH, BONpoCkl, noanexatlime
pPacCMOTPEHNIO, LOBOAATCSA OCHOBHbIE NUTEpaTypHble UCTOYHUKN. Becb y4ebHbil MaTepunan, cooblaemblii
npenojaBaTesieM, JO/HKEH HE MPOCTO NPOCAyLWNBaTLCSA. OH A0/KEH OblTb aKTUBHO BOCMPUHAT, T.e. YC/bIWaH,
OCMbIC/IEH, MOHAT, 3adMKCUpPOBaH Ha Bymare n 3akpenJseH B NnamsaTu. MpucTynas K cayLaHnio HOBOro y4ebHoro
MaTepuana, nosae3Ho MbICJIEHHO YCTAaHOBUTb €ro CBS3b C paHee M3y4yeHHbIM. Cneas 3a TEXHUKON YTeHUs
NeKkunn (aKLLeHT Ha CYLLEeCTBEHHOM, MOBbILLEHNE TOHA, U3MEHeHMe puTMa, Nay3sa 1 T.M.), HeobxoamMmo BCreq 3a
npenofaBaTesieM YMETb Bbl[€NATb OCHOBHbIE KaTEropuu, 3aKoHbl 1 ONPeeNiaTb UX coaepxaHue, npobnemsl,
npeanonaraTb UX BO3MOXHble pelleHns, okasaTeNbCTBa M BbiBOAbI. OCyLLeCcTBAAS Takylo paboTy, MOXHO
3HauYuTenbHo obnerynTb cebe NoHMMaHue y4ebHOro MaTepuana, ero KOHCNEKTUPOBaHNE U AalbHenlee
n3y4veHue.

KoHCcnekTupoBaHue nekuuyn no3sonseT obpaboTaTb, CUCTEMATM3NPOBATbL M Jyylle COXPaHUTb
NoNyYeHHY UHGpOopMauuto ¢ TeM, 4yTobbl B ByaywieM Mo)XHO BblI0 BOCCTAaHOBWTbL B MaMSATW OCHOBHbIE,
coaepxaTesbHble MOMEeHTbI. TUNMYHasa ownbka, coBepluaeMas 0byyatoLmnmMcs, 4OCI0BHOE KOHCMEKTMPOBaHME
peyn npenogaBaTens. Kak npasufio, Npu 3anucu «Cao0BO B COBO» He OCTAeTCs BpeMeHU Ha obayMbiBaHuE,
aHanM3 N cuHTEe3 uHdopmaunn. OTbMpasa HYXXHYO MHGPOPMaLNIO, FaBHbIE MbICAK, NPobaeMbl, peweHus un
BbIBOAbl, HEOOXOAMMO COKpaLlaTh TEKCT, CTPOUTL €ro Takum obpa3om, 4Tobbl MOTOM MOXKHO ObINO NIErKO B HEM
pa3obpaTbcs. XKenaTtesbHO 0CTaBUTb B paboymx KOHCMEKTax Mos, Ha KOTOPbIX MOXXHO ByAeT aenatb NOMETKU
N3 PEKOMEHIOBAHHOW NMTepaTypbl, OLOMOJHSAOWMNE MaTepuan MNPOCAyLWaHHOW NeKUuun, a Takxe
nogyepkumBatoLne ocobyto BaXXHOCTb TEX WM UHbIX TEOPETUYECKMX MONOoXeHUA. C OKOHYaHUEM JleKL UK
paboTa Hag KOHCMEKTOM He MOXET CYMTaTbCA 3aBepLUEHHON. HYy)XHO elle BOCCTaHOBUTb OTAE/IbHbIE MECTa,
NPOBEPUTb, BCE I MOHATHO, YTOYHUTb YTO-TO Ha KOHCYNbTauuu 1 T.M. C TeM, 4YTOBbl KOHCMEKT Mor BbITb
MCMONb30BaH B MPOLLECCE MOATOTOBKM K MPAaKTUYECKUM 3aHATUAM, 3a4eTy, 3k3aMmeHy. KoHCNekT nekuun -
He3aMeHVMbI y4eOHbIN JOKYMEHT, He0BX0AUMBIN 418 CaMOCTOATESIbHON paboThl.

MeTognyeckue pekoMeHOauunn rpun rnmoaroToBKeE pa60Te Ha MNPaKTN4YECKOM
3aHATUN

MpaKTu4yeckne 3aHATUS MO AWCLMUMIMHE NPOBOASTCSA B LENAX BbIpabOTKM NMPaKTUYECKUX YMEHUIA 1
NprobpeTeHNs HaBbIKOB B PELLIEHUI NPOGECCUOHANbHbLIX 3aay.
PekoMeHAyeTCsa cnepyioLlas cxemMa NoAroTOBKU K NPaKTUYECKOMY 3aHATHIO:
1. 03HakKoMJieHWe C MAAHOM MPAKTUYECKOro 3aHATWS, KOTOPbLIA OTpa)kaeT Cofep)XaHue
NpeaoXeHHOW TeMbI;
2. npopaboTKa KOHCMEeKTa Nekuuu;
3. YTeHne peKOMeHA0BaHHON MTepaTypbl;
4. NoAroToBKa OTBETOB Ha BOMPOCHI MJlaHa NPaKTUYECKOro 3aHATUS;
5. BbIMOJIHEHWE TECTOBbIX 3afaHWiA, 3a4a4 U ap.

MoaroToBka obyvaroLWwerocs K NpakTUYECKOMY 3aHATUIO MPOU3BOANTCA MO BOMpocaM, pa3paboTaHHbIM
AN KaXXLOW TeMbl NMPaKTUYECKMX 3aHATUA W (Maun) nekuuin. B npouecce noAroTOBKU K MPaKTUYECKNM
3aHATNAM, Heobxooumo obpaTnTb ocoboe BHMMaHME Ha CaMOCTOATENIbHOE M3y4YeHMe pPeKOMeHL0BaHHOM
JInTepaTypbl.
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PaboTa CTyAEeHTOB BO BPEMS NMPAKTUYECKOro 3aHATWS OCYLLECTBASETCS Ha OCHOBE 3afaHui, KOTopble
BblAATCS 0byyatoWMMcs B Havase Uiy BO BpeMs 3aHATUS. Ha MpakTUYeCKnX 3aHATUSAX NMPUBETCTBYETCS
aKTMBHOE y4acTue B 06CY)KAEHUN KOHKPETHbIX CUTyauuid, cnocobHOCTb Ha OCHOBE MOJIYYEHHbIX 3HAHWUNA
HaxoauTb Hawbonee 3hpeKTMBHbIE peleHns NMoCTaBAEHHbIX NpobneM, ymMeTb HaxoAUTb MOJe3HblIi
NOMONHUTENbHBLIA MaTepuan no TemaTuke 3aHATUA. Obyyalowmmca Heobxoammo obpallaTe BHUMaHME Ha
OCHOBHbIE MOHSATWSA, aNrOPUTMbI, ONPeAensTb NPAKTUYECKYI0 3HAYMMOCTb pacCMaTpMBaEMbIX BOMPOCoB. Ha
MPaKTUYECKUX 3aHATMAX 0byyatowmecs LO/KHbI YMETb BbINOJHWTL PacyeT Mo 3afaHHbIM NapaMeTpam uan
BblpaboTaTh onpeneneHHble pelweHns no obosHayeHHON npobneme. 3afaHna MoryT OblTb rpynnoBble u
VHAMBUAYaNbHbIE. B 3aBUCMMOCTM OT CI0XKHOCTW NpeAsiaraeMbiX 3afaHunii, uenei 3aHaTus, obLiei noaAroToBKM
obyyatoLmxcs npenoaaBaTeNlb MOXXET MOACKA3aTb 006yYaloWMUMCs aNropuT™ peLleHns nan nepeoe LencTeue,
NN yKasaTb obliee HanpaBfieHWe pacCyXAeHUA. MoNyYeHHble pe3ynbTaThl 06CYXXAALTCA C NO3ULNA X
afleKBAaTHOCTU UM 3(HEKTUBHOCTM B PaCCMOTPEHHON CMTYaLMN.

MeTognyeckue pekomMeHaauunn rno BblMOJIHEHUIO CaMOCTOSATEIbHON pa60Tb|

OpraHun3zauns camocToATenbHoW paboTel 06yYaloWwmMXCca OPUEHTUPYETCSH Ha aKTUBHbIE METOLbI
oBnafeHnsa 3HaHWAMWU, pPa3BUTUE TBOPYECKMX CMNOCOOBHOCTEN, Mnepexod OT MOTOYHOro K
NHAVNBUAYANN3NPOBaHHOMY 00y4YeHMIo C y4eToM NOTPebHOCTEN 1 BO3MOXKHOCTEN 0byyaloLerocs.

CamocToaTenbHas paboTa ¢ yyebHuKamu, y4ebHbIMK NocobusMn, Hay4yHoM, CNPaBOYHOM NUTEpPaTypoN,
MaTepuanaMu Nepuoanyecknx n3gaHuim n UHTepHeTa asnsetcs Hanbonee 3hPeKTUBHEIM METOLOM MOJTYyYEHNS
LOMOIHNTESIbHbIX 3HAHWIN, NMO3BONSET 3HAYNTENBHO aKTMBU3MPOBATb MPOLECC OBAALEHUSA UHDOPMaLNEN,
cnocobcTeyeT H6onee rnybokoMy yCBOEHWIO U3y4aeMOro MaTepuana. Bce HOBble MOHATUS MO M3yYaeMon Teme
HeobXx0AMMO Bbly4NTb HanU3yCTb N BHECTW B M10CCAPUiA, KOTOPLIA Lienecoobpa3Ho BECTU C CaMOro Ha4vasla
N3y4YeHns Kypca.

CamocTosATensHas paboTta peanmsyeTcs:

® HenocpeACcTBEHHO B NMPOLECCE ayAUTOPHBIX 3aHATUN;

® Ha NeKUUsX, NPakTUYECKUX 3aHATUSAX;

® B KOHTAKTe C NpenojaBaTefieM BHE PaMOK pacnucaHus;

® Ha KOHCYJibTauuMax no y4yebHbIM BONpoCcaM, B XO04€ TBOPYECKMX KOHTAKTOB, MPU NUKBMAALNN
3a[,0JDKEHHOCTEN, NPY BbINOJIHEHUN UHAUBUAYAbHBIX 3a4aHUA U T.4.;

e B bubnmoTeke, ooma, Ha Kadenpe npu BbIMOAHEHMUN 0ByYaOWMMCA Y4eOHbIX U NPaKTUYECKMX
3ajav.

S dpeKkTUBHLEIM CPefCTBOM OCyLLeCcTBAeHNS 00yvaloLmmMcsa caMoCcToATeNbHON paboTel ABnseTCA
3NEKTPOHHas MHDOpMaLnOHHO-0bpa3oBaTeNbHas Ccpefla YHUBepCUTETa, KOTopas obecneynBaeT JOCTyn K
y4yebHbIM nnaHam, paboyum nporpamMmam AUCUMNAWH (MOAyNen), NPakTUK, K U3LaHUAM 31E€KTPOHHbIX
H6UBNNOTEYHBIX CUCTEM.

10. ®oHA OLLEHOYHbIX CPEACTB NO AUCLUNIMHE (MOoAayIo)

®OHA OLIEHOYHbIX CPEACTB NPeCcTaBeH B NpuaoKeHun Ne 1.
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MpunoxeHue 1 k paboyel nporpamme OUCUUMAUHBI
B61.B.02 «Knbepbe3onaCcHOCTb 1 KpUnTorpadus»

DoHA, OUEHOUYHbIX CPEeACTB
no QUCLUNINHE
b1.B.02 «<KubepbesonacHoCcTb U KpunTorpadpua»

Kopn v HanpaBneHue NoAroToBKU
(cneunanbHOCTDb)

HanpaBneHHocTb (npocdunb)

KBanudukauums
dopMa obyueHus
Fop Havyana NoAroToBKU

NHcTuTyT / hakynbTeT

Beinyckaowas kadepnpa

Kadeppa-paspabotuuk

06beM OUCLUNJINHLI, Y. [ 3.e.

dopMa KOHTpoNA (NpoOMeXXyTo4yHasn
aTTecTauumn)

16

13.04.02 SneKTpoaHepreTnka un
3/IEKTPOTEXHMNKA

Lngposasa TpaHcopMaLns 1 ynpasrieHue
NpoeKTaMu B 3IeKTPOIHEPreTUKe

MarucTp

3ao04Has

2025

Kathenpsl omnvana ®rboy BO "CamI'TY" B T.
HoBoKy#bbILLIEBCKe

Kahenpa "2/1eKTpo3HepreTnka,
3NEeKTPOTEXHMKA U aBTOMaTU3aLNS
TexHonornyeckux npoueccos" (H®- 33mnATM)

kahegpa "IHhopMaTnKa N CUCTEMbI
ynpasaeHusa" (HO-UnCy)

288/8

3a4eT, dK3aMeH




MNepeyeHb NnaHupyeMmbiX pe3ynbTaToB 00y4yeHUsa no aucuunaumHe (Mmoaynio),
COOTHECEHHbIX C NJaHUPyeMbiMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTeNbHOM

nporpamMmbi

HauMmeHoBaHue
KaTeropuu
(rpynnbl)
KOMMNeTeHL N

Kono un
HauMeHOBaHue
KOMMEeTeHLUu

Koo n HauMeHoBaHue
MHAMKaATOpPA AOCTUXKEHUSA
KOMMNeTeHunmn

Pe3ynbTaThl 00y4yeHus
(3HaTb, yMeTb, BNnageTh,
COOTHEeCEeHHbIe C
MHOMKATOpPaMM
DOCTUXXEHUA
KOMMEeTeHLUHU)

MpoheccnoHanbHble KOMNETeHU MK

He npenycMoTpeHo

MK-1 CnocobeH
y4acTBOBaThH B
yrnpasfieHum
npoekTamu u
UMdppoBbIM
pa3BuTUEM B
chepe
3NEKTPOIHEPreTUK
n

MK-1.6 icnonb3yeT MmeToabl
obecneyeHus
knbepbesonacHoCcTu

BnapeTb HaBblKaMu
NCMNOJIb30BaHNA METO/I0B
obecneyeHuns
kKnbepbesonacHoCcTn n
KpUnTorpaumnm

3HaTb MeToAbl obecrneyeHus
kKnbepbesonacHoOCTU n
KpunTorpauum

YMeTb UCN0/b30BaTh METOAbI
obecneyeHus
KnbepbesonacHOCTU K
KpunTorpaumm

MaTpuua COOTBETCTBUA OL,EHOYHbIX CPeACTB 3aMnJlaHUPOBaHHbIM pe3yJibTaTaM

obyyeHus

Tekywuu | Mpomex
Kop uHpukaTopa yi P y
OueHoYHble KOHTPONb | TO4YHas
DOCTUXXEHMSA Pe3synbTaTbl 00y4eHUs
cpepacTBa ycneBaeM | aTrecTau,
KOMNeTeHLUUU
oCTH us
Kubepbe3onacHOCTb B 3/1IeKTPOIHEpreTuke
MK-1.6 Ncnonb3yeTt Bnaperb HaBblKaMyi NCMOJIb30BaHNS METO0B
MeToabl obecnevyeHuns | obecneveHuns knbepbesonacHoOCTY 1 TecToBble 3aaHuA Ha Ha
knbepbesonacHoCTH KpunTorpauunu
YMeTb 11CMN0/1b30BaTh MeToAbl obecneyeHus
A TecToBble 3aaHNA Oa Oa
Knbepbe3onacHOCTY 1N KpunTorpaunm
3HaTb MeToAbl obecrnevyeHus
TecToBble 3aaHuNA Ha Ha
Knbepbe3onacHOCTY 1 KpUNTOrpaLmm
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Komnerenimu:

O EHOYHBIE MATEPHUAJIBI 11O JUCHUIIJIMHE
«KHUBEPBE3OITACHOCTDb U KPUIITOT' PA®US»

OBPA30OBATEJIbHOM ITPOI'PAMMBI

13.04.02 JIEKTPOOHEPI'ETUKA U DJIEKTPOTEXHUKA
(IUDPPOBASI TPAHC®OPMALIUSA U YIIPABJIEHUE IPOEKTAMMU B DJIEKTPOSHEPI'ETUKE)

IK-1 CnocobeH yuacTBOBaTh B YIPaBICHUU MPOSKTaMU U HU(PPOBBIM Pa3BUTHEM B cepe dIEKTPOIHEPTeTHKH.

Howmep
3aJaHus

[IpaBun
BbHBIN
OTBET

CopaeprkaHue BoIpoca

Komnerennus

Howmep cemectpa,
B KOTOPOM
UCTIONb3YeTCs
3aJlaHue

A

BriOepute npaBUiIbHBIA BapUaHT OTBETA.

Ha pucynke nzobpaxkena cxema
CITHCOK MaEHIT

cybEeET obrerT

——

AETORHIAIHA
(BIIEOT, TIaf) 0B, BEWCETER 0N SEpAH M T.O1)

A) aBTOpH3aNus N0JIb30BATES
B) unentudukarms mons308aTes
C) ayrenTuduKaIms mMoib30BaTes

[IK-1

1

Bri6epuTe npaBUIIbHBIN BapHaHT OTBETA.

Kanan yreukn nupopMauu KOTOPBINA CBA3aH C
BO3MO>KHOCTBIO aHAJIH3a 3II0YMBIIIUIEHHHKOM 3BYKOBBIX BOJIH,
PacIpOCTPaHSIOIIMUXCS B BO3TyXe, BOSHUKAIOIINX MPH
pasroBope B 3aKPHITOM IMOMEIEHUU

A) BIIeKTPOMarHUTHBIA KaHa

B) BuOpoakycTnyecknii Kanaji

C) BusyanbHBIi KaHAT

D) undopmannoHHbIH KaHAT

[K-1

Bri6epuTe npaBMIIbHBIN BapHaHT OTBETA.

Onxum u3 OCHOBHBIX HPUHIIMIIOB o0ecrieyeHust
nHpopmanmoHHoH  OezomacHoct B ACOU  sBustoTcs
KOTOpBIN TOBOPUT O TOM, UTO
3amMTa  He JI0JDKHA oOecredyMBaThCs TOJBKO 3a CYET
CEKPETHOCTH CTpyKTypHOU opranmzaunu C3U u anropurmoBn
(YHKIMOHUPOBAHUS €€ TMOJICUCTEM. 3HaHHE alropuTMa
3alIUThl HE JOJDKHO JaBaTh 3J0YMBIIUIEHHUKY BO3MOKHOCTH
ee IIPEOI0JICHHUS WIIN CHI)KATh CTOMKOCTD 3aIlUThI

A) NPUHIUI CUCTEMHOCTH

B) npuHIMI KOMILIEKCHOCTH

C) npHHIMI HEPEPHIBHOCTH 3aIIUTHI

D) npuHImMn pasyMHO#N TOCTaTOYHOCTH

E) mpuHImn ruOKoCTH yNpaBiCHUS M MPUMEHEHHUS CHCTEMBI
3aIINUTHI

F) npuHOMN OTKPBITOCTH AJATOPHTMOB M MeXaHHW3MOB

3aLUTHI
G) npUHIMI TPOCTOTHl IPUMEHEHUS 3ALIUTHBIX MEP U CPEICTB

[K-1

Bri6epuTe npaBUIIbHBI BapHaHT OTBETA.
Ha pucynke nmoka3zaHa cxemMa KpUITOCHCTEMBI

[K-1




Homep | [IpaBun Copneprxanue BoIpoca Kommnerenuust | Homep cemectpa,
3a1aHUs | bHBIN B KOTOPOM
OTBET UCTIONb3YeTCs
3aJjaHne
S TS -
R e
A) paniieBoii
B) acummeTpuuHOit
C) cHMMeTPHYHOI
o. B  |BriGepure npaBUIIbHBIN BapHaHT OTBETA. [K-1 1
Ha pucynke moka3zana cxema KpUIITOCHCTEMBI
OTIIPABHTEIIb B IIOJIYYATEID A
! i
i SITOYMBINUTEHHIK i
A) paH1eBoi
B) acumMeTpu4HOii
C) cummeTpuyHOI
6. A |BriOepute npaBUIBHBIN BAPHAHT OTBETA. [K-1 1
Henocratkom MOJIeIeH MOTUTHK
6e3omacHOCTH MHPOPMAIIMOHHBIX CUCTEM SBIISIETCS X
Ooublias abCTPaKTHOCTb, YTO, 3a4aCTYI0, HE TI03BOJISIET
WCTIONIB30BaTh MPaBUIIa JIAHHBIX MOJIENIel KO BCEM CYOBEKTaM
1 00bEKTaM KOMIIBIOTEPHOU CHCTEMBI.
A) dopmaibHBIX
B) HedopmanbHbIX
7. D  |BriOepure npaBUIbHBIN BAPHAHT OTBETA. [K-1 1
OrnepartmoHHON CUCTEMOM OCHOBAHHOW Ha POJICBOM ITOJIUTHKE
0€3011aCHOCTH, SBIISIETCS
A) 0S/2
B) Unix
C) Linux
D) Windows
8. B  |Broibepure npaBUiIbHBIN BapuaHT OTBETA. [K-1 1
ITpu KoJIMYEeCTBEHHOM OIIEHKE CTOMKOCTH NMapOJIbHON 3alIUThI
yBEJIUYEHHUE JJIMHBI 1apoJIs IPUBOIUT K
CTOMKOCTH MapOJIbHON CHCTEMBI 3aLHTHI.
A) yMEHBIICHUIO
B) yBeauyenuio
C) HeM3MEHHOCTH
9. D  |BwiOepure npaBUIBHBIN BAPHAHT OTBETA. [K-1 1

B dopmyne konmudecTBeHHON OLIEHKE CTOWKOCTH MapoJIbHON
3amuTsl T 31O

7ok 7ok T
P:I T:I LT
S A

A) 4HCII0 BCEBO3MOXKHBIX APOJICH JTTHHBI




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

B) miuna maposs
C) ckopocTh miepebopa maposieit 30yMBIIIIIEHHUKOM
D) MaKCHMMAJILHBII CPOK el CTBHS NAPOJIs

10.

Bri6epuTe npaBUIIbHBIA BapHaHT OTBETA.

Ecnu cumBomBI ngpyeMoro TeKCTa NepecTaBiIsiOTCs 110
OTIpeICICHHOMY TIPaBIITy B TIpe/ieiax HEKOTOPOTro OJI0Ka ATOTO
TEKCTa, TO TAaKOH MeTo A MHU(POBaHHE HA3bIBACTCSA

A) [lTudposanue MOCTAHOBKOM

B) lliudpoBaHue nepecTaHoOBKOii

C) IlIudhpoBarre TaMMHPOBAHHEM

[IK-1

11.

BribepuTe npaBUIIbHBIN BAPUAHT OTBETA.

Bech anroputm mmdpoBaHus, KpOMe 3HAYECHHST CEKPETHOTO
KJTI0Ya, H3BECTEH KPUIITOAHAIUTHKY TPOTUBHUKA

A) npasuio Kepxodda

B) umdpa Le3aps

[IK-1

12.

BriOepute npaBUIbHBIA BapUaHT OTBETA.
Ha pucynke n3o0pakeH alnroputm

| HCXOIHBIH TEKCT |

‘ HawamsHast mepecTaHoBKa IP ‘

16 Fomou

T
pas tporaHie

KoHedHast nepectaHoeka IP -

A) ajaropurm, u3Ja0KeHHbI B crannapre DES (npuHATHIH

B CIIIA)

B) anroputm wmdQpoBaHHS NPHUHATHINA
Ne28147-89

B PO T'OCTom

[IK-1

13.

BriGepute nmpaBUILHBIA BapUaHT OTBETA.
Ha pucynke n300paxeH aaroputm
0

Hauarno (N, X)

1
S =(N, + X)mod 2*

Kowneu (N)

A) anropuT™, H3NI0KEeHHBIH B cTanaptre DES (mpuHATHINA B
CIIA)

B) aaroputm mmdpoBanusg npuHaThii B PO I'OCTom

[K-1




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

Ne28147-89

14.

Bri6epuTe npaBUIIbHBI BapHAaHT OTBETA.

B rtexnmomormm OUIl mnpu dopmupoBaHun
HCIIOIB3YIOT

A) dVyHKUNY XIMHPOBAHUS

B) umutoBcTaBKy

C) raMmmupoBaHue

naikecrta

[IK-1

15.

Bri6epuTe npaBUIIbHBIA BapHaHT OTBETA.

Arakwu, Ha3pIBaroTcs Takke DoS-arakamu (Denied of Service —
0TKa3 B 00cykuBaHuM). OTHOCATCS K

A) yrpo3am HapyuieHus KOHQHUICHINATBHOCTH HH)OPMAIHH
B) yrpo3am HapymieHus 1eI0CTHOCTH HHOpMAIIU

C) yrpo3zam HapyuieHusi pad0TOCOCOOHOCTH

[IK-1

16.

Uro Takoe HecankimonupoBauusiit foctyn (HCJ) x
nHpopmanuu?

Ortset: Hecankumonuposanuslii noctyn (HC) x nadopmanyn
—  JOCTyN, HapymalolMWi  yCTaHOBIEHHBIE  IpaBHJa
pasrpanndenus npocryna. CyOwekt, ocymectsistommid HCJI,
SIBIIACTCSl HApPYLINTEJIIEM MPaBHI pPa3TPaHHUYEHMs] JOCTYIIA.
HCA saBnsercs Hambosee  pacrlpoOCTPaHEHHBIM — BHJIOM
HapyleHni 06e30macHOCTH UHPOPMAITHH.

[K-1

17.

C Touku 3peHust UHHOPMAITMOHHOM OE30IMaCHOCTH BIIEIISIFOT
clleAyIoIyre cBoiicTBa MHGOpMaLUH: KOH(PUIESHIINATIBHOCTS,
LEJIOCTHOCTh U AOCTYIHOCTS. [laiiTe onrcanue STuM
CBOMCTBaM

Ortger:

KonduaenunansHocTh HHPOPMALIUT — 3TO €€ CBOWCTBO OBITH
W3BECTHOM TOJBKO AOMYIICHHBIM U TPOLIEIIINM IPOBEPKY
(aBTOPM30BAHHBIM) CYOBEKTAM CUCTEMBI. JIJIs1 OCTATBHBIX
CyOBEKTOB CUCTEMBI 3Ta HH)OpMAILIHSA AOJIKHA ObITH
HEU3BECTHOM.

LemocTHOCTH MH(MOPMAIINH — €€ CBOMCTBO OBITh HEU3MEHHOU B
CEMaHTHYECKOM CMBbICTIE TPU (PYHKITHOHUPOBAHUH CUCTEMBI B
YCIIOBHUSIX CIIYYalHBIX WM TPETHAMEPEHHBIX UCKAKCHHUIA WUITH
pa3pylIaIIX BO3IEHCTBUM.

HoctymHOCTh HH(OPMAITUH — €€ CBOMCTBO OBITH JOCTYITHOM
U1l aBTOPU30BAHHBIX 3aKOHHBIX CYObEKTOB CUCTEMBI,
TOTOBHOCTB CIYK0 K 00CITYKMBaHHUIO 3aIPOCOB.

[K-1

18.

[NepeuncnuTs NPUHIUIIBI 0OecTieueHUs UHPOPMAITHOHHOM
Oe3omacHOCTH B MH(DOPMAITMOHHON CUCTEMA

OtBer:

CHCTEMHOCTH.

KommiekcHocTtw.

HenpepsIBHOCTH 3aIITUTHL.

PasymHoOI joCcTaTOYHOCTH.

I'ubOkocTH ynpaBiaeHUs U IPUMCHEHHSI.
OTKpBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIIIUTHL.
. IIpocToThI MpUMEHEHNs 3aIUTHRIX MEP M CPEJICTB.

NoogkrwnE

[K-1

19.

IlTo MOJIPa3yMEBAIOT MOJI IICHHOCTHIO HH(pOopMarun?

[K-1




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

Ortgert: Ilox neHHOCTHIO MHpOPMAITIH TOHAMAETCS €€
CBOMCTBO, XapaKTepHU3YIOIee OTEPH COOCTBEHHUKA TAHHOK
WHPOPMALIUH [TPU PealIn3alliK ONIPeIelICHHON yTPpo3Hl,
BbIPpa’XCHHBIC B CTOUMOCTHOM, BDECMCHHOM JIM00 HHOM
3KBUBAJICHTEC

20.

[Nepeuncnuts Mepsl obecrieyeHns: 6e30MacHOCTH
KOMITBIOTEPHBIX CHCTEM (TP KIacCU(UKAIINH 110 CTI0cOo0aM
OCYIIIECTBICHHUS)

OrtBer:

— TpaBOBbIC (3aKOHOAATENBHBIE);

— MOpaJbHO-3THYECKHE;

— OpraHU3alMOHHO-aAMHUHUCTPATUBHBIC;
— (¢usnueckue;

— anmapaTtHO-TIPOTrPaMMHBIE.

[K-1

21.

[lepeuncnuts annapammuo-npocpammHuim Mepol 3aLTUThI
ABTOMATHU3UPOBAHHBIX cHCTeM 00pabOTKH HHPOpMAIIUU

OrtBer:

UACHTU(PHUKALUIO U ayTeHTUuKamo cyorekros ACOU;
— pasrpaHnyeHue goctymna k pecypcam ACOU;

— KOHTPOJIb LIEJIOCTHOCTH JaHHBIX;

— obecneueHne KOHQUACHIMAIBHOCTH JaHHBIX;

— ayaut coObiTuid, mpoucxosamux 8 ACOU,;

— pe3epBUPOBaHHE pecypcoB U KomnoHeHToB ACOMU.

[IK-1

22.

UTo MOHMMAIOT MO MOJUTHUKOH Oe301acHOCTH
aBTOMATHU3UPOBAHHBIX CHCTEM 00pa0OTKU HH(pOpMALIUHU?

OtBet: Ilon noaumuxoii 6ezonacnocmu (I1B) moHmMaercs
COBOKYITHOCTb HOPM, IIpaBUJI U MPAKTUYCCKUX peKOMeH}IaHHﬁ,
pEerJIaMEHTHPYIONUX — Mpoiecc 00padoTKHM  UH(pOpMaIHH,
BBITIOJTHEHHE KOTOPBIX OOECIIEUMBACT 3aIUTy OT 3aJaHHOTO
MHOJKECTBA YIpO3 M COCTaBIsieT HeoOxomumoe (a WHOTAA W
JOCTaTOYHOE)  yCIIOBHE  0e30MacHOCTH  KOMITBIOTEPHOU
CUCTEMBI.

[K-1

23.

Jatp onucanue TpaguIMOHHONW CHMMETPHUYHON
KPHIITOCHCTEME

OtBet: B cuMMeTprYHBIX KpUNTOCHCTEMAX (KPUIITOCHCTEMAX
C CEKpPETHBIM KIII0YOM) mu(ppoBaHue u nemuppoBaHue
WHPOPMALIUK OCYILIECTBIISIETCSI HA 0JHOM Kitoue K,
SBJIIONIEMCSI CeKpeTHBIM. PaccekpeunBanue Kiroda
mudpoBaHus BEJET K paCCEKPEUNBAHHIO BCETO 3aLIUIICHHOTO
obmena. /[y Toro, 4To0bI MOJUYEPKHYTH (HaKT UCIOIB30BAHUS
OJTHOTO ¥ TOTO € KJIfo4a B MH(paTope HCTOYHUKA U
nemmdparope moydaTesnisi COOOMEeHHH, KPUIITOCHCTEMBI C
CEKPETHBIMH KII0UYaMH Ha3bIBAIOT TAK)KE OJHOKIIIOYEBBIMH.

[K-1

24.

Uro Ttakoe ramma mudpa npu muppoBaHUUA METOIOM
TaMMHPOBaHUSA?

OtBer: B [lTamma  wugpa —  nceBmocitydaiiHas
MOCIIEIOBATENIEHOCTh, BBIpaOaThiBaeMasi 10 OIPEIEIICHHOMY

[K-1




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

aNTOPUTMY, HCIIONB3yeMass Uil  3alIH(POBKH  OTKPBITHIX
JAHHBIX U AeMH(POBKU IUPPOTEKCTA.

25.

IIepeuncinuTh 1BE OCHOBHBIE TPYIIIBI METOIOB PACUETA PUCKOB
0e301MacHOCTH aBTOMaTH3UPOBAHHBIX CHCTEM 00pabOTKH
nH(bOpMaITIU

OtBet: OOBIYHO BBIIEISIOT IBE€ OCHOBHBIE IPYIIIBI METOAOB
pacuéra puckoB Oe3onacHocTu. [lepsas rpymnmna mo3BosjsieT
YCTaHOBUTH YPOBEHB PUCKA ITyTEM OIICHKH CTETICHH
COOTBETCTBHUS ONpeIeIEHHOMY Habopy TpeOoBaHMIA 110
obecriedeHuIo HHPOPMALMOHHON 6€30I1aCHOCTH.

Bropas rpymma MeTo/10B OlIEHKH PUCKOB HH(POPMAIIMOHHOM
Oe3onacHocTH Oa3upyeTcsl Ha ONpeIeTICHUH BEPOSTHOCTH
peann3alty aTak, a Takke YpoBHeH ux ymepoa.

[K-1

26.

Jaiite onrcanue MpUHIMITY MTUGPOBAHUS TPEII0KEHHOMY
Ilennonom

Ortser: [IpuHIIMI MHOTOPa30BOT0 MHU(BPOBAHUS C TOMOLIBIO
MPOCTHIX KpUNITOrpaguyeckux npeodpa3oBaHuid ObLT BIEPBBIE
npeioxker LlleHHOHOM B paboTe: OH HCIOB30BAJ C 3TOH
LEJIBI0 TPeo0pa30BaHuUsl IEPECTAHOBKU M MOJCTAHOBKH.

[IK-1

27.

Hepe‘lI/ICJII/ITB KPpHUOTOCUCTEMBI C OTKPBITBIM KIIFOUCM

OrBet: Haubonee n3BecTHbIE KPUNITOCHCTEMBI C OTKPBITHIM
KITFOYOM:

o Prok3aunas kpunrocucrema (Knapsack Cryptosystem);

e Kpunrocucrema RSA ;

o Kpunrocucrema Dnb-I'amans - EGCS ( EI Gamal
Cryptosystem );

e Kpunrocucrema, OCHOBaHHAs HA

CBOMCTBAX UM THYECKUX KPUBBIX -

ECCS ( Elliptic Curve Cryptosystems ).

[K-1

28.

I[aTB OIIMCaHUC BHCKTPOHHO-HH(bPOBOﬁ oAU CHU

OtBet: DLII — 3T0 pEeKBH3HUT AIICKTPOHHOTO JOKYMEHTA,
MOJIyYEHHBIN B PE3yJIbTaTe KPUITOTPAPUISCKOTO
npeoOpa3zoBaHus HHYOPMAITUH C HCIIOIH30BaHUEM 3aKPHITOTO
KITF0YA TIOJIIIACH U TIO3BOJISIONININ TIPOBEPHUTH OTCYTCTBUE
HCKaXeHUS MH(OOPMAIIUU B SJICKTPOHHOM JIOKYMEHTE C
MoMeHTa (hOPMHUPOBAHUS TTOITACH (TIEIIOCTHOCTD),
MPUHAIISKHOCTH MOJIVICH BIIAIEIbILy cepTUUKATA KITF0Ua
MOAIMCH (aBTOPCTBO), & B CIIy4ae YCIICITHON POBEPKH
MOATBEPAUTH (PaKT MOAIMUCAHUS JEKTPOHHOTO JJOKYMEHTA
(HEOTKa3yeMOCTh).

[K-1

29.

B gem 3akmrogaercs mmudpoBaHUe TIEPECTaAHOBKOM ?

OrtBet: llludpoBanre nepecTaHOBKOHN 3aKITHOYACTCSA B TOM, YTO
CUMBOJII  OTKPBITOTO  TEKCTa  TIEPECTABJSAIOTCS IO
OTIpEICNICHHOMY TIPaBHITy B MpejiesiaX HeKOTOPOTo OJI0Ka 3TOro
Tekcta. JlaHHbIe TpeoOpa3oBaHUs MPHUBOIAT K HM3MECHCHUIO
TOJIBKO  TOPSJKA  CJICIOBaHWS  CHMBOJIOB  HMCXOJHOTO
COOOIIeHHS.

[K-1

30.

B uewm 3axmrodaercs mudpoBaHue 3aMeHOMN?

[K-1




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

OrtBet: llIudpoBanne 3amMeHON (TIOJCTAHOBKOM) 3aKIIOYAETCS
B TOM, YTO CHMBOJIBI MIH(PyeMOro TeKcTa 3aMEHSIOTCS
CHMBOJIaMH TOT'O K€ WJIM JIPyroro andaBUTa B COOTBETCTBUE C
3apaHee OrOBOPEHHON CXEMOU 3aMEHBI.

31.

[lepeuncnure Tpu THIa Yyrpo3 6e30macHOCTH HH(POpPMAITHT
OrtBert:

1. YTPO3BI HapyIICHUS KOH()HACHIINATHHOCTH
nH(pOpMaIny;

2. Yrpo3bl HAPYIIEHHUS IIETIOCTHOCTH HH()OpMAIINY;

3. YIpo3bl HapyIIeHUS PabOTOCIIOCOOHOCTH CHUCTEMBI
(0TKa3bl B 0OCITY’)KHBaHUN).

[IK-1

32.

UTto Takoe KpUInToaHanus3?
OtBet: Kpunmoananus — 3To HayKa O PaCKPbITUU UCXOJIHOTO
TeKCcTa 3amu(poBaHHOTO COOOIEeH s €3 JOCTyIa K KUy

[IK-1

33.

[Ipu nocTpoeHun cTORKUX MUPPOB HEOOXOAUMO
HCIIONIb30BaTh MPUHIMI paccenBanus. [laiiTe onucanne
MIPUHLIMIIA PACCEUBAHUS

OtBer:  Pacceusanue  mpennojiaraeT  pacHpoCTpaHEeHHE
BJIMSHHS OJHOIO 3HAaKa OTKPBITOrO TEKCTA HA MHOXECTBO
3HAKOB MHU(POTEKCTA, YTO TO3BOJISIET CKPBITh CTATHCTHUECKHUE
CBOMCTBA OTKPBITOTO TEKCTA.

[K-1

34.

[Ipu mocTpoeHnn CTORKUX MHUPPOB HEOOXOIUMO
WCIIONIb30BaTh MPUHIIMII IepeMeInBanys. Jlaite onucanue
MIPUHLIMIIA TIEpEMEIINBAHUS

OrtBeT: [lepememBanue npeanoaaracT UCIOIH30BAHNE TAKUX
mmdpyrommx  npeoOpa3oBaHUN,  KOTOPbIE  YCIOXKHSIOT
BOCCTAHOBJICHHE  B3aMMOCBSI3H  CTATUCTHYECKUX  CBOMHCTB
OTKPBITOTO M NIH(POTEKCTA.

[K-1

35.

[epeuncnuts npeioxkeHHple kpunrorpadom JlapceHom
KHyniceHOM MeTO/IbI KpUTITOaHAIHM3a OJIOYHBIX ITU(PPOB

OTtBet: kpunrorpad Jlapc Kayncen npeniaraer Ciemyromnyro
Knaccqu)m(aumo YCHCIIHBIX HUCXO0I0B KpuIlITOaHaIM3a
0JIOYHBIX IMHU(POB B 3aBUCHUMOCTH OT OOBbEMa M KauecTBa
CEKPETHOI MH(OPMAIUHU, KOTOPYIO YAaJIOCh MOTYYUTh:

- Ilonselii  B37IOM -  KPUOTOAHAJIUTUK  HU3BJIEKAET
CEKPETHBIN KITIOU.

- I'mobGanbHas meaykuus - KpPUINTOAHAIMTUK pa3padaThiBacT
(hYHKIIMOHANBHBIN HSKBHUBAJICHT MCCIEAYEeMOrO alTOpPHUTMAa,
MTO3BOJISIONIAN  3amM@poOBBIBATE W pacmu(pPOBHIBATH
nH(popMaIuio 6e3 3HaHHS KITI0Ya.

- YacTuuHas AEAYKIWS -  KPUNTOAHAIUTHKY  yJaeTcs
pacmudpoBaTh WK 3aTUPPOBATh HEKOTOPHIE COOOIICHHUS.

- WudopmarnmoHnHas AeTyKIUsS - KPUINTOAHAIUTHK TOJy4aeT
HEKOTOPYI0 MH(OPMAIUIO 00 OTKPHITOM TEKCTE WITU KITIOYE.

[K-1

36.

[lepeuncnure 4 Tana CAMMETPHYHOTO MTHU(PPOBAHUS,
3akpernénnoro 'OCTom Ne28147-89.

OTBeT: ANropuT™ NperycMaTpUBaeT YEThIPE PeXXUMa paboThI:
— mudpoBaHUE AaHHBIX B PEKUME POCTOH 3aMEHBI;

— mudpoBaHUE AaHHBIX B PEKUME raMMHUPOBAHMS;

— mudpoBaHHE JaHHBIX B PEKUME TaMMHPOBAHHUS C

[K-1




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

00paTHOM CBS3BIO;
— BBIpab0OTKa UMHTOBCTaBKH.

37.

Urto npeacTaBiseT u3 ce0sl IMUTO3AIINUTA?

OtBet: MuTO3amuTa — 3TO 3alIUTa CUCTEMBI MIH(PPOBAHHOMN
CBSI3M OT HAaBS3BIBAHHUS JIOKHBIX COOOLIEHHH, C LENbI0
OOHApy)KCHHUsT BCEX CIIydyalHBIX WM [PEeIHAMEPEHHBIX
HW3MEHEHUH B MaccuBe MH(opMaluu.

[K-1

38.

JJ1s 9ero UCroNb3yIOT EHTPHI pacipeelIeHus KITFOUei?

OtBeT: OOMEH OTKPBITHIMH KJIFOYaMHU B COBPEMEHHBIX
KpUNTOrpahuIecKUuX CeTAX, HACUUTHIBAIOIINX JCCATKH U 1aXKe
COTHH THICSY NIOJIb30BaTeNeH Oosee y100HO peaan30BbIBATS,
WCIIOJIB3YSl CTIEMANBHO BBIZICIEHHBIE TS 3TOTO LIEHTPhI
pacnpeeseHusl KIH4eH.

[IK-1

39.

[IpuBeauTe mpuMeps! OAHOHANIPABICHHBIX (QYHKIUN
WCTIONB3YIOMIUXCS B KPHIITOrpaguu

OTBeT:

Peanm3aris aciMMETpUYHBIX KPUTITOCUCTEM OCHOBaHA Ha
KCIIOJIb30BaHUM OJHOHAMNPABICHHBIX (YHKIIHH, HAIIPUMED:
IlenouncnenHoe ymMHOKeHUE; MOTyJIbHAS SKCIIOHEHTA

[IK-1

40.

[lepeuncnure rapaHTUH BBIIOIHEHHS YCIOBUH HCIIOIb30BAHUS
31eKTPOHHO-IIU(PPOBOH TTOAITUCH

OtBer: Hcnons3oBanue LIl mo3BossgeT rapaHTHPOBAThH
BBITIOJTHEHHE CIIETYIOMUX YCIOBHM.

1. JIuno mnm npornece, HACHTHQHIUPYEMbIA KaK OTIIPABUTENh
JNEKTPOHHOTO  JIOKyMEHTa,  JCHCTBUTENBHO  SBIISETCS
VHUIMATOPOM OTIPABIICHUS.

2. llenocTHocTh nepeaaBaeMoit nH(OPMAIIMU HE HapyIlICHa.

3. He pnmaer oTkazaTbcs JHIly, HIACHTUQHUIMPYEMOTO Kak
OTIPABUTENST BIIEKTPOHHOTO JIOKYMEHTa, OT 0053aTeNbCTB,
CBSI3aHHBIX C MOANMCAHHBIM TEKCTOM.

[K-1

41.

[lepeuncnure TpeOoBaHwWs K (YHKIHH XJIIUPOBAHHS, TPH
dhopmuposannu D1IT.

OtBer: OyHKIWEH XOIIMPOBAaHHUA HA3BIBAIOT  (DYHKITHIO,
CKUMAIOIYI0 COOOIIEHNE MPOU3BOJIILHON JUIMHBI, B 3HAUCHHE
(UKCUPOBaHHON AJTMHBI (HECKOJBKO AECATKOB MM COTE€H OUT),
1 00ajaIyl0 CBOMCTBAMH HEOOPAaTUMOCTH, PAcCCEeUBAaHHS U
YYBCTBHUTEJIBHOCTH K H3MEHEHHUSIM.

[K-1

42.

Kakoii crangapt B PO ucnons3ytot npu dopmuposanuu D117
OtBet: C 2001 roma nucnomp3yrOT
«KPUIITOTPAOUYECKAA 3AILIUTA UHOOPMALIUN»
I'OCT P 34.10-2001.

[K-1

43.

Uto moOHUMAIOT 1OJ] IU(PPOBBIM cepTUHUKATOM?
OrtBet: Ilog mudpoBeIM cepTHPUKATOM TOHUMAETCS
r(pOBOI TOKYMEHT, IOATBEPKTAIOIIHIA COOTBETCTBHE
OTKPBITOTO KITF0Ya HHPOPMAINH, NACHTHDHUITIPYIOIIEH
BJIajiefblia KIroua.

[K-1

44,

JlaiiTe onrcaHue UCIIOIBL30BAHUIO CEAHCOBBIX KITIOUEH, B

[K-1




Howmep
3a1aHUS

ITpaBun
BbHBIN
OTBET

CopneprkaHue Bompoca

KommereHius

Howmep cemecTtpa,
B KOTOPOM
HCIIONb3YETCS
3a/laHue

KOHLSTIINH UePapXHUH KIF0UeH py HHPOPMAIIMOHHOI 3aInTe
B MH(OPMAIIMOHHBIX CHCTEMaXx.

OtBeT: CeaHCOBBIE KIIFOUYHM HAXOISATCS HA CAMOM HIDKHEM
YPOBHE U UCTIONB3YIOTCS AJis u(poBanus naHHbIX. Korga stu
KITIOYH HEOOXOAMMO Oe30TMacHbIM 00pa3oM MepeaaTh MEeXIy
y3JlaMH CeTH WK 0€30MacHO XPaHUTh, UX MUGPYIOT ¢
MIOMOIIIBIO KITFOUEH CIIeAYIONIET0 YPOBHS

45.

Onumute paboTy MPOTOKOIAa 0HOPa3oBhIX Kiouer S/KEY
Ortger: [IpoTokon ognopazosbix kiaroueii S/KEY ocHoBan Ha
HE3aBUCHUMOM (POPMHUPOBAHUH KIHMEHTOM U CEPBEPOM
MOCJIEI0BAaTEILHOCTH OJJTHOPA30BBIX MapoJieii, OCHOBAaHHON Ha
obmiem cexkpete K. [Ipu 3TOM 3HaHHE 3710YMBIIUICHHUKOM
OYepeTHOTO MapoJIsl, MePEChUIaeMOro Ha Qase
ayTeHTU(UKAIMY, HE IaeT eMY BO3MOKHOCTH BBISICHUTD
CJIEAYIOUIMH apoJib

[IK-1

46.

st obecniedueHust MOUIMHHOCTY KaHajla CBSA3H, M 3aIlIUTHI OT
aTaK [MOBTOPAaMH B aBTOMAaTU3UPOBAHHBIX HH(OPMALIMOHHBIX
cUCcTeMax MCIOJb3YIOT METOJ MEXaHN3M OTMETKH BPEMEHH.
JaiiTe onucaHue 3TOMy METOAY.

OtBet: Mexanuzm ommemku pemenu 3aKII04aeTCs B TOM, YTO
JUIL  KaXIO0TO IEPechlIaeMoro COOOIIEHHs (QUKCHPYETCs
BpeMs. DTO MO3BOJISIET KAKIAOMY CyOBEKTY CETH ONpPENEIHTh,
HACKOJIBKO CTapo IpHIIEAlee COOOLUIEHNE, U OTBEPrHYTh €ro,
€CITU TOSIBUTCS] COMHEHHUE B €T0 MOJUIMHHOCTH.

[IK-1

47.

Uro npezacrapisieT co00i kudepOe30nacHOCTh?

OtBet: KubepOe30omacHOCTh (€€ HHOT]a Ha3hIBAIOT
KOMIIBIOTEPHOH 0€30MaCHOCTBI0) — 3TO COBOKYITHOCTh METO/I0B
Y TIPaKTHK 3alUTHI OT aTaK 3JI0YMBIIIICHHUKOB JJIsI
KOMITBIOTEPOB, CEPBEPOB, MOOMIILHBIX YCTPOKUCTB,
3JIEKTPOHHBIX CUCTEM, CETEH M JaHHbBIX.

[K-1

48.

Uro Takoe kubepreppopu3m?

OT1BeT: KubepreppopnsM — KOMITIEKC HE3aKOHHBIX TCHCTBHIA
B KHOEPIPOCTPAHCTBE, CO3JAIOIINX YTPO3y TOCYIapCTBEHHOM
0€301aCHOCTH, JJMIHOCTH B 00IIeCTBY. MOXKET IPUBECTH K
MopYe MaTepHaIbHBIX 00BEKTOB, NCKAXKEHUIO HH(OpMAIUU
i Apyrum npobnemam. OCHOBHOM 1LieNbl0 KHOepTeppopu3Ma
SIBJISICTCS BIIUSIHUE HA PEIICHUE COIIMATBbHBIX, YKOHOMUYECKHIX
Y TIOJTUTHYECKUX 3a]1a4.

[K-1

49.

Haiite onurcanne NHPOPMAITMOHHO-TICUXOJIOTHYECKOMY
TEPPOPU3MY

OtBeT: HHPOPMALMOHHO-TICUXOJIOTUIECKUH TEPPOPHU3M —
KoHTpousb Hax CMMU ¢ nenpio pacnipocTpaHeHus
ne3uHpopManuu, ciIyxoB, JEMOHCTPALMH MOLIH
TEPPOPUCTUUECKUX OPraHU3ALMI; BO3ACHCTBUE HA
OIEepaTopoB, pa3pabOTUUKOB, IPeACTaBUTENEH
NHGOPMALMOHHBIX U TEIEKOMMYHHKALMOHHBIX CUCTEM IyTEM
HACHJINSI WM YIPO3bl HACWIINS, ITOJIKYTIA, BBEICHHS
HapKOTUYECKUX U IICUXOTPOIHBIX CPENCTB, UCIOJIb30BaHUE
METOJIOB HEWPOJIMHTBUCTUUECKOr0 MPOrpaMMHUpPOBaHUs,
TUITHO34a, CPECTB CO3AaHUH WIIIO3UI, MyJIbTUMEINHHBIX
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Homep | I[IpaBun ConepxaHue Borpoca Kommnerenuust | Homep cemectpa,
3a1aHUs | bHBIN B KOTOPOM
OTBET UCIIONB3YeTCs
3a/1aHue
CPEICTB JUisl BBOAA MH(OPMAIIMH B ITOJICO3HAHUE U T. 1.
50. - Haiite onrcanne HHPOPMAITMOHHO-TEXHUIECKOMY TEPPOPUIMY [K-1 2

OtBeT: UHPOPMAIIMOHHO-TEXHUUECKUI TEPPOPU3M—
HaHeceHHe yuiepba OTHeNbHBIM (PU3MUECKUM DIIEMEHTaM
nHGOPMALMOHHOH Cpellbl TOCYAapPCTBA; CO3AAHUE ITOMEX,
WCIIOJIb30BaHHUE CIIEIUAIBHBIX IPOTPaMM, CTUMYIHPYIOIIUX
pa3pylLIeHHEe CUCTEM yIpaBlIeHUs, WK, HA000POT, BHEIIIHEE
TEPPOPUCTUUECKOE YIPABICHUE TEXHUIECKUMH 00bEKTaMH (B
T. 4. caMoJIieTaM1), OMOJIOTHYECKHE U XUMHUYECKUE CPECTBA
paspyueHus dIEMEHTHON 0a3bl U T. JI.; YHUUTOXKECHUE WITH
aKTUBHOE ITOJIaBIICHNE JTUHNMN CBA3H, HENPAaBUIBHOE
aJipecoBaHre, HCKYCCTBEHHAS MEPETpy3Ka y3I0B KOMMYTAIHH
UT. I




TecToBbIe BONPOCHI M0 AucHUILINHE «KnOep0e30nacHOCTh B JHEPreTHKe»

1. Ha 4ro momkHBI OBITH HampaBiIEeHBI MEPHI IO 00ECTIEYEHUIO HHPOPMAITMOHHOM

oezomacuocTu?

a.
b.
c.

d.
€.

Obecnieyenne KOHGpUIACHIMAIBHOCTH
ObecrieueHne akTyalbHOCTU HH(POPMAIUH
Obecneuenne TOCTYIIHOCTH JAHHBIX
Oobecneyenne HeJI0CTHOCTH HHPOPMALIUH
ObecnieyeHue apxuBauu uHGOpMaIu

2. YTo u3 npeyoKeHHOT0 MOXHO Ha3BaTh BPEIOHOCHOM TPOrpaMMoii?
a. IIporpaMmma, BHINOJHAKINAA CKPBITHIH MATHUHT

b.

[Iporpamma, coBepliaroniasi HEKEIaTENIbHbIE JIEUCTBUS B pPE3YyJIbTATE
OIMOOYHBIX MHCTPYKIIMHA pa3padoTurKa

[Iporpamma aHanu3a ceTeBOro Tpaduka

HenunensnonHnoe nporpaMMHoe obecrieueHue

[Iporpamma CkaHMpPOBaHUS y3JI0B CETH

3. Yro Ttakoe yreuka uHpopmanuu?
a. IIpouecc HEKOHTPOIMPYEMOr0 pacnpocTpaHeHUsI HHPOPMALUH
b. IIpouecc packpbiTUS CEKPETHOM UH(pOPMALIMU

C.

d.

.

[Tporecc yHUYTOXEHUS HHPOPMAITIH

[Tporecc BHeceHUs: B MH(OPMALMIO JTOXKHBIX CBEICHUH, MPUBOISAIINX K
HapyIICHUIO pab0Thl UHPOPMAITMOHHON CUCTEMBI

[Tpouecc nepexsara ceTeBOro Tpadpuka

4. YTo MOXHO CUMTATh HECAHKIITMOHUPOBAHHBIM BO37ICHCTBHEM Ha WH(OpMaIuio?

a.

c.

Hoayuenue 3alUIaeMou UH(popMaALMU c HapyUIeHHEeM
YCTAHOBJIEHHBIX MPaBUJI

HecankunonnpoBanHoe TOAKIIOUYeHUE K BHyTpeHHed WiFi cetn
KOMIaHUU

YcnemHasi ataka ¢ 1HeJbI0 BbI3BATH 0TKa3 padoThl Bed-CePBHCOB
KOMIIAHUM

[Tapcunr BeO-caiiTa KOMITAHUH

CkaHMpOBaHUE y3JIOB CETH KOMITAHUU

5. Kakas kaTeropus Jiuil sIBJIsIeTCSl HanOoJiee pUCKOBAHHOMU JIJI KOMIIAHUU C TOYKU

3peHUs HapyIIeHUs1 0€30MacHOCTH?

a.

COTPYIIHHKI’I KOMITaHUA



b. UneHsl cemeil COTPYTHUKOB KOMIIaHUU

c. Iloapsauuku, nuua, paboTaroiye mo I0roBOpy

d. 370yMBINIUTIEHHUKH, XaKepbl, KPUMUHAIBHBIC CTPYKTYPHI

e. [locerurenu, muiia mpuUrIaIeHABIC IO KAKOMY-TO JTUOO TTOBOIY

6. Kakue cymiecTBytoT METO/IbI 3aIIUThI HH(OpMALUn?
a. IlpaBoBbie
b. Opranu3zanmoHHbIE
c. CrpaxoBbie
d. Anaiutuueckue

e. Ludpossie

7. Ha undopManvoHHyl0 CHCTEeMy KOMIIAaHUHM Oblja MpPOBEACHA YCIEIIHAs aTaka.
Kakue nocneacTsust 3Toi aTaku MpeACTaBIsAI0T HAUMEHBIIIYIO OMIACHOCTh?

a. IMoayuyeHue 10CTyna K BHYTPEHHEH CeTH KOMIIAHUM

b. IlomyueHue nonb30BaTEIBCKOIO AOCTYIA K (haiiIOBOMY CEpBEPY

c. [omydyenue nonbp30BaTENbCKOTrO JOCTYyNA K MEPCOHATBHOMY KOMIIBIOTEPY
PSIIOBOTO COTPYIHHUKA

d. [Momyyenne aAMHUHHCTPATUBHOTO JOCTyHa K TIOYTOBOMY CEpBEpY
KOMIIaHUH

e. IlosydeHue nocTyna Kk MapHipyTU3aToOpy CETH

8. UTo M3 nepeuncIeHHOro MOKET IONaJaTh CXEMY MOIIIEHHUYECTBA (PUILNHL?

a. Ha cobecenoBanum KaHauaaT MpOCUT pacnedarars ¢ (piadimku pesrome. Ha
¢Id1IKEe HAXOAUTCS KOJI, YCTAHABJIMBAIOIINN BPEIOHOCHYIO IPOrpaMMy

b. Cekperapto pykoBoauTeNns (¢uinajia KOMIAHUU 3BOHHUT '"HOBBIN
aupekTop" permoHambHoro pasButusa. "dupektop" Tpebyer CcpodHO
IIPUCIJIATh CMETHI 10 MPEAII0JIaracMbIM KOHKYPCaM Ha €T0 JIMYHYIO [104TY,
IIOCKOJIBKY B JIAHHBI MOMEHT Yy HEro HeT AO0CTylla K KOpPIOpPaTHBHOMU
noure

c. Ha moury mnpuxoaurt yBeaoMJieHMe OT MOMNYJSIPHOTO HWHTEPHEeT-
MaraduHa 0 Heo0X0AMMOCTH OOHOBUTH MH(popMauuw o cede. s
3TOr0 NMpPeAJIaraeTcs nepeiTH Nno cChlIKe, pa3MELIeHHON B MUCbMe

d. MoleHHUK aHAJIM3UPYET )KECTKHUE JUCKH Y KYIUICHHBIX BY KommbroTepoB
C IEJIBI0 MOUCKa KOH(PUISHIIMATBHON HH()OpMALIUU

e. Knumatudeckyro TEXHHKY  KOMIIAHMM  OOCIY>XKMBAa€T  CTOPOHHHM
cienpaiict. B momenT TO KOHAMIMOHEpA, CIEHHAIMCT IIPOCHUT
MEHe/Kepa MOKUHYTh CBOE pabouee MecTo. MeHeKep yXOAUT, OCTaBIssA
KOMIBIOTEP HE 3a0J0KUPOBAaHHBIM



9. Ha 001men0cTylIHOM KOMIIbIOTEPE OPraHU3aluy COTPYIHUK A 0OHapy»X Ui, 4To
COTPYAHUK B He OCyIlIecTBHJI BBIXOJ M3 CBOEr0 MOYTOBOrO akkayHTa. Kakue
NEUCTBUS COTPYIHUKA A OynyT SIBISATHCA HapyLICHUEM 3aKOHOoAaTenbcTBa PD?

a. CoTtpyaHuKk A  BBI3BIBACT CHEHHANUCTAa 1O  WHGOPMALMOHHON
0€30IacHOCTH U COO0IIAeT 0 mpobdiieme

b. CorpynHuk A mpocMaTpuBaeT Mo4Ty, ¢ Heabio onpeneaurs ®UO un
oTaes cOTpyaAHnKa B, 4To0b1 cOO0IUTH €My 00 OTVIOLIHOCTH

c. CoTpynHMK A OCYLIECTBIISET BBIXOJ U3 aKKayHTa COTpyaHUKa B

d. CoTpyaHuK A B IPUCYTCTBHHU CBUAETE/ISI MEHSAET APOJIb COTPYIHUKA
B, 4T00BI NPEIOTBPATUTH YTEYKY HH(POPMALMHU

e. CoTpynHHK A HE NpeaPUHUMAET HUKAKUX JIEHCTBUMA

10.ITycts U — noTeHIMaIbHO BO3MOXKHAS BEJIMYMHA YIIepOa py pacpOCTpaHEHUH
uHpopMmanuu, V — MOTEHUUAIBHO BO3MOXHAs BEJIWYMHA BBITOABI TPH
CBOOOJHOM pacHpOCTpaHeHUU HH(GOpPMAIMHU, P — BEPOATHOCTH IPOSIBICHUS
yimepba B Tepuoa KU3HEHHOTO IuKiIa WH(pOpManuu, q — BEpPOSTHOCTD
OpOSIBICHUS]  BBITOABI B MEPUOJ ~ SKM3HEHHOTO IMKJIa MPH CBOOOIHOM
pacnpocTpaHeHIH HHPOpMAIUH, Z — BeIMYMHA 3aTpaT Ha 3allUuTy HHPOPMAIUH.
[Ipn kakoMm ycioBHM 11€J1€CO00Pa3HO OTHECTH WMH(MOPMALKMI0O K HH(POpPMAIUH
OTPaHUYEHHOTO JOCTYyIa?
a. U*p-V*q+Z>0
b. U*p-V*q+Z<0
c. U*p-V*q-Z>0
d. U*p-V*q-Z<0
e. U*p+V*q-Z<0

11.Y10 U3 nepeuncieHHOro NonajaaeT moJi KAaTeropuio NEPCOHAIbHBIX TAHHBIX?
a. ®amuiusi, UM, 0TYECTBO
b. ®otorpadus Ha macmopt
c. Cenenusi 00 ymepiuem
d. O0bsiBJIeHMEe HA TOABE3/1e ¢ YKa3aHUeM (haMUJIUM KIJIbLA U pa3Mepa
€ro J10JIra 1o omjiare 3JeKTPOIHEePrun
e. Bce nepeuncnennoe
12.4t0 W3 TEepeyUCICHHOTO ToMajaeT Ioj KaTeropuio  OOIIeI0CTyIHas
uHpopmarus?
a. Mudopmanus, pa3MmenieHHas Ha KOPIOPATHBHOM CepBepe, JOCTYI K
KOTOPOM MOJKHO TOJYYUTh JIIOOBIM CYOBEKTOM M3 BHYTPEHHEU CETH
KOMIIaHUH



b.

C.

d.

13.Kakue

Nudpopmanus, pasMelieHHAs HA KOPIOPATHBHOM cepBepe, J0CTYIl K
KOTOPOH MOKHO MOJYYUTh U3 ceTH UHTEepHeT

Nudopmanus, pa3MelieHHas Ha KOPIMOPATUBHOM CepBEpE, MOCTYI K
KOTOPO MOXHO TOJY4YUTh CyOBEKT, O00JIaJaromuM HEOOXOAUMBIMU
IIpaBaMu

Hwuuero u3 nepeuncieHHOro

N3 BO3MOXXHBIX CO6I)ITHI>1, MOryT MnpcAaCTaBJLITh YIpo3y  OJIA

nH(popMarmoHHOM 6e30macHOCTH?

a.

b.

HNudopmarmonHas pacchbuIKa 10 OpraHu3aiui 00 YIaCTUBITUXCS CITydasix
BHUPYCHBIX aTaK U TpeOOBaHWEM COOJIIONATh TOJDKHOCTHBIC HHCTPYKITUN
IIucbMO 0T pyKOBOAMTEIIS NTOAPA3/AC/JICHNISI, B KOTOPOM HA OCHOBAHUM
NPUKAa3a M0 OPraHu3auvu TpedyeTcsl YCTAHOBUTb KPUTHYECKOE
00HOBJICHHE ONIEPALMOHHOM CUCTEMbI

IIucbMO0 OT oTaea KaapoB ¢ NPOCLOOM NPHCIATH NACHOPTHBIE
manabsie 1 CHUJIC

[TucbMO OT TIIABHOTO DHEPTETHKA C MPEAYNPEKACHHEM 00 OTKIIOUYCHUN
ANIEKTPUYECTBA B HEKOTOPOM MPOMEKYTKE pPabodero BpeMeH!

[IuceMo pexilaMHOrO Xapakrepa, NPEAJIararolero CKUAKA B KPYITHOM
TOPrOBOM LIEHTPE BAILIETO rOPOAa

14.CoTpyiHUKOM OBLI yTEpsIH MapoJib K OJHOMY W3 CEpBUCOB KomIanuu. Kakue
JENUCTBUS TOMYCTUMBI C TOYKH 3pEHHS] HHPOPMALIMOHHON 0€301macHOCTH?

a.
b.

d.

[TormpocuTh y KOJUIETH MapOoJib U MPOIODKUTE paboTy MO €r0 aKKayHTOM
3anpocuTh W TMOJYYUTh IO TOYTE OT CHEHUAIMCTOB TEXHUYECKOU
IIOAAECP/KKU HOBBIM 1apOJIb

JIMYHO TONYyYUTh OT CHEUHAIMCTOB TEXHUYECKOW IOJJIECPKKA HOBBIU
napoJib Ha TPAJAUIIMOHHOM HOCHUTEJE, HampuMmep, Oymara. YHHUUTOXKHUTh
HOCHUTEJb TTOCJIE COXPAHEHUS B HAZAEHKHOM MECTE MapoJis

Hu oanH U3 npeayioKeHHbIX BADUAHTOB

15.Kakue w™epsl OynyT Haumbosee >(PGEeKTUBHBI Uis CHIDKEHUs yuiepba ot

CTUXUWHBIX SBJICHUI?

a.
b.
c.

d.
€.

[IporpammubIE
3aKoHOIATEIILHBIE
Opranu3zaumoHHbIE
Kpunrorpaduueckue
Creranorpaguyeckue



16.Kak Ha3piBaeTCsi omepaius MO0 MPEIOCTaBICHUIO OIMPEACIICHHOMY JIUIY WM
KpYyTY KpYTY JIUII [IPaB Ha BHITIOJIHEHUE HEKOTOPBIX IEUCTBHI?

a. ABTopusauus

b. Ayrentudukanus

c. Unentundukanus

d. Ykazanue

e. Crnenuduxanus

17.Ut0 #3 MOpeAIoKEHHOTO TMOAXOAWT TIOJ ONUCaHHuE JIBYX(aKTOPHOM
ayTeHTUUKaun?

a. HeobGxomumocTh JBAXKIbI MPEIOCTABUTD CUCTEME apoJb,
ayTeHTU(PUKAIIAS CYUTACTCS BBHITIOJIHEHHOW B CITy4ae UX COBITAICHUS

b. HeoOxomuMoCTh NBaXIbl TMPEAOCTABUTh CHUCTEME JIOTUH W TapOJb.
IIepBblii pa3 mpu BXOJE B CHUCTEMY, BTOPOM pa3 4Yepe3 HEKOTOPBIU
MIPOMEKYTOK BPEMEHH

c. HeoOxoaumocts mnpeaocraButb cucremMe PIN kox u ormedarok
najbua

d. HeoOXxoauMOCTh TIpH pETHUCTpAIlMU yKa3bIBaTh PE3EPBHBIM MOUYTOBBIMA

SIIITUK

18.BriOepuTe cepBHUCHI MOBBINIAIOIINE YPOBEHH O€30MACHOCTH.

a.
b.
c.

d.
e.

HNaentudukanus v ayreHTU(pUKaAnms
CrpykTypu3aius XxpaHuMou uHpopMaIuu
KammpoBanue oOpabaTeiBaemoii nHGopMaIuu
Cikarue nepenaBaeMbIX JaHHBIX
IIpoTrokoMpoBanue U ayauT

19.Yto u3 mepedyucieHHOTO sBIsgeTCs HamOosiee A(PGEKTUBHBIM CPEACTBOM OT
CETEBBIX aTaK?

a.
b.

C.
d.
e

IIpumenenue ¢gaepsoJia

[IprMeHEHE aHTUBUPYCHBIX ITPOTPAMM

JKypHanupoBaHue 1eHCTBUH ITOJIb30BATENS B CETU

ITocemenne TOIBKO «HAAEKHBIX» HTEpHET-Y3710B

Hcnonp3oBanue cepTUPHUIMPOBAHHBIX Opay3epoB HpU JOCTYIE K CETH
HNurepner

20.C kakoi uenvio npumensitorcs DLP-cuctembl (cucTeMbl NpenOTBpalleHHs

yTeueK)?



bnokupoBanue mnepecplaeMoil HMH(OpPMAalNKMKU HAa OCHOBE IMPaBUI
MPOTOKOJI\XOCT\ITOPT

BelyucieHue COTPYAHUKOB, IUIAHUPYIOIIMX CMeHY padoThl, A/
MHMHMMH3AIUM PUCKA YTeYKHM JAHHBIX BMeCTe € YBOJbHAIOIIMMMCS
Ka/ipamMu

[Touck BupycoB B (aiiyiax nepechlIaeMblX B MECCEHKepax

AHaJIN3 COAEP/KMMOIO0 IEKTPOHHBIX ITHCEM

AHanu3 OTKpBITHIX MOPTOB HA y3JIax CETH, i€ yCTaHOBJICH KiaueHT DLP-
CUCTEMBI

21.Kakue 3aga4u CTOSIT EPEl CUCTEMON OOHAPYKEHUSI BTOPIKEHUH ?

a.

b.

ITouck aTak HaNMpaBJIEHHBIX HA MOBbILLIEHUE PUBHJICTHI

3aaum aHaJOTUYHBIE MEKCETEBOMY dKpaHy, HO paboTa CHCTEMBI BEJIETCS
Ha YPOBHE y3J1a CETH

W nentuduxaius noiab3oBaTesiell HA OCHOBE UX OMOMETPUUYECKUX JTAHHBIX
AHaau3 TpaduKa HA COBNaJeHHe C CHTHATYPAMM aTaKu

AHanmu3 JaHHBIX C BHJCOKaMep OTCISKHUBAIOIINX IMEPEMEILECHNE
NEPCOHAJIa KOMITAHWY Ha OXPaHsAEMON TEPPUTOPUN

22.Yt1o0 u3 nepednciaeHHoro Oyner onpeseneHo aHTuBupycHbIM [1O kak TposiHCKast

BUpYyCHas mporpamma?

a.

b.

BpenonocHas mnporpamMma, paclHpOCTPaHSAIOLIASCA  CaMOCTOSITENBHO,
IIyTEM MEPEMEILEHUS CBOEH KOIIUU C OJTHOI'O HOCUTEISI HAa IPYTOu
BpenoHocHasi mnporpaMMa, CCbLIKY Ha KOTOPYIO I10J1b30BaTelb
NoJIy4YnJ B nmucbMe kak OecmiiatHoe IO ¢ HEKOTOPBIM MOJIE3HBIM
(pyHKUMOHAJIOM

Bpenonocnas nporpaMma, pacpOCTpaHAIOLIAsACS Yepes3 JTOKAIbHYIO CETh,
UCIOJIB3YS OLUMOKHU aJIMUHUCTPUPOBAHMUS

BpenonocHas nporpamma, criocoOHast BHEAPATh CBOW KOJ B TEJIO APYTHUX
IporpaMm

23.Kakue M3 MEepEeUUCICHHBIX MEP MOXHO OTHECTHM K anmnapaTHO-TEXHUYECKUM

MepaM 3aiuThl HHGopMaun?

a.
b.
C.
d.
e.

IHoxapHasi cHrHAIM3aLUs

PernmameHT Conp30BaHMs KOPIOPATUBHON HH(GOPMAIIMOHHON CUCTEMBI
TpynoBble cornamenus, OnpeaeIIIoIe OTBETCTBEHHOCTh COTPY/ITHUKOB
BuomMerpuyeckas cucreMa ayreHTH(PUKALMHU 10J1b30BaTe el
PernameHT tocTyna B cepBEpPHOE MOMEIICHHE



24 Kakue U3 NepedyuCICHHBIX MEpP MOXKHO PEKOMEHIO0BaTh IJs 00ecredeHUs
LEJIOCTHOCTHU 0a3bl JAHHBIX?

a. [lpumeHeHHe TEXHONOTHIA MPEAOTBPAILIEHUS yTeueK HHPOpMAITUU

b. IIpumMeHeHNE MEKCETEBOTO dKpaHa

c. IlpumeHeHue TeXHOJIOIMI pe3epPBHOI0 KONMPOBAHUSA

d. IIpumenenue HekoTOpPbIX TexHOJMO0rUil RAID (M30bITOYHBIA MaccuB
auckoB), HannpuMmep RAID 1 niau RAID 5

e. OmpeneneHue B MOJIUTUKE OE30MIACHOCTU 3alpeT MOJAKIIOYEHUS K Oaze
JaHHBIX W3BHE, BBEJEHUE TpeOOBaHMI K CIOKHOCTH IapoJiei
N0JIb30BaTeNeH 0a3bl JaHHBIX

25.Kakoil u3 TpenyoKEHHBIX CHOCOOOB MOXXHO PEKOMEHJIOBATh MJIs 3allUTHI
IPOrpaMMHOT0 O0OeCTeueHus! OT HECAaHKIIMOHUPOBAHHOTO PACTIPOCTPAHEHHUSI?
a. AHTUBUPYCHOE ITPOTPaMMHOE OOeCrieueHue
b. DJeKTpOHHBIN (ANMAPATHBIN) K04
¢. MexcereBou dKpaH
d. CpencTtBa yHUUTOXKEHHS HOCUTENEH HHPOpMAITUU
e. Cucrema oOHapyXeHHs BTOP)KCHUN

26.C xaKoi LIeNbI0 IPUMEHSIETCS alnapaTHbIA TOKEH?
a. YcTpoilcTBO, 1S yaaneHus: MHGOpMaIK B Cllydae ee Kpaku
b. YcrpoiicTBo, mpuMeHseMoe 1)1l TOUCKA yTEPSIHHON MOOMILHON TEXHUKH
C. YCTpPO#CTBO, HCIIOJIb3YyeMOe /ISl YIIPOIIEHUS ayTeHTU(UKALNHT
d. YcTpoiicTBO, 1Jis MOKCKa BPEIOHOCHBIX MPOTPaMM

277.KakoBbI BOBMOKHOCTH MEKCETEBOI0 3KpaHa?
a. [loBbllIeHNE MPOITYCKHOM CIOCOOHOCTH CETH
b. 3amuTa OT BUPYCOB M cllaMa
¢. Pa3pemenue Tpauka coriiacHoO yKazaHHbIM NPaBUjIaM
d. 3anper Tpaduka corjiacHO yKazaHHbIM NMPaBUJIaAM
e. [Iudposka/pacmmdpoBka nepenaraecMoi nHGopmaruu

28.C xaKo# 1eJTbI0 MOYKHO MCTIOb30BaTh XAMI-PYHKITUN?
a. Jliis xpaHeHus: mapoJieu
b. Jlns mmdposanus/paciumdpoBanust HHGOPMAIMKA HA KECTKOM JTUCKE
c. Jlist pacyeTra KOHTPOJIbHBIX CYyMM MPH Mepeaaye JaHHBIX
d. lns mmdpoBanus/paciumdpoBanuss HHPOpMAIMK TMEpeaaBaeMon 1o
OTKPBITHIM KaHaJlaM CBSI3U
e. Jlnsa mpoBepku 3amm@poBaHHOTO COOOIIEHHS HA KPUIITOCTOMKOCTh



29.YTo saBnsieTcs cliabblM MECTOM CUMMETPUYHOTO IIH(PPOBAHUS?

a.

30.Yto

DTO ycTapeBIMe CrnocoObl MUGPOBaHUS, B HACTOSIIMA MOMEHT HE
UCTIONIB3YIOTCS

MepnurenbHbple W TPyAOEMKHE METOAbl IM(poBaHUs, Tpedyromue
CYIIECTBCHHBIX BHIUUCIUTEIHHBIX MOIITHOCTEH

CymecrByer mnpodjemMa mnepegauyd KjiIw4a UPPOBAHUS MEXKIY
HCTOYHUKOM U MPHEMHUKOM JTaHHBIX

Heo0xoauMocTh Haauuus JBYX KIIFOUEH, 4TO YBEITUYMBACT BEPOSITHOCTH
yTeUKH HH(OpMaLIUU

U3 TPUBECACHHOIO MOXHO OTHECTM K JOCTOMHCTBAM  MCTO/J0B

ACHMMETPUYHOTO MIH(ppoBaHUs?

a. Bo3MOKHOCTH OTHPABJATH KJKWY A MUGPOBAHUA JAHHBIX 10

b.

OTKPBITHIM KaHAJIaM CBSI3U
Huzkue TpeOoBaHUS K BBIYMUCIUTEIHHBIM MOITHOCTSM TIPH MIH(PPOBAHUH
U pacuInppoBaHUU

VYBenuueHne CKOpOCTH Mepeadyn JaHHBIX 3a CYET C)KaTusi MHPOpMaluu
npu mUppoOBaHUU

Manast [iMHa KIro4a 3a CYeT 4ero 0OEeCreurBaeTcsi BHICOKAs CKOPOCTh
mudpoBaHus U paciImpoBaHUs

Bo3MoxkHOCTE 00X01UTHCS 0€3 Kitouel mmdppoBaHus

31.Kakue pyHKIIMHU MOXKET 00€CIIeYUThb JIEKTPOHHASI TIOIMUCH?

a.

b.

c.

d.

.

KonpunennmnansHayio cBs3b
HckiaovyeHue 0TKa3a 0T COO0IIEHUS
IMoaanHHOCTH COOOIIEHUS
IHesocTHOCTD COO0IIEHUA
AKTyaabHOCTb COOOIIICHUS

32.KakuM OCHOBHBIM CTaHJAPTOM PErNIAMEHTUPYETCS MHDOPMAMOHHBIA 0OMEH

YCTPOMCTB pesieHOM 3auThl HU(POBBIX MOACTAHINN?

a.
b.
C.

MJIK-61850
MOK-61131
1§0%6)

d. CHUII

33.Ins1 oOecriedyeHus: HAAEKHOCTH W HKUBYYECTH LMQPPOBBIX MMOJCTAHIUN

MIPUMEHSIIOT

a.

JyOnupoBanue QyHKIUN



b. JlyOnupoBaHue yCTPOMCTB
c. Hdyb6muposanue JIBC u kananoB cBs3u
d. Bcé BpimenepeyncjieHHOE

34.0OcHOBHbIE TpeOOBaHMS K Ie€peAadye MIHOBEHHBIX 3HAYEHU TOKa U
HaIpsDKEHMS 110 IIMHE IpolLiecca:

a. BpInoJiHeHHe IMCKPEeTU3ANNH aHAJOTOBbIX CUTHAJIOB € BBICOKOI
4acToTOM J1s1 o0ecneyeHnsi KOPPEKTHOM padoThl ajaropurmoB P3A.

b. ObecneueHne MUHMMAJIBLHOM 32/1€PKKHU MPH Nepeiayve JAHHbIX B
peajibHOM BpeMeHH, a TAK/Ke CHHXPOHHM3aLHUsl U3MepPeHuii 10 BpeMeHu.
c. Ilepenarorcs TONBKO NEUCTBYIONIME 3HAUEHUS TIPOMBIIIIEHHON YaCTOTHI
d. OGecnieueHre BO3MOKHOCTH BHISIBJIEHUSA NMOTEPb U MCKAKEHU I
JAHHBIX NPHU HUX Nepeaaye

35.Br16epute 0oHO HauboIee BepHOE onpeesieHre uppoBoil TpaHchopMaIuu:
a. aBToMaTH3alus 0OpabOTKHU NaHHBIX B IU(pPOBOM PopMmaTe
b. KOMIBIOTEpU3aIUs MPOU3BOJCTBEHHBIX IPOIIECCOB
C. CO3JaHUe HOBBIX OM3HeC-MO/IeJieil U MPoIecCcOB MMyTeM BHepPeHHs
HU(PPOBBIX TEXHOJIOT UM
d. 3ameHa aHajOroBOro crnocoba nepeaavyu JaHHbIX Ha HUPPOBOI

36.BribepuTte nBe Hanbonee BaxkHbie TexHoJoruu Unmyctpun 4.0 u3
MEePEeUNCICHHBIX:
a. knOep-PpusnyecKue CUCTEMBbI
b. OecrnpoBoaHas mepenaya JaHHBIX
C. aBTOMHJIOTHI
d. HCKYCCTBEHHbII MHTEJIEKT
e. 3D-neuars

37.BuiOepute BEpHBIC yTBEPIKICHUS:
a. TepMUHBI U(PPOBHU3AIUA U HHDOPMATU3AIINS - CHHOHUMBI
b. TepmuHbl uMdppoBU3anud U HHPOPMATH3ALUA UMEIOT
NPUHIHUNNAIbHBIE OTJIHYHSA
C. TEpMUHBI ITU(POBU3AIUS U KOMITBIOTEPU3ALNS — CAHOHUMBI
d. TepMUHBI UM(PPOBU3ALUA U ABTOMATH3ALMA UMEIOT
NPUHIHUNNAIbHBIE OTJIHYHSA

38.Ut0 comep uT DAECKTPOHHBIN IKCILTyaTAIMOHHBINA TACTIOPT 000PY1I0BaHUS
COTJIACHO MPOEKTY (BBIOEPUTE OJIMH BapUAHT)?



a. XapaKkTepPUCTHUKH 000pYyA0BaHMSl, HCTOPHIO IKCIJIYyaTAIIUM U
JAOKYMEHTAIUIO (CXeMbI, YePTEKH)

XapaKTEPUCTUKN 000PYIOBAHUS U JOKYMEHTAITHIO (CXEMBI, YePTEXKH )
TOJIBKO MACTIOPTHBIC JAHHBIE 000PYIOBAHUS

TOJIBKO HICHTU(PUKATOP 000PYIOBAHUS U UCTOPHIO IKCILTyaTaIHH

© a0 o

XapaKTEPUCTUKN 000PYIOBAHUS U JOKYMEHTAITHIO (CXEMBI, YEPTEHKH )

39.Ykaxure TEXHOJOTUH, KOTOpPbIE OTHOCATCS K [IpoMbinnennoMy HTEpHETY
BelleH:
a. paguovacrorHas uaeHrupuranus (RFID)
b. HaKONMUTEIHN SHEPTUU
¢. uudposbie IBOMHUKHU
d. TeXHOJIOrUM BBICOKOCKOPOCTHOTO 0€CIIPOBOAHOI0 00MEHA TaHHBIMHU
€. aHAJOrOBbIE KOMITBIOTEPHI

40.BriGepute npuMepbl, KOTOPbIE MOKHO OTHECTH K IPUMEHEHUIO TEXHOJIOTUU
[IpombinuieHHOTO MIHTEpHETA BElEW B YHEPTETUKE:

a. CO3J1aHr€ MPUKJIAAHOrO MPOTPaMMHOI0 0OeCIeUeHus sl pacyera
PEXKUMOB DJIEKTPUUECKOHN CETH

b. co3panue nngppoBoro ABOMNHUKA CHI0BOI0 TpaHncpopmaropa

C. BHEJpPEHME KOPIOPATUBHON MH(POPMALIMOHHON CUCTEMBI Ha
npennpustan TOK

d. co3paHMe NMPHKJIAIHOIO MPOrPAMMHOIO0 O0ecriedeHus IS
HHTEJUIEKTYAJIbHON JHATHOCTHKHU COCTOSHUSA JJIEKTPO00OPYAOBaHUSA
10 COOUPaEeMbIM € HEr0 JAHHBIM

41.Yro BrIIOYAET B ce0s MpaBoBas 3amuTa MHPpopMalu (BbIOepUTe OANH
BApUAHT)?
a. pa3pabOTKy 3aKOHOJATEIbHBIX U HOPMATUBHBIX IPABOBBIX JOKYMEHTOB
(aKTOB), PEryJIUPYIOLUIUX OTHOIICHUS CYOBEKTOB I10 3alUTe HHGOPMAIUU
Y IPUMEHEHUE 3TUX JOKYMEHTOB (aKTOB)
b. pa3paGoTky 3aKOHOJAATEJbHBIX W HOPMATHBHBLIX TMPaBOBbIX

AOKYMEHTOB (AKTOB), PeryJUpPYOUUX OTHOLICHHS CY0ObeKTOB II0
3amuTe MHPOPMAUMHU, NMPHUMEHEHHE ITHX AOKYMEHTOB (AKTOB), a
TaKKe HAJ30P U KOHTPOJIb 32 UX UCIOJTHEHUEM

c. Kpunrorpadpuyeckoe npeoodpazoBaHue HHOOPMAIIMHU B COOTBETCTBHH C
HOPMAaTHBHBIMH IIPABOBBIMU JIOKYMEHTaMH (aKTaMu)

d. mpuMeHeHHe TEXHHUYECKUX, allllapaTHBIX U KPUIITOIPapUISCKUX CPEICTB
3aIUThl THGOPMALIH



42.Yt1o nmoapaszyMeBaeT no co0oit u3nyeckas 3amura nHbopmaluu (BeioepuTe
OJIMH BapuaHT)?
a. MpUMeHeHHe CPeICTB CO3AAIIINX MPEeNnITCTBHUS JJs IPOHUKHOBEHHS
WIH J0CTYNa HEYNOJHOMOYEHHBIX (PU3MUYECKUX JIMI K O0BEKTY
3al[UThI

b. pa3paboTKy OpraHM3alMOHHBIX MEPOTPUATUH TSl TPEAOTBPAIICHUS
HECAHKIIMOHMPOBAHHOTO JIOCTYIIa K MHPOPMALIUU

C. 3aImuTy HHGOOpPMAIUU Ha MaTEPUATBHBIX HOCUTEISIX Ha TEPPUTOPHU
OXpaHsIeMoro o0beKTa

d. Bce mepeuncieHHOE

43.YT1o MOXET ObITh OTHECEHO K 00bEKTaM 3alUThl HHPOPMAILIUK COTJIACHO
HauuonansHomy cranaaptry P® “3amura nundopmarun’?
a. COTPYIHUK MPEIIPUITHS
b. TeppuTopus

C. 3aaHUe (CoopyxKeHHe)
. BblJIeJIECHHOE NTOMelleHne

d
€. DJIEKTPOdHEpPreTUYecKas yCTaHOBKA
f. undopmanus

44.Cornacuo HannonansHoMy cranaapty PO “3ammra nndopmanmu’™ 3amuinarh
WH(pOpMAITNIO MOKHO OT (BO3MOYKHO HECKOJIbKO BAPUAHTOB OTBETA):
a. YTeuKH
b. HCcKaxeHusd
C. ToTepu
d. HenmpeaHAMEPEHHOT0 BO3/IeliCTBHS

€. UHOCTPAaHHOU pa3BeIKH
f. kpaxu

45.COoBOKYITHOCTh JOKyMEHTHPOBAHHBIX MTPABIII, IPOIEAYP, MPAKTHIECKIX

IPUEMOB WJIM PYKOBOJSIIMX MPUHIIMIIOB B 001acTH 0€30M1aCHOCTH
uHGOpPMAINHU, KOTOPBIMU PYKOBOJICTBYETCSI OpraHU3aIMs B CBOCH
NESATEIBbHOCTH - 3TO (BBIOEpUTE OJMH BapPHUAHT):

a. MOJMTHKA 0€30NMACHOCTH HH(OPMAIUM B OPraHU3aAIUH

b. cucrtema 3amuThl HHPOPMALIUU

C. perjaMeHT 3alluThl HH(OpMaLIUU

d. monuTHKa K cucTeMa 6€30MacHOCTH UH(POPMAIK B OpraHU3aluu

46. KTo MoxeT ObITh COOCTBEeHHUKOM MH(MOpMAIK (BBIOEPUTE OJIUH BapUAHT)?
a. TOCYJIapCTBO, IOPUIUYECKOE JIUIIO, TpyNna PU3NIECKUX JHI], HO HE
OT/ICJIbHOE (PUBUYECKOE JIUIIO0
b. rocyaapcrpo, OpuanUECcKoOe JUI0, rpynna Gpu3nyeckux JIni,
oT/e/IbHOe (pu3nUecKoe JUIL0



C. IOPpHUIUYCCKOC JIMIO, I'PYIIIIa (1)H3PILICCKHX Jn1, OTACIBHOC (1)PI3H"I€CKOC
JIMIO, HO HC IoCy1apCTBO
d. TomBKO rocyaapCTBO UiN IOPUIANICCKOC JIUIO

47.Yto MokeT ObITh HOCUTENIEM 3aluinaeMoil nnopmaryu (BeIOEpUTE OAUH
BapUaHT)?
a. TOJIbKO MaTepHAIbHBINA OOBEKT
b. MarepHualbHbIN WU BUPTYaIbHbIHN (IU(POBOK OOBEKT)
C. TOJBKO (PM3UYECKOE JTUIIO
d. ¢usuyeckoe JMIO WIK MATEPHAIBbHBINA 00BEKT

48.CBoiicTBO HH(MOPMAITMOHHON CUCTEMBI, 00YCIOBIMBAIOIIEE BO3MOKHOCTh
peanuzaiuu yrpo3 6e3onacHoCTH oO0pabaTbiBaeMoi B Hell HHpOpMaITUH - 3TO
(BbIOEpUTE OJIMH BapHaHT):
a. ys3BHMOCThb
b. mpobiema 6e30macHOCTH HHPOPMAITMOHHON CUCTEMBI
C. yrposa
d. omacHOCTh HapymIeHUsI OE€30MACHOCTH JJAHHBIX

49.VxaxuTe HauboJee NpaBWIbHOE OnpeiesieHue TepMuHa «bombIie 1anHbIe)
(Big Data):
a. JTaHHBIC OYEHB OOJIBIIIOTO0 00BEMA M TEXHOJIOTHH UX WHTC/UICKTYJIbHOTO
aHanm3a
b. HEOAHOPOIHBIC JAHHBIE, KOTOPHIE MMOCTYIAOT C OOJIBIIOI CKOPOCTHIO
C. HEOJHOPOAHBIE TaHHBIE OOJBIIOT0 00BEMa, KOTOPHIE TOCTYTAIOT C
BBICOKOM CKOPOCTBIO U TEXHOJIOTUM UX 00pabOTKH

d. mox Big Data moapa3syMeBalOT MJIM TOJBKO CAMM IaHHbIE, MMEKOIIHE
BBICOKYIO CTelleHb MHOT000pa3us, 00JIb1INe 00beM H CKOPOCTh
NOCTYIJIEHMSI; MJIM KPOMe JaHHbIX MOAPAa3yMeBaloT elle u
TE€XHOJIOTHH PA0OThI C HUMHU

50.YTo nonpaszymeBaeT TepMUH «U(PPOBas MOJACTAHLIUS (BO3MOKHO HECKOJIBKO
BapUAHTOB OTBETA)?

a. 3aMeHY JJIEKTPOMEXaHUYEeCKHUX pejie HA MUKPONPOLECCOPHBIE
TEPMHHAJBI € Nlepeaavyeil HUPPOBLIX CUTHATIOB

b. moacTaHUUIO ¢ MIMPOKUM NpuMeHeHreM ctanaapra MIK-61850 u
00MEHOM JaHHBIMHU NPEMMYIIeCTBEHHO B Iu(ppoBom ¢opmare

c. mojacTtaHiuio ¢ Joboit cucremoit ACY TII

d. mudpoBoii TBOMHUK peaTbHOM MOACTaHIIUN

51.YTo Takoe JoKagbHas BRIUUCIUTENIbHAS CETh (BBIOEPUTE OJIMH BapUAHT)?



a. elNHAasl, THTErPUPOBAHHAs, HepapXuyecKasi pacnpeaeJeHHass
YeJIOBEKO-MAIIIMHHAS CHCTEMA, OCHAIIIEHHASI CPeICTBAMH
ylpaBJieHUs, HI3MepPeHusi, coopa, 00padoTKu, 0TOOpaKeHU s,
perucTpamnum, XpaHeHUus U nepeaayn HGOpMaAUNU

b. obmas ceTh OOMEHa JaHHBIMU MEXIY dJIEMEHTaMH UH()OPMAIIMOHHON
CUCTEMBI

C. eIauHas, MeleHTpaIn30BaHHAsI KOMITBIOTEpHAs CUCTEMa, OCHAIICHHAS
CpeACTBaMHM YIPaBJICHUS, U3MEPEHUs, cO0pa, 00pabOTKH, 0TOOpaKEHHS,
pEeTUCTpaIiK, XpaHEHUS U Mepeaadu HHPOpMaIIH

d. emuHas uepapxuyeckas cicTeMa B3aMMOCBSI3aHHBIX U
B3aMMOJICUCTBYIOIIMX BBIYMCIUTEILHBIX MAIIIMH, OCHAIIICHHAS
CpencTBamMu YIpaBJIeHUs, U3MEpPEHHUs, cOopa, 00pabOTKH, 0TOOpaKEHHUS,
perucTpanuu, XpaHeHus u repegadyn nHpopManuu

52.Ha xakoM ypoBHe pacroJjiaraeTcsi aBToMmaTu3npoBaHHoe padouee mecto (APM)
B cTpykType LIIIC?
a. mpoiiecca
b. mpucoeguHeHUs
C. MOACTAHUMH
d. APM ne Bxomut B ctpyktypy LIIIC

53.Ha xakoM ypoBHE pacrnoJiaratoTcsi MHTEJUIEKTYaJIbHbIE JIEKTPOHHBIE
ycTpoiicTBa, BoinonHstomue hyHkiauu P3A, B crpykrype LITC?
a. mpoiiecca
b. nmpucoeguHeHust
C. TOJCTaHIUU
d. mporecca WM MOACTaHITUN

54.YKaXuTe OCHOBHBIC OTINYMS IIU(PPOBBIX MOACTAHIIUNA OT TPAAUITUOHHBIX:
a. nmpouecchbl MHPOPMALMOHHOTO 00MeHa Mexay dJjementamu [1C
OCYLIECTBJISAITCA MPEUMYIIECTBEHHO B IM(POBOM BHU/I€E
b. ympasnenue paboroii IIC ocymiecTBisitorcs B {u(ppoBOM BUIE
c. opranu3anusi uHGopMauMoHHOro ooMeHa corsiacHo MIK-61850
d. mammuame ACY TII

55.Kakue cymiecTBytoT npensatcTBus 1t BHeapenus LIIIC?
a. IKOHOMUYecKHH 3PPeKT He Bceraa oueBu/IeH
b. HexBaTka creHUAJIUCTOB
C. PHCKH YIP0o3 CO CTOPOHBI KulepaTak



d. Huuero u3 MMCPCUYUCIICHHOTO

56.Cornacuo HanmoHansHOMY Tipoduiio [TAO ®CK EDC kakas ¢popma nepenadn
CUTHAJIOB JIOJDKHA Mpeo0IaiaTh Ha U(PPOBOM MOACTAHIIUU:
a. nmudposas, mocpencrsoM Wi-Fi
b. undposas, nocpencreom ontudeckux u/mwiu Ethernet kateseit
C. aHajoroBasl, MOCPEJACTBOM MEAHBIX KOHTPOJIbHBIX Kabenen
d. amamorosas, nmocpeactsom 3G

57.IlporpamMma, ipeHaA3HAYCHHAS JIJIsI OCYIIECTBICHHUS HECAHKIIMOHUPOBAHHOTO
noctyna K uHpopMaruu 1 (W) BO3ACHCTBHS Ha HHGOPMAITUIO WITH PECYPCHI
WH()OPMAITMOHHOMN CUCTEMBI - 3TO (BBIOEPUTE OJMH BAPUAHT):
a. BUPYC
b. BpexoHocHas nporpamma
C. KubOepyrposa
d. mporpaMma-B3JIOMIITUK

58.CpenctBa 3ammTsl HHGOPMAITUH, OCHOBAHHBIE Ha €€ MU()POBAHUU, OTHOCITCS
K (BbIOEpUTE OJIMH BapHUAHT):
a. (pusmyeckuM cpefcTBaM 3aIIUTHI
b. anmapaTHBIM CpeICTBaM 3aIUThI
C. KpunrTorpaguyecKuM CpeacTBAM 3alUThI
d. mpaBOBBIM CpeJCTBaM 3alUTHI

59.9¢dexTUBHOCTD 3a1UTH HUHPOPMALIUHU - 3TO (BBIOEPUTE OJIMH BAPUAHT):

a. CTelmeHb COOTBETCTBUS Pe3yJbTATOB 3alIUThHI HH(POPMALMH LU
3alUThI HHGPOPMALMH

b. creneHp UCHOIB30BAaHUS BCEX CPENICTB 3aALIUTHI HHPOpMaLUU

C. CTeneHb COOTBETCTBUSI PE3yJIbTaTOB 3aLIUThl HHPOPMAIIUHU PUHSATHIM B
OpraHu3alMK CTaHIapTaM

d. BenumumHa, 0OpaTHO-NPONOPIHOHATIbHAS KOJTUYECTBY MPOU3OIIEIINX
HapylLIeHUH 0€30MaCHOCTH Ha MPEINPUITUH 3a IEPUOJ] B OJUH I'0J1

60.BpenoHocHast, ocyiecTBisieMas CO3HATENIbHO MOIbITKA Y€JI0BEeKa WU
OpraHHU3aIy MPOHUKHYTH B UHHOPMAIIMOHHYIO CUCTEMY APYTOTO YeIOBEeKa
WJIA OPTaHU3AIUH - 3TO (BO3MOKHO HECKOJIBKO BapUaHTOB):
a. yrposa
b. ysI3BHUMOCTH
c. Kubeparaka
d. B3nOM

61.JIu110, caMOCTOATENIBHO CcO3/1aBIIee HH(DOPMAIIHIO JTUOO MOJyUHBIIIEE Ha
OCHOBaHMHM 3aKOHA WJIM JIOTOBOPA MPABO pa3peliaTh WIK OrPaHUIUBATH JIOCTYI



K MH(pOpMaLIUH, ONIPEAEIIEMON 10 KaKUM-IH00 NMPU3HAKAM - 3TO (BO3MOYKHO
HECKOJIBKO BapHAHTOB):

a. TO0JIb30BaTEIb MHPOPMAIUU

b. Biaagesen uHGpopManuu

C. aBTOp MH(pOpMALIUU

d. HOCHTENns MHpOpMALTUU

62.0T KOT0 MOXET MOJIYYUTh HH()OPMALIUIO MOJIH30BATENh HHPOPMAIUH
(BeIOCpPUTE OJTMH BapUaHT)?
a. co0CTBEHHMKA, BJIa/IeJiblIa MHGOPMALMM WM OCPEeIHNKA
b. TOIBKO OT MOCpEIHUKA
C. TOJIBKO OT COOCTBEHHHMKA WJIM BJIAJEIIbLA
d. TOJIBKO OT aBTOpa UH(pOPMAITUU

63.KonduaeHmaasHOCTh HHPOPMAITUH TIPEIIoIaraeT 00s3aTeIbHOE IS
BBITIOJTHCHHUS JIUIIOM, ITOJTYYHBIIAM JOCTYII K ONPEICIICHHON
uHdopmaruu... (BeIOEpUTE OJIMH BapUAHT):
a. TpeboBaHHNE HE BHOCHUTH B TaKyI0 WH(DOPMAIUIO U3MEHEHUH U HE
CO3/71aBaTh KOMUH TaKyr0 HHGOPMAITHH
b. TpeGoBaHue He MepeaaBaTh TAKYI0 HH(OPMALMIO TPETHUM JIUIIAM
0e3 coruacus ee odJiaxaresst
C. TpeboBaHUE HE BHOCUTH B MH(MOPMAITUIO U3MEHEHU I
d. TpeboBaHuE HE U3MEHSTH, HE KOIMUPOBATh U HE TMEPE/IaBaTh TAKYIO
uH(pOpMAIUIO TPETHUM JIMIAaM 0€3 coryiacus ee o0sanaTens

64.BriOepuTe nporpaMMHbIE CPEACTBA 3aUIUThI HH(DOpPMALIUK:
a. CUMMETpUYHOE K (poBaHUE
b. daiipsoJi
C. cucTema BUACOHAOIIOAEHUS
d. anTHBHpYC
€. DJIEKTPOHHBIN KITtOU-(hIIeIIKa

65.1IporpaMMHBIN UK aNapaTHBIA JIEMEHT KOMITBIOTEPHOU CETH,
OCYIIECTBIISIOIUN KOHTPOJIb U GUIBTPALIUIO IPOXOSIIETO YEPE3 HETO
ceTeBoro Tpaduka - 3To:
a. aHTUBHUPYC
b. TposiHCKas mporpamma
C. CeTeBOil IKpaH
d. KOMIUIEKCHas cucTeMa 3aluThl HHOpMaAIUU

66.Pacchlika 1o 3JIeKTPOHHOM MOYTE MOIIEHHUYECKUX WU BPEIOHOCHBIX
COO0O0IIIEHUH, KOTOPBIE BBITJISIAT TaK, OyATO OHU OTIIPABJICHBI HAICKHBIM
aZpecaToM - 3TO (BbIOEPUTE OJIMH BapHaHT):
a. ¢pumuHr
b. artaka yepe3 mocpeaHuKa



C.

d.

BHEJIPEHHE BPEJIOHOCHOTO KO/Ia
DDoS-araka

67.B yem pa3HHIIa CHMMETPUYHOTO U ACUMMETPUYHOTO HTU(PPOBAHUS
uHpopManun?

a.

ACUMMETPUYHOE MU POBAHUE UCTIOIB3YET OJIUH KITFOY, CHMMETPUIHOE -
JIBa Pa3HBIX: OTKPBITHIN TSI MU(DPOBAHUS, 3aKPBITHIN IS
pactmppOBHIBAHUS

CUMMETPUYHOE MU(GPOBAHUE MUCTIONB3YET OJMH KITFOY, ACUMMETPUIHOE -
JIBa Pa3HBIX: 3aKPBITHIN TSI MU(DPOBAHUS, OTKPBITHIN JIJIs
pacudpoBbIBaHUS

aCUMMETPUYHOE MU(PPOBAHUE UCTIOIB3YET OJIUH KIIH04, CHMMETPUYHOE -
JIBa Pa3HbIX: 3aKPBITBIN ISl IU(DPOBaHUS, OTKPBITHIN JIs
pacipoBbIBaHUS

CUMMETPHYHOEe IU(PPOBAHUE UCIOJIb3YET OJUH KJII0Y,
aCHUMMETPUYHOE - /IBA Pa3HbIX: OTKPBITHIH 11l IIU(POBaHUS,
3aKPbITHIN U1l paclinPpPoBbIBAHUA

68.Uudopmarius, ucronb3lyemasi Kpunrorpahuueckium airOpUuTMOM TIPH
mdpoBaHuy / nemmdpoBaHUN COOOIIEHUH, TOCTAHOBKE U MPOBEPKE
1M (POBOM MOAMUCH - 3TO (BBIOEPUTE OJTUH BAPUAHT):

a.
b.
c.
d.

KOJ
KJII0Y
KapTa
napoJb

69.1lepcoHanbHble JaHHBIE 3TO (BHIOEPUTE OJUH BapUAHT):

a.

b.

J00ast uHGopMauus, OTHOCAIIASICA K MPSIMO WJIH KOCBEHHO
onpeaeJeHHOMY WM ompeesisieMoMy (PM3NIeCKOMY JIUIY
nHpopMarus, TPSAMO OTHOCSIIASACS K ONPEIeICHHOMY WU
onpenensieMomMy (PU3NYECKOMY JIUITY

TOJIBKO TaK MH(OPMAIIHsI, OTHOCAIIASICS K MPSIMO UM KOCBEHHO
OTIpeICJICHHOMY WJIU OompeessieMoMy (PU3NYeCKOMY JIUILY, KOTopas
3aduKcupoBaHa B deaepanbHoM 3akoHe “O MepcoHaabHbIX TaHHBIX
mo0ast nHdopMalus, co3aaHHas PU3NIECKUM JTUIIOM HJIU OTIMCHIBAOIIA
€ro

70.buomerpryeckre nepcoHaIbHbIE JaHHBIE 3TO (BBIOEPUTE OAMH BapUaHT):

a.

CBe/ICHHS, KOTOPbIe XapaKTepHU3yIT (pU3H0I0rH4ecKne u
OMosiorn4ecKkue 0COOEHHOCTH YeJIOBeKa, HA 0CHOBAHMHU KOTOPBIX
MO’KHO YCTAHOBHMTH €r0 JUYHOCTH

TOJILKO OTPAaHMYEHHBIA HAOOP PU3NOTIOTUYECKUX U OMOJIOTHUYECKHUX
0COOEHHOCTEH: OTIeYaTKH MajbleB U Gpororpaduueckoe M300pakeHue
JM1a YeJI0BEKa



c. JO0BIe CBCACHUA, KOTOPBIC XapaKTCPU3YIOT @HBHOHOFI/I‘ICCKHG u
OMoJIOrnYecKre 0COOCHHOCTH YeJIOBEKa

d. JAKTUJIOCKOIIMYCCKUC TAHHBIC, PAdYyKHAA 000109Ka T'J1a3, aHaJIN3bI I[HK,
Ha OCHOBAHHH KOTOPBIX MOKHO YCTAHOBUTH €0 JIMYHOCTDH

71.Bb16epuTe 0JHO MPABHIIBHOE YTBEPKICHUE:

a. kuOep0e30MmacHOCTh B YHEPreTHKE BakKHA, HO YTPO3bI
KrOepOe30nacHOCTH HE3HAUUTEIbHBI IO CPABHEHUIO C BBITOJIAMU
¢ poBoit TpaHchopMauu

b. kuOepO0e30nMacHOCTH B IJHEPreTHKe SIBJIACTCH Ba)kHelmenl nmpoodJemMoi
uu(ppoBoi Tpanchopmanumn

c. KuOepOe30I1acCHOCTh B DHEPIETUKE Ba)KHA TOJIBKO JJIS 3aLUTHI IAHHBIX OT
HECaHKI[MOHUPOBAHHOI'O JOCTYTIA

d. mpakTHuUecKHu Bce MpoOeMbl KUOEPOE30ITaCHOCTh B YHEPTETUKE PEIICHbI
3a CYET CYLIECTBYIOLIMX PABOBOM, allliapaTHOU, IPOTPaMMHOU U
KpUINITOTpadUuecKUX CPEeACTB 3aUTUTHI

72. A5t 321U THI 0OBEKTOB YPHEPTETUKU, KOTOPHIE UCTIOJIb3YIOT UG POBHIC
TE€XHOJIOTUHU, HYKHO (BO3MOYXXHO HECKOJIbKO BAPUAHTOB OTBETA):

4. MAKCHMAJIbHO Pa3JeJIiTh JOKAJbHbIC BHIYUCIUTEIbHbIE CETH
00bEKTOB YHEPreTHKH U KOPNOPATHUBHBIX CeTH MpeANnpPUsTHs,
uMewinmne Boixoa B UuTepHer

b. MakcHUMallbHO UHTETPUPOBATH JIOKAJLHBIC BEIYUCITUTEIBHBIC CETH
00BEKTOB SHEPTETUKHU M KOPIOPATUBHBIX CETH MPEATNPUSITHS, UMEIOIITNE
BbIXOJ B MIHTEpHET

C. UYTOOBI JIOKQJIbHBIC BBIUUCIUTEIIBHBIE CETH O0OBEKTOB IHEPTETUKU UMEIIH
3aIUIIEHHBIN COOCTBEHHBIN KaHa Bbixoaa B UHTepHET

d. paspabarbpIBaTh U AHAJIM3UPOBATH MOJEJH YIPO3, MOJAEJH
HApyLIUTeJ el U CUeHAPUH aTaK

73.Mojenb yrpaBieHHs TOCTYIIOM K JIaHHBIM, He TpeOyrolas Ha3HA4YCHUS IIpaB
JOCTyTa K 00bEKTaM JJaHHBIM KaXKJI0MY CyOBEKTY MO-OTAEIbHOCTH:
a. PouaeBas moaesb
b. Marpuunas mMojielnb
c. Ilepconanu3upoBaHHast MOJIEIIb
d. O0bexTHasT MOENb

74 . 1306uparensHOE yIpaBaeHUE JOCTYIIOM MPEIOJIaracT UCTIOIb30BaHUS
KOPTEXKEH:

. 00BbeKT-cy0beKT-paBa

00BEKT-CyObEKT-POJIb

00BEKT-CyOBEKT

CyOBEKT-TIpaBa

a0 o



75.Bp10epuTe BCE OCHOBHBIC BUBI IIPAB IOCTYIA K OOBEKTaM JTaHHBIX:
a. yTeHHe
b. u3mMeHeHue (3anuchb)
C. aJIMHHHUCTPOBAHHE
d. ynmanenwme
€. 3aMeHa
f. coszmanue

76. «bank manHbIX yrpo3 6ezonacHocty uHPopMmarum» OCh PO conepxur
(BbIOEpUTE OJIMH BapHaHT OTBETA):

. 0a3bl JaHHBIX M0 YTPO3aM H YA3BHUMOCTIM

0a3y JaHHBIX TOJBKO yIpO3

0a3y JaHHBIX TOJIBKO ySI3BUMOCTEM

TOJILKO TIEpeYeHb HOPMATHBHBIX TOKYMEHTOB B 00JIaCTH 3aIIUTHI

uHpopManuu

€. HUYEro U3 MepevrncieHHOro

po o

77.«bank manHBIX yrpo3 6e3omacHocty undopmaruny OChb PO nosponser
HAXOJIUTh YTPO3bI 1O (BIOEPUTE BCE MPaBUIILHBIC BAPUAHTHI OTBETA):
4. KOHTEKCTHOMY NMOUCKY B Ha3BAHMUSX YIPo3
b. UCTOYHHUKY yrpo3bl
C. MOCJEJACTBUSM YIPO3bl
d. cremeHu BIUSHHS YTPO3BI

78.«bank naHHbIX yrpo3 0e3omacHoctu uHpopmanuu» GChb PO no3sosser
HAXOJUTh YSI3BUMOCTH M0 (BBIOEPUTE BCE MPABUIIbHBIE BAPUAHTHI OTBETA):
4. KOHTEKCTHOMY NOUCKY B Ha3BAHMAX YSA3BUMOCTEH
b. mpou3BOAMTE/I0 IPOrPAMMHOIO 00ecIeYeHus!
C. CTaTycy yA3BMMOCTH
d. HauMEHOBaHMIO CBSI3aHHOH YIpO3bI
e. uAeHTU(UKATOPY yrpo3sl o cranaapram ISO

79.ba3a 3nanuit «Mitre ATT&CK» npencrasnsier co0oii (BeIOeprTe OJUH BapUaHT
OTBETA):
a. CHOPaBOYHYIO cMCTeMYy ¢ HH(poOpMAaIHeHd O MOBeACHUH
3JI0yMBIIIJIEHHUKOB, HX TAKTUKAX M TEXHUKAX
b. maTpuIly aTak
C. Marpuily Mep obecredeHus Kuoepoe30mnacHOCTU
d. 0a3y JaHHBIX yS3BUMOCTEH

80.baza 3nanmii «Mitre ATT&CK» nipeacrasisieT co0oii (BbIOEpUTE OJUH BaprUaHT
OTBETA):
a. CIIPAaBOYHYI0 cUCTeMYy ¢ MHH(popMaLuell 0 MOBeACHUHU
3JI0yMBIIJIEHHUKOB, HX TAKTHKAX U TEXHUKAX



b. maTpuily aTak
C. MaTpHIly Mep oOecrieueHus] KubepOe30MacHOCTH
d. 6a3y aHHBIX yS3BUMOCTEH

81.MenemxmeHT prucka (risk management) — 3To:

a. CKOOPJAUHUPOBAHHbBIE IeHCTBHS N0 PYKOBOJICTBY M YIIPABJIEHUIO
opraHm3anuei B 001aCTH pUCKAa

b. cucrema mMep, HampaBJICHHBIX Ha CHUYKEHHUE HEONPEACIEHHOCTEH,
CBSI3aHHBIX C PUCKAMU

C. CKOOPJIMHUPOBAHHBIC JIEUCTBUS 0 MUHUMHU3AIUHU MTOCIEACTBUIM
peanu3anuu puCKOB

d. cucrema Mep, HampaBIICHHBIX HA BBISABJIICHUE U YCTPAHCHHUE PUCKOB
OpraHu3alu

82.Puck — at0:

a. 3TO CJIeJACTBUE BIMSHHUS HEONPeIeJTeHHOCTH HA IOCTHXKEHHEe
NOCTABJIEHHBIX LIeJIel

b. BEpOSATHOCTH peaau3aiu COObITUS

C. BEPOSTHOCTh HEJOCTHKEHUS IMOCTABJICHHOM 1EJIN M3-3a BHEITHUX
BO3/JICCTBUI HA OPraHU3ALUIO

d. HeomnpeneneHHOCTh JOCTUKEHUS 1IeJIeH

83.Bo3zaeiicTBUe Ha PUCK — ATO:

a. mpouecc Moau(pUKaAIMU PUCKA

b. MUHMMU3ALMS pUCKa

C. OLIEHKA BEPOSATHOCTHU U MOCIEACTBUN pUCKa

d. CHI)KEeHHE HEeraTUBHBIX MOCIEACTBUI peannu3aliuy pucka

84.YcraHoBKa pe3epBHBIX T€HEPATOPOB — 3TO MPUMED:

4. YIIpaBJ/JI¢HUA PUCKOM C IOMOIIBIO IPUHATHE MEP M0 CHUKCHHUIO
BO3MO’KHBIX IIOTEPb

b. YIIpaBJICHUA PUCKOM C IIOMOIIBIO CHUKCHUA YPOBHA HCOIIPCACIICHHOCTH

C. YIIpaBJICHUA PUCKOM C IIOMOIIBIO €TI0 PA3ACIICHUA

d. YIIPABJICHUA PUCKOM C IIOMOIIBIO CTPAXOBAHUA

85.IToaxon VaR B o1ieHKE pUCKOB OCHOBAH HA YUETE:

. IPaBIAONOA00USA ¥ MOCJIEICTBUIT COOBITUSA

MOCJIEACTBUM COOBITHUS U 3aTpaT HA UX YCTPAHEHUE

3aTpaT Ha MUHUMM3ALUK MOCIIEICTBUI COOBITHSI U BEPOSITHOCTH COOBITHUS
3aTpaT Ha MUHUMM3ALUK TOCIIEICTBUI COOBITUS M IPABIOMNOI00US
COOBITHUS

€. TIOCJIEICTBHI COOBITHS U 3aTPaT Ha YCTPAHEHUE BO3MOKHOCTH
peanuzaiuu cCoObITHS

SN



86.0OCcHOBHOM HEOCTATOK 1MOX0/1a VaR B OlleHKE PUCKOB:

a. HEBO3MOKHOCTh JOCTATOYHO TOYHO ONPeEAeJIUTh BEPOSITHOCTh
COOBITHSA

b. HEBO3MOXXHOCTh JIOCTATOYHO TOYHO OMEPEAUTH TOCIEICTBUS COOBITHS

C. HEBO3MOKHOCTD JIOCTATOYHO TOYHO OINEPEIUTh 3aTpaThl Ha 3aIIUTY OT
peanuzaiuy COObITHS

d. HEBO3MOKHOCTh TIOJIYYHTh KOJIMYECTBEHHYIO OIEHKY PUCKa

87. ®akTop cMsrdyeHust pucka RMF MOXKHO ONPEIeTUTh KakK:

a. pa3HOCTh KOA(p(punmeHTa o COOLITHS 10 MPUHATHS MeP U MOCJIe
NPUHATHS

b. oTHOMIEHNE pasHOCTH KOADPUITUEHTA oL COOBITUS IO MPUHSATHS MEP U
MOCJIC TIPUHSATHUS K €T0 3HAYCHUIO JI0 IPUHSATUS MEP

C. OTHOIIIEHUE Pa3HOCTH KO3 UIIMEHTA oL COOBITHUS 1O IPUHATHSI MEP U
MOCJIC TIPUHSATHUS K 3aTpaTaM Ha pean3aIiuio Mep

d. dbakTop cMATYEHUS pUCKA OTPEIEISIETCS C ITOMOIIBIO SKCIIEPTHOM
orteuku ot 0 1o 1.

88.Ecnu npsamoit ymep6 ot coObitust cocrasiser 100 mMaH. pyOinieid, 3aTpaThl Ha
3ammTy — 15 muH. pyO., a daktop cmsrdyeHus pucka RMF pasen 0,2, To

K03(pPUIIMEHT BO3BpaTa HHBECTHIINH B KHOEPOE30IaCHOCTh PaBEeH

a. 0,33
b. 0,25
c. 0,75
d. 1,33

89.Ecnu mpsimMoil ymiep0d OT coObITHs cocTaBisgeTr 15 muH. pyOiiel, 3aTpaTbl Ha
3ammTy — 5 MIH. pyO., a daktop cmsrdyenus pucka RMF pasen 0,4, TO

K03(pGUIIMEHT BO3BpaTa HHBECTHIINH B KHOEPOE30IaCHOCTh PaBEH

a. 0,2
b. 1,2
c. 0,33
d. -0,2

90.Ecnu psiMoit y1iep06 oT COOBITHS COCTaBISET 8 MIIH. pyOJieid, 3aTpaThl HA 3aLIUTY
— 4 muH. py0., a dakrtop cmardenus pucka RMF pasen 0,1, To koadduireHt

BO3BpAaTa MHBECTHIINI B KHOEPOE30MacHOCTh paBeH

a. -0,8
b. 0,0
c. 0,2
d. -0.4



91. Kpurepuii BbIOOpa cTpaTeruu 3aiuThl, KOTOPBIM OCHOBAH Ha yUeTe HAUXY/IIIETO
BO3MOYKHOTO BapuaHTa MO KaXKJI0M CTpaTeruu, Ha3bIBACTCA:

a. MAKHMHH
b. MuUHHMAaKC
C. MaKCHUMAaKcC
d. MUHUMHH

92 .Kputepuii BbIOOpa cTpaTEruu 3allUThl, KOTOPbIA OCHOBAH HA YYETE HAWITYYIIIETO
BO3MOYKHOTO BapuaHTa MO KaXKJI0M CTpaTeruu, Ha3bIBACTCA:

a. MaKMMHH
b. MuUHUMAaKC
¢. MAKCHMAaKC
d. MUHUMHH

93.YkaxuTe J1Ba r1aBHBIX TPeOOBaHUS K XAUI-PYyHKINUN

a. 3HaHUe 3HAYeHMA XII-PYHKIHMH He J0JKHO MO3BOJIUTH
BOCCTAHOBHTH MCXO/IHbIE JaHHbIE 32 MPHeMJIeMoe BpeMsl

b. BbICOKasi CKOPOCTbH BBIYUCIICHHS IIPSIMOTO M 0OPATHOTO 3HAUEHUSI XOIII-
byHKIUN

C. BBICOKAsl BEPOSITHOCTh MOJYUYEHHS PA3HOTO Pe3yJIbTaThl ISl Pa3InYHBIX
BXOJIHBIX JTaHHBIX

d. AMMHA NOTYyYEHHOU X3UI-CYMMBI

94 BriOepute W3 yKa3aHHBIX QJITOPUTMOB XJIIMPOBAaHUSA JBa Haubosee
pacupoCTpaHEHHBIX:

a. SHA256
b. MD5

c. SHA32
d. MD8

95.Vkaxute HanOosiee O€30MacHbI CHOCOO XpaHEHUs MapoJiel MOoJIb30BaTENeH
UH(OPMAITMOHHONU CUCTEMBbI

a. XpaHEHHUe NapoJieu, 3aKOAUPOBAHHBIX C BO3MOKHOCTBIO JIE€KOAUPOBAHUS
10 KJIFOUYy

b. XpaHeHue X3I1-CyMM Mapose

C. XpaHEHHE XOII-CYMM, B3SThIX OT KOMOMHAIIMU MTAPOJICH U CTATUYECKOMN
Kpurnrorpaduueckou conu

d. XxpaHeHHe X31I-CyMM, B3ITbIX OT KOMOMHALIMU NApOJIei U
AMHAMHYECKON Kpunrorpagpuueckoi coiu

96./1ns1 yero HeoOxoaMMa Kpurnrorpaduueckas cojib MPU X3UIUPOBAHUH MTAPOJICH?

a. YToObl yBEIMYHUTD ITIMHY MTAPOJIS



b. UTo0bI 310yMBIIITIECHHUKH He CMOIJIM Y3HATh MapoJib 110 U3BECTHOMY
3HAYEHHUIO X3LI-CYMMBI, UISI KOTOPOil H3BECTHO BXO/IHOE 3HAYeHHUe

c. UtoObl agxMuHUCTpaTOp 0a3bl JaHHBIX HE UMEIN JOCTYyINa K HapoJisiM
I10JIb30BATENIEH

d. YTtoObI cOkpaTUTh 00BEM MAMATH JIJIS1 XPAHEHUS X3II-CyMM Hapojei

97.Vxaxute, g KakuxX 3a1ad oOecreyeHHs: KuOepOEe30MacHOCTH MOXKET
NPUMEHSATH XIIUPOBAHKUE B IIU(PPOBBIX MMOJICTAHIIHSIX ?

a. AyreHtudukanus nojib3oBareseil, BXOAIIMUX B HHPOPMAIMOHHY IO
CUCTEeMY yNpaBJieHUsl MOACTAHIIHEN

b. O6HapyXeHNE HEMTATHON paOOThI MOACTAHIINY C TIOMOIIHIO aHATHM3a
3HAYEHUU TOKA U HANPSIKEHUS B y3/1aX

c. IIpoBepka ceprndukaToB HU(PPOBHLIX HHTENIEKTYAIbHBIX
YCTPOICTB

d. O0Hapy:KeHMe MOMEHBI NepeIaBaeMbIX COOOIeHN I

98.Br1O6epuTe MpaBUIIBLHYIO MOCIEI0BATEIBHOCTD ICUCTBUIN MPU UCIIOIB30BAaHUU
ANEKTPOHHOM U(POBOU MOAIUCH.

a. BBIYHCJIEHUE XII-CYMMbI CO00IIeHNsI; IU(PpaIUsa XUI-CYMMBbI;
podaBjeHue 3a1IM(PPOBAHHON X3I-CYMMBbI K COOOIIICHUIO; OTIIPABKA
€000ILIeHNS; BBIYUCICHUE XII-CYyMMbI MOJIy4€HHOI0 co001eHnus 0e3
yuera JIII; pacuungposka IIII; cpaBHenne x3uiei

b. BBIUKCIIEHUE XDII-CYMMBI COOOIICHUS; J0OABIEHUE XAIII-CyMMbI K
COOOILIEHUIO; OTIPAaBKa COOOIICHHUS; BBIYMCIECHUE XIII-CyMMBbI
nosrydeHHoro coobmenus 6e3 yueta JLI1; cpaBHeHue xa1ieit

c. mudpanus coobenus ¢ nomoipio kiroda DI, ornpaBka cooOIeHus;
pactdpoBKa MOJIYYEHHOTO coo0IeHus ¢ momoibo kiroda JLIT.

d. BBIYHMCIIEHHE XAII-CYMMBI COOOIIECHHUS; IU(PALIHST XIII-CYMMBI;
no0aBlieHHE 3alIn(PPOBAHHOMN X3II-CyMMbI K COOOILIEHUIO; OTIIPaBKa
COOOUIEHMS; BBIYMCIIEHUE XAII-CyMMBbI MOJIYYE€HHOT'O COOOIIEHUS;
CpaBHEHHUE XDIIIEH

99.VkaxuTe TpU OCHOBHBIX CBOMCTBA JAHHBIX, KOTOPbIE TPEOYETCS 3aIUILIATS!
a. KOH(PUIEeHIUAIBHOCTb, HEJOCTHOCTh, I0CTYITHOCTD
b. KOHQUAECHIIMATBHOCTD, TOJHOTA, [[EJIOCTHOCTb
C. KOHQUAECHIIMATBHOCTD, TIOJHOTA, JOCTYITHOCTb
d. moynHOTA, ENOCTHOCTD, TOCTYITHOCTD

100. BHeceHune uckaxeHHid B KaHaJ Tiepelaun JAaHHBIX HApYIIaroT (BeIOSpUTE
OJINH BapHaHT):
a. IeJOCTHOCTH JIAHHBIX
b. KOHGUAEHITMATHHOCTD U NIETOCTHOCTD JaHHBIX
C. JOCTYITHOCTH ¥ IIEJIOCTHOCTH JJAaHHBIX



d. TOCTyImHOCTb JaHHBIX



4. MeTtoanyeckme maTtepuanbl, onpegenslowme npoueaypbl OLEeHUBaHUA
pe3ynbTaToB OCBOEHUSA 0bpa3oBaTesibHOW NporpaMmmbl

MpoBeneHve OLIEHKM ocyLlecTBnsieTcs nyTem COMOCTaBMeHNs
NPOAEMOHCTPUPOBAHHbIX 00YyYaloLMMCS pe3ynbTaToB OCBOEHMSI KOMMNETEHUMI C 3a4aHHbIMU
KpUTEPUSAMMN.

[N NOnoXWTEenbHOro 3aKM4YeHUss Mo pesyrbTaTaM OLEHOYHOW npoueaypbl Mo
y4yebHOM aOucuMnnnHEe YCTaHOBMIEHO TOPOrOBOE 3HayYeHMe MokasaTtens, npu KOTOPOM

NnPpUHMMaeTCAa NOoJoXuUTeribHoe pelleHne, KOHCTaTupylliee pesyribTaTtbl O0CBOEHUA
ONCUNNNUHBI.
4.1, O6G1BbeKTbl OLLeHUBAHUA N HAUMEHOBaHUE OLLleHOYHbIX cpencTs
Popmbli
TekyLiero
KOHTpoOnA
Bup 3aHATUSA / HaMMeHOBaHWe
ycneBaemoctn/ | OOBLEKTbI OLeHUBaHUA ®dopma npoBeAeHUs OLIEHKU
OLIEHOYHbIX CpeacTB
c¢opmMbI
NPOMEeXyTO4YHOW
aTTecraumm
TekyLmn Pasgensbl gucumnnuHb 3agaHna OTKpLITOrO TMNa M 3agaHusl | QneKTpoHHas / NMcbMeHHas
KOHTPOIb 3aKpbITOrO  TMNa, OTHOCAWMECH K
pasgeny QUCLMNINHBI
MpomexyToyHas O600LLEHHbIE 3agaHusa OTKPbITOrO TUNa W 3adaHus | OneKTpoHHas / NMMCbMeEHHas
aTTecTauus pesynbTaTbl 06y4YeHNs MO | 3aKpbITOro TUMa M3 BCEX pa3aeros
avcumnnuHe OVCUMNIWHBI,  CTPYNMNMPOBaHHblE B
TEOPEeTUYECKUX 3HAHUA U | UTOTOBLIM TECT MPOMOPLIMOHANBHO
NPaKTU4ECKMX HaBbIKOB TPYAOEMKOCTM pa3genos
4.2. TokasaTtenu, KpUTEPUN U LLUKaNa OUueHKU KOMNeTeHunmn

OueHka 3HaHWN, YMEHUN, BNageHnin MoXeT ObiTb Bblpa)keHa B napamMeTpax «OYeHb
BbICOKasi», «BblCOKasi», COOTBETCTBYIOLLAs akaeMUYeCKOM OLIEHKE «OTMIMYHO» (B cny4yae
npoBeAeHnst MO AUCUUNIIMHE 3K3aMeHa WM 3a4éTa C OLEHKOM) UK «3adTeHo» (B cryvae
npoBegeHnst Mo AUCUMNAMHE 3a4vé€Tta); «A0CTaTOMHO BbICOKasl», «BbllUe CpeaHeny,
COOTBETCTBYHLLAA akageMMUYeCKON OLIEHKE «XOPOLLIO» (B CrlyYae npoBeaeHUs No ANCUUNIINHE
3K3amMeHa UM 3a4é€Ta C OLEHKOW) UMM «3a4vTeHOo» (B cCriydae NpoBedeHust No AUCUUNnHE
3a4€Ta); «CpenHAA», «HXKE CpeaHen», KHU3Kas», COOTBETCTBYIOLLIAS akageMMUYECKOWN OLIEHKe
«yOoOBNeTBOpUTENBHO» (B CnyyYyae MNpoBedeHUs No AUCUMMIMHE 3K3aMeHa WUNnu 3a4éTta C
OLEHKOW) UK «3a4TeHOo» (B Crydae npoBeAeHnd Nno OMCUMNMNHE 3a4€Ta); «OYeHb HU3Kasay,
COOTBETCTBYIOLLAs akadeMMUYECKOM OLEHKEe «HeYya0BNeTBOPUTENBHO» (B Criydyae npoBedeHus
no AUCUMUNIMHE 3K3aMeHa UIn 3a4€Ta C OLEHKOW) UMK «He 3a4TeHOo» (B crnyvae npoBeaeHUs
no gucuunnvHe 3a4véTa).

TeKyI.LI,I/II7I KOHTPOJ1b U NPOMeXyTOo4YHadA aTtTecTaluua

Kputepuu oueHnBaHus
Ne Ba3oBbin MoBbILEHHbIN MpoaBUHYTLIN
nin Buabl pa6oTt OTcytcTBYeT YPOBEeHb YPOBE€Hb YPOBE€Hb
KOMMneTeHUuus ocBOeHus ocBOeHus oCBOEHuUs
KOMMNeTeHUun KOMNeTeHUun KOoMneTeHUumn
Tekywas atrecTauus: 3ananHis BbinonHeHo BbinonHeHo
1 OTKPbLITOrO TUNa W 3adaHuns MEHee 50% BbinonHeHo ot ?O BbinonHeHo ot @0 CBBILLE 75%
3aKpbITOro TUMNa, oTHocsLmecs 3anaHMii no 60% 3apaHun 0o 75% 3apaHun sanaHwi
K pasgeny AMCumniunHbI
BbinonHeHue
AnarHoCTU4ecKom paboTbl | BbinonHeHo BLinonHeHo ot 50 | BeinonHeno ot 60 BbinonHeHo
2. (ccbopmumpoBaHHO K3 GaHka | MeHee 50% 60% z 75% = CBbIlLe 75%
OLEeHOYHbIX MaTtepuarnoB) npu | 3agaHui Ao o 3ahaHuv | no o 3ahaHnv 3adaHun
3a4€Te No uToram 2 cemecTpa




Kputepun oueHuBaHUs hOpPMYNMPYHOTCA ANS KaXKOoW KOMMETEHUMUM W oTpaxaroT
Orno3HaBaeMyto AesTeNbHOCTb 0by4atoLLerocsi, NoaaatoLLyOCs NU3MEPEHUIO.

0606wWeHHble KpUTEPUM OLLEHUBAHUA OCBOEHUA KOMNETEHLUMN

He 3auteHo / He 3auteHo / 3auteHo / Xopowo 3auTteHo / OTnuy4HO
YAOBNETBOPUTENLHO YaoBneTBOpuUTENbLHO

OtcyTcTBYeT Ba3oBblii ypoBeHb MoBbIlWeHHbIN YPOBEeHb MpoABUHYTLIN YPOBEHDb

KoMneTeHuus OCBOEHUS KOMMeTeHL MU OCBOEHUSI KOMMNEeTeHLUU OCBOEHUS KOMMNeTeHLUUU
KomneTeHuns He ocBoeHa. | KomneteHuus ocBoeHa. | KomneTteHuns ocBoeHa. | KomneTteHuus OCBOEHa.
ObyuatoLmics yactnyHo | OByyvatowmnca nokasbiBaeT | OOyvatowmmnca nokasbiBaeT | OByvarolwmics nokasbiBaeT
nokasbiBaeT 3HaHUs, | o6LMe 3HaHWS, BXOASALME B | MOMHOTY 3HaHwWi, | rny6okne 3HaHWus,
BxogsLme B cocTaB | cocTaB KOMMNETEHUUN, | AEMOHCTPUPYET YMEHUSI W | AEMOHCTPUPYET YMEHUSI U

KOMMEeTeHLUMU, NOHMMaET UX
HeobXoOMMOCTb, HO  He
MOXET UX NPUMEHSATb.

nveeT npeacrasneHne o6
WX MNPUMEHEHWUN, YMEeHWe
n3BnekaTb M MCMNoNb30BaTb
OCHOBHY0 (BaxHy10)
WMHopmauuio 13
MONYyYEHHbIX 3HaHWN

HaBblKN PEeLUeHNss TUMOBbIX
3agau.

HaBbIKN pelleHNA CIOXHbIX
3aja4y, yMeHue npuHMMaTb
pelleHusi, cosgaBaTb MU
NPUMEHSIT JOKYMEHTHI,
CBsi3aHHble c
npodeccroHanbHom

DeATenbHOCTbIO; cnocobeH
caMoCTosTeNnbHO  peluaTb
npobnemy/3agavy Ha
OCHOBE N3YYeHHbIX
METO/0B, npueMmoB "
TEXHOMNOINNA.

baso0ebili yposeHb 0C80EHUST KoMremeHyul - obasaTenbHbIN NSt Bcex 0byyaromxcs
Nno 3aBEePLUEHNN OCBOEHUSI ANCLMMIINHBI.

[Mo8biWweHHbIU ypo8eHb O0OCBOEHUS KOMremeHUuli - nNpeBbleHNne MUHUMaIbHbIX
XapaKkTepuUCTMK CPopMMPOBaHHOCTU KOMMNETEHUMN Ans obyyarowerocs.

[TpoOB8UHYMBIU ypPOBEHb OCBOEHUS KOMMEmMeHUul - MaKCMMasribHO BO3MOXHas
BbIPa)X€HHOCTb KoMneTeHumn, Ba)KeH Kak KayeCTBEHHbIN OPVEHTUP ans
CaMOCOBEpPLLUEHCTBOBAHUSA Tak M gononHutenbHoe K TpeboBaHusm OOl ocBoeHue
KOMMETEHUMN C Y4ETOM JIMYHOCTHBIX XapaKTEPUCTUK:

— QaKTUMBHOE y4acTMe B KOH(epeHUMsX, KOHKypcaX, KpyrnblX cTonax uM T.4. C
nonyyYeHnem 3admnKCUPOBAHHOIO MOJIOXKMTENbHOrO pesynbTaTta no BOMpocam,
BKIMHOYEHHbBIM B OUCLUUMNIIVHY;

— paspaboTka 1 peanusauus NPOEKTOB C NPUMEHEHNEM KOMMNETEHLUMNN, YKa3aHHbIX
B pabouen nporpamme;

— [OEMOHCTpMPYET YMEHME MNPUMEHATb TEOPETUYECKME 3HAHUA ONs peLleHus
NpaKTU4eCKNX 3aaay NOBbILUEHHOW CNOXHOCTU U HECTaAHOAPTHLIX 3a4ay;

— BbIMOJSIHEHNE B CPOK BCEX NMOCTABMNEHHbIX 3aaavy.

LUkana kputepueB oL eHMBAHUA KOMNETEeHLUN

OueHka CopepxaHue
He 3auteHo / He | [lemoHCTpupyeT HenoHumaHue npobnembl. MHorme TpeboBaHus, NpeabsBnsemMble K 3afaHuIo He
YAOBNEeTBOPUTENLHO | BbIMONHEHbI. [JeMOHCTpMpYeTCs nepBUMYHOE BOCnpuAaTMe maTtepuana. Pabota He3akoHyeHa u
/vnn 370 Nnaruar.
3auTteHo | | DemMoHCTpMpyeT  4acTM4HOEe  MOHMMaHWe  npobnemel. BonbwunHcTBO  TpeGoBaHui,
YAOBNETBOPUTENLHO | NPeabsABNSAEMbIX, K 3aJaHU0 BbINONHEHbl. BnageHne anemeHtamy 3agaHHoro mMatepuana. B

OCHOBHOM BbIMOJMIHEHHbIV MaTepuan NOHSITEH M HOCUT LIeNOCTHbIV XapaKkTep.

[leMoHCTpupyeT 3HauuTenbHOe MoHUMMaHue npobnembl 0b6o3HaveHHOW AucumnnuHon. Bcee
TpeboBaHusa, NpeabsBRseMble K 3aAaHuio BbiNonHeHbl. CodepXaHne BbINOMHEHHbIX 3adaHuii
PacKpbITO U PACCMOTPEHO C pa3HbIX TOYEK 3pPEHUSI.

[leMoHCTpupyeT nornHoe noHvmaHve npobnemsl. Bce TpeboBaHus, npeabsaBnsieMble K 3aAaHnio
BbINOMHeHbl.  [1pOAEMOHCTPUPOBAHO YBEPEHHOe BrajeHue MaTtepuanoMm  AUCUMNIMHBL.
BbinonHeHHble 3agaHWs HOCAT LENOCTHbIX XapakTep, BbINOMHEHbl B MOMHOM oOb6beMme,
CTPYKTYpPUPOBaHbI, NpeAcTaBreHbl PasnnyHbie TOUKWU 3peHUsl, MPOAEMOHCTPUPOBAH TBOPYECKUIA
nogxog.

3auTeHo / xopowo

3auTteHo / oTnn4HO




MeToaunyeckne matepuansl, onpeaensiowme npoueaypbl oLeHUBaHUSA

TeKylWnin KOHTPOSb YCNeBaeMOCTM OCYLLECTBASETCHA: Ha IeKuusax, npakTu4eckmx
(cemmHapckux) n nabopaTopHbIX 3aHATUAX.

Obyuvatouwmecss 3apaHee WHPOPMUPYIOTCA O KpUTEpUSX M npouenype TeKyLlero
KOHTPONSA ycneBaeMoCTW npernogaBaTensmMu no COOTBETCTBYOLWEeNn yyebHOM AucumnnuHe
(mogyns). YcneBaemoCTb Mpu TEKYLWEM KOHTPONe XapakrepudyeT ob6bemM U Ka4vyecTtBO
BbINOJSTHEHHON 0obyyvaLWwmmes paboTbl No AncumniiMHe (Mogynio).

Meparornyeckue BUAbl U (POPMbI, UCMOMNb3yeMble B MPOLIECCE TEKYLEero KOHTPOrs
ycrneBaemocTu oby4daromnxcs, onpeaenstoTca npenogasatenemM. Boelbrpaembln BUa TekyLlero
KOHTponsi obecneunBaeT Hambornee nmnomfHbii U OOBLEKTUBHBIA KOHTPONb (M3MEPEHNE W
dmKcMpoBaHMe) YPOBHA OCBOEHUS pe3ynbTaTtoB 0By4eHUs nNo AUCLMNIINHE.

B uensax obecneyeHnsa TekyLero KOHTPOns ycneBaeMoCTy npenogasartesnb NpoBoauT
KOHCYynbTaLuun.

lMpomexyToyHas aTTecTaums obyyatowmxes aBnaeTcs PopMon KOHTPONS pe3ynbTaToB
obyyeHMs No OUCUMNAMHE C LUeEenbl KOMMIEKCHOro onpeaeneHnsl COOTBETCTBUS YPOBHS U
KayecTBa 3HaHWA, YMEHWM W HaBbIKOB oObOyvalwmxcs TpeboBaHWUSM, YCTaHOBMEHHbLIM
obpasoBaTenbHON NPOorpaMmmon.

5. Oco6eHHOCTM OCBOEHUSI AUCUMNIIUHBLI ANA UHBaNUAoB U UL C OrpaHUYeHHbIMU
BO3MOXHOCTAMM

OO6yuyeHne oby4alowmxcsa C OrpaHUYEHHbIMM  BO3MOXHOCTAMW 300POBbS  Mpu
HeobXO0AMMOCTM OCYLLIECTBNSETCA Ha OCHOBE aganTupoBaHHOM paboyelrt nporpaMmmbl C
NCNonb3oBaHMEM chneuuarnbHbIX MeTogoB O0O0yveHuMss W AMOAKTUYECKMX MaTepuanos,
COCTaBIIEHHbLIX C Y4eTOM OCOBEHHOCTEN MNCUMXOMMU3NYECKOrO Pas3BUTUS, WUHOMBUAOYANbHbIX
BO3MOXHOCTEM UM MNPU HEOOGXOAMMOCTM obecnevynmBalOWMX KOPPEKLUUIO HapyLeHun
pa3BUTMA M couManbHY aganTauuio yKasaHHbIX N,

CamocTosaTenbHas paboTta obyyarowmxcs C  OrpaHUYEHHbIMU  BO3MOXHOCTSAMM
300pOBbS U MHBANWAOB MO3BOMSIET CBOEBPEMEHHO BbISIBUTH 3aTPyAHEHUS U OTCTaBaHWe U
BHECTU KOpPpPeKTUBbl B Yy4ebHywo pgeatenbHocTb. KoHkpeTHble dopmbl M BUabI
CaMOCTOATENbHON paboTbl 00y4YaOLWNXCA NNL, C OFPaHNYEHHBIMU BO3MOXHOCTSAMU 340POBbS
N UHBaNUOOB yCTaHaBNMBalTCA Nnpenogasartenem. Boibop doopm 1 BUAOB CaMOCTOSTENbHON
paboTbl, OOy4YalLWMXCA C OrpaHUYEHHbIMM BO3MOXHOCTSIMU 300POBbA M MHBaANMOoOB
OCYLLIECTBNAETCA C Y4eTOM MX CnocoBHOCTEN, 0COBEHHOCTEN BOCMPUATUS U FTOTOBHOCTU K
OCBOEHMIO yyebHoro matepuana. ®opmMbl CaMOCTOATENbHOW pPaboTbl yCTaHaABMMBAKTCA C
YyY4EeTOM MHAMBUAYANbHbIX NCMXOM3NYECKMX 0COBEHHOCTEN (YCTHO, MMCbMEHHO Ha Bymare
U Ha KoMNbloTepe, B (hOpMe TECTUPOBAHMS, SNIEKTPOHHbBIX TPEHAXEPOB 1 T.1.).

OcCHOBHble (hOpMbI NPeACcTaBNEHNS] OLLEHOYHbIX CPEACTB — B NnevaTtHon popme nnu B
dopMe SNEeKTPOHHOro AoKkymeHTa. [nsa obydawwmuxca C  HapyweHusMU  3peHus
npegycmaTpuBaeTCca BO3MOXHOCTb MPOBEOEHUS TEKYLLEro M NPOMEXYTOYHOro KOHTPOns B
yCTHOM cpopme. [1na oBy4aroLmnxca ¢ HapyLLEHUSIMU CIiyxa NpeaycMaTpuBaeTcst BO3MOXHOCTb
NpoBeAEHNsI TEKYLLLETO N MPOMEXYTOYHOrO KOHTPOSS B MMCbMEHHOM hopMeE.

KaTteropumn oby4arwwmxca ¢ OB3, cnocobbl BOCNpUATUA UMM MHpopmauum u
MeToAbl X 00yYeHus

KaTteropumn obyuatowinxcsa no MeToabl o6y4eHus
HO305OornsAM
C HapyweHnusam | Cnenble. Cnocob | AyduanbHo-KUHecmemu4yeckue, npegycmaTtpusaroLwimMe  nocTynneHve
1 3peHuns BOCMPUATUSA y4ebHoW nHopmMaLmm NOCpeaCcTBOM ClyXa U OCA3aHUS.
WHopMaLum: MoryT ncnonb3oBaTbCsl NpW YCroBUW, 4TO BMU3yanbHas uHgopmauus byaet
ocsAsaTerbHO- afanTupoBaHa Ans nuu, ¢ HapyLeHUsSMU
CITyXOBOW. 3peHus:
Cnabosugsuwe. 8u3yasibHO-KUHecmemud4eckue, npegnonararowme nepegady u socnpuatme




KaTteropuu o6yqa|ou4uxca no

MeToabl o6yyeHus

HO30510TUAM
Cnoco6  BocnpuaTusa | y4eBHOW MHOpMauuy Npy NOMOLLM 3pEHUS U OCA3aHWS;
nHdopmaLum: ayouo-su3yarnbHble,  OCHOBaHHble  Ha  npeAacTaBneHne  yy4ebHoW
3puUTenbHO- WHOpMaLuM, Npu KOTOPbIX 3a4eNCTBOBAHO 3pUTENbHOE U CryXOBOE
ocs3aTenbHO- BOCTPUATHE;
CNyxoBou ayduo-eu3yalnbHO-KUHeCcmemu4yeckue, 6asvpyowmecs Ha NpeacTaBneHum
WHdOpMauuM, KoTopas MocTynaeT Mo  3pUTENbHOMY, CITyXOBOMY WU
ocsa3aTenbHOMY KaHanam BocnpusaTue.
C HapyweHusam | nyxue. Cnocob | BusyanbHo-kuHecmemu4yeckue, npegnonararoLlme nepegavy u
n cnyxa BOCNPUATUSA BOCNpuATHE y4ebHON MHhopMaLMKM NPY NOMOLLW 3PEHNS U
UHOpMaLuK: 0CsI3aHus.
3puUTenbHo- MoryT ncnonb3oBaTtbCsi Npu ycnosuw, YTo ayamansHas nHdopmaumsa byaet

ocsi3aTernbHbIN.

Cnabocnbiwatiue.
Cnocob BOCMPUATHUSA
MHopMaLmK:
3puTENbHO-
ocA3aTenbHO-CNyXoBoW

ajanTupoBaHa ansa nuu ¢ HapyLLIeHUsMM cryxa:

ayduo-susyasibHble,  OCHOBaHHble  Ha  npefcTaBrneHne  y4eGHON
WHdOpMauuM, Npu KOTOPbIX 3a4elCTBOBAHO 3pUTENbHOE U CIyXOBOE
BOCMNPUATHE;

ayluarbHO-KUHecmemuyeckue,  npegycMmaTpuBaroLLme
y4ebHOM MHOpMaLMM NOCPeaCTBOM CllyxXa U OCA3aHWS;
ayduo-eu3yalnbHO-KUHeECMemu4yeckue, 6asvpyomecs Ha NpeacTaBneHnm
WHdOpMaLun, KoTopass MnoCTynaeT Mo  3pUTENbHOMY, CIyXOBOMY MU
ocsi3aTeNlbHOMY kaHanam BoCnpusiTUe.

nocrtynneHune

C HapyweHusm
" OMopHo-
ABUraTensHoro
annapata

Cnocob BOCNPUATUSA
MHopMaLmK:
3pUTENbBHO-
oca3aTenbHO-CNyX0BOW

— 8U3yarbHO-KUHECMEMUYECKUE;

- ayduo-8u3yarsbHbIE;

- ayduasbHO-KUHECMEMUYECKUE;

— ayduo-8u3yasnbHO-KUHECMEMUYECKUE.

Cnoco6bl aganTauum obpasoBaTenibHbIX PpecypcoB

YcrnoeHble 0603HayeHus:

«+» — obpasoBaTesnbHbIN pecypc, He Tpebyowmn agantTaumm;

«AD» — aganTMpoBaHHbLIN hopMaT K 0COBEHHOCTAM npuema-nepenaym nHgopmaumm
oby4atowmxca nieanmaos n nuy, ¢ OB3 dopmaT obpasoBaTenbHOro pecypca, B TOM Yucne ¢
NCNonb30BaHMEM crneunanbHbiX TEXHUYECKUX CPencTB;

«AD» — anbTepHaTUBHbIN 3KBUMBANEHT MCNOSb3YEMOro pecypca

O6pa3oBaTenbHbIe pecypchbl
ONeKTPOHHbIe
KaTeropuu oby4arowmxcs no ;ﬁ:::os::;l
HO30J10TUSAM MynbTuMeau P MeyaTtHble
rpaduyeckue ayauo e aHanorm
nevyaTHbIX
n3gaHun
A3
AD
(Hanpumep,
(Hanpumep, °
nevyaTHbIN
cosgaHune A3
C MaTepuansHO (Hanpumep marepnan,
— Cnenble Ad i Mogeny + ayomo ’ BbIMOSIHEHHbI
Py Y " penbegHo-
1 3peHus rpaduyeckoro onuncaHue)
TOYEYHbIM
obbekTa wpudhTom
3Dmogenu o
( Aenm) J1.Bbpanns)
Cnabosuasine AD AD + AD AD
XC)
(Hanpumep,
TekctoBoe
C nyxne + + +
HapyLleHnam onucaHue,
y rMNepCChINKn
n cnyxa )
Cnabocnbiwatiy + AD + +
C HapyLleHnAMMN OropHO- + + + +
ABuraTenbHoro annapaTta




(DOprI KOHTPOJ1A U OLUEHKN pe3yJibTaToB O6y‘-IeHVIFI nMHBannMaoB U nny C OB3
KaTteropuu
oby4arowmxcsa ®dopma KOHTPOISA U OLIEHKU pe3ynbTaToB 0by4yeHus
no HO30mnorusAM

— yCTHas NpoBepKa: ANCKYCCUWN, TPEHWHIUW, KpYrible CTONbl, cobeceoBaHWs, YyCTHblE KONSOKBUYMbI U
ap.;

- C 1CMosnb3oBaHMeM KoMMnbloTepa v cneumansHoro NO: paboTa ¢ aNeKTPOHHLIMK 0bpa3oBaTernbHbIMU
pecypcamu, TeCTUpoBaHue, pedepaTbl, KypCOBble NPOEKTbl, ANCTaHLMOHHbIE (DOPMbI, €CIY NO3BONSAET
OCTpOTa 3peHust - rpadmyeckmne paboTbl 1 ap.

— MUCbMEHHas NpoBepKa: KOHTPOMbHbIEe, rpaduyeckne paboTbl, TeCTUPOBaHME, AOMALLHWE 3afaHus,
acce, NMCbMEHHbIE KOMNMOKBUYMbI, OTYETHI U ApP.;

- C 1Mcnonb3oBaHNeM KoMnbloTepa u cneumansHoro MO: paboTta ¢ anekTpoHHbIMM o6pa3oBaTenbHbIMK
pecypcamu, TecTupoBaHue, pedepatbl, KypcoBble MPOEKTbI, rpaduyeckme paboTbl, AUCTAHLMOHHbIE
dopMbl 1 gp.

— NCbMEHHasi NpoBepKa, C UCMOMb30BaHNEM CreumanbHbIX TEXHUYECKUX CPEACTB (anbTepHATUBHbIX
cpeacTsa BBOAA, YNPaBMeHWs KOMMbIOTEPOM W Ap.): KOHTPOIbHble, rpaduyeckne paboTsbl,
TecTupoBaHve, AoOMalLHNe 3afaHuns, 9cce, MMCbMEHHbIE KOMNMOKBUYMbI, OTYETHI U Ap.;

— yCTHasi NpoBepKa, C UCNOMb30BaHNEM CreLmarnbHbIX TEXHUYECKUX CPeACTB (CpeacTB KOMMYHMKaLUiA):

C HapyLweHuamm
3peHust

C HapyLwweHusamn
cnyxa

C HapyLwweHusamn

OnopHO-
,D,BM?aTeanOFO ONCKYCCUWN, TPEHUHTU, KPYTTible CTONbI, cobecenoBaHus, YCTHbI€ KOJIITOKBUYMbI U OP.;
annapata — C ucnonb3oBaHMeM KomMmnbkoTEpa W cneunanbHOro rno (aJ'IbTepHaTVIBHbIX cpeacts Beoda u

ynpaBfieHns KOMMbOTEPOM U Ap.): paboTa C 3MeKTPOHHLIMU 0bpasoBaTerNlbHbIMU pecypcamu,
TecTpoBaHue, pedepaTbl, KypcoBble MPOeKTbl, rpaduyeckme paboTbl, AUCTAHUMOHHbIE DOPMbI —
npeanoYTMTENnbHee 06YYaloLMMCS, OrpaHNYEHHbIM B NEPeaBWKEHNN 1 Op.

3apaHua Ons TeKywero KOHTPONs ANs MHBanNUMAOB WU NUL, C OrpaHUYeHHbIMU
BO3MOXHOCTAMM

Tekywull KOHMPOb U MPOMEXYMOoYyHass ammecmauyusi oby4aroLmnxca UHBaANUOoB U
nmy ¢ OB3 ocyuwiectBnsaeTcsa ¢ UCMNONb30BaHNEM OLEHOYHbLIX CPEACTB, aAanTUPOBaHHbLIX K
OrpaHMYEHMAM UX 300POBbsi M BOCNPUATUA MHpOPMaLMK, B TOM YUCIIE C UCMONb30BAHMEM
crneumanbHbIX TEXHUYECKUX CPEACTB.

Tekywuli KoHmMporsnb ycrieeaemocmu 0nsi obyqarowuxcs uHeanudos u nuy ¢ OB3
HanpaBneH Ha CBOEBPEMEHHOE BbISIBIIEHNE 3aTPpygHEHUM W OTCTaBaHUS B OOy4YeHUn u
BHECEHUS KOPPEKTUBOB B Y4eOHYK AeATenbHOCTb. BO3MOXHO OCyLIECTBrEHME BXOOHOro
KOHTpONSA Ansi onpeaeneHus ero crnocobHocten, ocobeHHOCTeNn BOCMNPUATUS U TOTOBHOCTU K
OCBOEHMI0 y4ebHOoro matepmana.

3agaHMAa Ans NPOMEXyTOYHOW aTtrecTauuMm AOnsi UMHBanNMaoB M nuy C
OrpaHM4YeHHbIMU BO3MOXHOCTAMM

®opma rnpomexxymoyHol ammecmauyuu yCTaHaBNMBaETCH C y4eTOM UHANBMAYATbHbIX
ncuxoguandecknx ocobeHHocTen (YCTHO, NMCbMEHHO Ha Bymare, NMCbMEHHO Ha KOMMbIOTEPE,
B dopme TecTupoBaHus u T.n.). MNpn HeobGxoammocTn obyyarowmmces npenocTaBnsieTcs
AONOMNHUTENbHOE BpeMs NSt NOArOTOBKM OTBETA.

lMpomexymoyHass ammecmauyusi, npu HeobXxoouMOCTW, MOXeT MpPoBOAMTLCA B
HECKOJNbKO 3TanoB. [1ns 3Toro pekomeHayeTcs UCnonb3oBaTth PyOEeXHbI KOHTPOMb, KOTOPbIN
ABNSAETCA KOHTPONbHOM TOYKOWN MO 3aBEPLUEHNIO U3YYEHUS pasgena unu Tembl AUCUUMNINHDI,
MEXANCUUNIIMHAPHOTO Kypca, NMPakTUK U ee pasaenos C LeSbio OLeHMBAHNA YPOBHSA OCBOEHNS
nporpamMmmHoro matepuana. PopmMbl U CPpoK NpoBeaeHMst pyOeXXHOro KOHTPONSA onpeaensaTcs
npenogaesatenieM C  Y4eTOM  UHOMBMAOYamNbHbIX  NCUXOMU3NYECKUX  OCOBEHHOCTEN
oOy4atomxca.



