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1. MNepeyeHb NnaHUpyeMbIX pe3ynbTaToB 00y4eHUs Nno gucuunamHe (Moaynio),
COOTHECEHHbIX C NJaHUPyeMbiMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTeNbHOM

nporpamMmbi

HaumeHoBaHue
KaTeropum
(rpynnsi)
KOMNeTeHUnn

Kopn v HaumeHoBaHue
KOMMNeTeHuUuun

Kon v HaumeHoBaHue WHOUKaTOopa
AOCTUXXKEHUA KOMNeTeHLUUuun

Pe3ynbTatbl 06y4yeHus (3HaTb, yMmeTb,
BNlageTb, COOTHECEHHbIe C
MHAMKATOPaMMU JOCTUIXKEHUSA
KOMMNEeTEeHLUHu)

MpodeccnoHanbHble KOMMeTeHLUN

He npesycmoTpeHo

MK-1 CnocobeH
06cnyKuBaTh CeTeBble
yCTpONCTBa
NH(OPMaLMOHHO-
KOMMYHUKaLVOHHO
cUCTeMbl

MK-1.1 MnaHupyeT apxUTekTypy u
(PYHKLMOHNPOBaHNE NH(OPMALLMOHHBIX
cucTeM xpaHeHus, 06paboTkm n
nepepayn nHhopMaLuuy Ha base ceTeBbIX
YyCTPOWCTB NH(OPMALMOHHO-
KOMMYHWKaLIMOHHBIX CUCTEM

BnaneTb HaBblKaMy 3alWnThl MHGOPMaLIAK
npy NAAHNPOBAHMMN aPXUTEKTYPbI 1
(hYHKLIMOHUPOBAHNMN NMH(OPMALMOHHBIX
CcUCTeM xpaHeHus, 06paboTkn 1 nepenayn
nHopMaLmy Ha Baze ceTeBbIX YCTPONUCTB
UH(OPMaLMOHHO-KOMMYHUKALIMOHHBIX
cucTem

3HaTb METOAbI 3aLUMTbl MHOPMaLUK Npu
NNaHNPOBaHNN apXNTEKTYPbI 1
(PYHKLMOHMPOBaHNM NHOPMALMOHHbBIX
cucTem xpaHerus, obpaboTku 1 nepepayn
MH(OopMaLMm Ha B6a3e ceTeBbIX YCTPOWNCTB
NH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
cuctem

YMeTb NIaHUpoBaTb apXUTEKTYpY 1
(hyHKLIMOHMPOBAHME MH(OPMALIMOHHBIX
CUCTEeM xpaHeHus, 06paboTky 1 nepeaayn
UHopMaL My Ha Ba3e ceTeBbIX YCTPONUCTB
VH(OPMALMOHHO-KOMMYHUKALIMOHHBIX
CUCTEM C YHeTOM 3aLlnThbl MH(OPMaLMK

MK-1.6 . MpuMeHAeT MHCTPYKLMUK Mo
oxpaHe Tpyaa npu paboTe ¢
annapaTHbIMU, NPOrpaMMHO-
annapaTHbIMU 1 NPOrpPaMMHbIMU
cpeacTBaMy alMUHUCTPUPYEMON
NHHOPMaLIMOHHO-KOMMYHWKALMOHHO
cucTembl

BnageTb HaBbIKaMU NMpUMeHeHUs
WHCTPYKLWIA Mo oxpaHe Tpyna npu paboTe ¢
annapaTHbIMU, MPOrPaMMHO-anMnapaTHLIMU 1
nporpaMMHbIMU CpeACTBaMU
aAMUHUCTPUPYEMOiA NH(OPMALIVOHHO
KOMMYHUKALUOHHON CACTEMbI

3HaTb MeTOAbl NPUMEHEHNS MHCTPYKLMIA MO
oxpaHe Tpyfaa npu paboTe C annapaTHbIMY,
NPOrpaMMHO-annapaTHLIMU 1
nporpamMHbIMK CPeACTBAMM
aAMUHUCTPUPYEMOi MH(DOPMALIVOHHO
KOMMYHUKALMOHHON CUCTEMBbI

YMeTb NPUMEHSTb UHCTPYKLMU MO OXpaHe
Tpyna npu paboTe ¢ annapaTHbIMK,
NporpaMMHO-annapaTHLIMU 1
NporpaMMHbIMU CPeACTBaMU
aAMUHUCTPUPYEMON NH(OPMaLIMOHHO-
KOMMYHWKALMOHHON CUCTEMbI

MK-2 CnocobeH BbINOHATD
paboTbl U ynpaBieHune
paboTamu no
co3faHuo(Moandukaumm)
n conposoxaeHuto NC,
aBTOMaTU3UPYIOLLNX
3aja4v opraH13aunoHHOro
ynpasneHusa n busHec-
npoLecchl Ha
npennpuaTusx
HedTexnMmyeckoro
npou3BOACTBa

MK-2.1 AHanusnpyeT COBPEMEHHbIE
MEeTOANKWN, METOLbI U UHCTPYMEHTbI
npoekTuposaHua UC Ha npeanpuaTnax
HeTexnMm4yeckoro nNpon3BoaCcTea

BnapeTb HaBblKaMu aHann3a COBPEMEHHbIEe
MeTOAMK, METOA0B N MHCTPYMEHTOB 3aLUNThI
WH(opMaLmmn npu npoekTuposaHun NC Ha
NpeanpuaTUAX HeTexmmMn4eckoro
npoun3BoACTBa

3HaTb MeTOAbl aHa/IM3a COBPEMEHHbIE
MEeTOAMNK, METOA0B U NHCTPYMEHTOB 3aLLNThI
MHopMauun npu npoekTuposaHum NC Ha
npeanpuaTuax HeTexmMmMn4yeckoro
Npou3BoACTBa

YMeTb aHann3nMpoBaTh COBPEMEHHbIE
MEeTOAMNK, METOA0B U NHCTPYMEHTOB 3aLLNThbI
MHopMauun npu npoekTuposaHum NC Ha
npeanpuaTUaX HePTEXUMNYECKOro
Npon3BOACTBa




MK-2.2 . AHann3npyeT COBPEMEHHbIE BnaneTb HaBblKaMy aHann3a COBPEMEHHbIX

MeToaukm ynpasneHue UC Ha MEeTOAVK 3aLLUThl H(OPMaLIMK NpK
NpeAnpUATUAX HeTEXMMUYECKOrO ynpasneHu UC Ha npeanpusaTusx
Nnpov3BOACTBA HeTEXMMNYECKOro NPOM3BOACTBA

3HaTb MeTOAbl aHa/IM3a COBPEMEHHbIX
MeTOAMK 3aLUTbl MH(OPMaLMN Npu
ynpasneHun NC Ha npeanpuaTuax
HeTexnMm4eckoro NpPov3BoLACTBa

YMeTb aHa/IM31POBaTb COBPEMEHHbIE
MEeTOAMK 3aLLMTbl MHGOPMaLMK Npw
ynpaeaeHun UC Ha npeanpusTusx
HeTEXMMNYECKOr0 NPON3BOACTBA

2. MecTo gucunnauHbl (Mopyns) B CTPYKType obpa3oBaTesibHOW NPOrpaMMmbl

MecTo AnCUMNANHBLE (MOAYNSA) B CTPYKType obpa3oBaTenbHOW NporpamMMbl: 4acTb, popMmupyemasn
y4yacTHMKaMu obpa3oBaTesibHbIX OTHOLLEHUN

Kopg,

KoMn MapannenbHo ocBanBaeMblie Mocnepyiouiue
MpepwecTByOW e AUCLUNIIUHDI

eTeH OUCLUNMNHBI BUCUMUNNUHBI

1]
WEB TexHonorun; ba3osble
TexHosIornum 1 npoieccsl; bassbl
LaHHbIX; IHTerpnpoBaHHbie
CMCTEeMbl aBTOMaTMU3aLMK A9
ynpaBneHnsa busHec-npoueccamu B
He(hTEXUMUYECKOM NPOU3BOACTBE;
NHpopMaLnoHHbIE CUCTEMBI
3NEKTPOHHOr0 AOKYMeHToobopoTa | AHann3 NHPOPMALMOHHbIX
He(TeEXMMNYECKOro NPOMU3BOLCTBA; | MPOEKTOB HEPTEXUMUYECKOr O
VH(hopMaLMOHHbIE TEXHONOM UK U NPoV3BOACTBA; BbiNosiHeHWE 1
nporpamMMmnpoBaHune; 3alUMTa BbINYCKHOW

MK-1 | KopnopaTuBHble MHDOPMALIMOHHbIE | KBaN(UKaLMOHHON paboThl;
CeTn HehTeXMMMYeCKoro HaoexHocTb cucrtem;
npon3BoACTBa; KoprnopaTusHblie Mpon3BoLCTBEHHAs MpaKTUKa:
NHMOPMALMOHHbIE CUCTEMBI TexHosornyeckas (MpoeKkTHo-
He(hTeEXUMNYECKOro NPOU3BOACTBA; | TEXHONOrMYeckas) npakTuka
OpraHunsauns n nnaHupoBaHue
aBTOMATM3UPOBAHHbIX
npon3BoacTB; [poekTupoBaHme
BbIHUCAUTENbHBIX CUCTEM U
KOMMNEKCOB B HEPTEXUMNYECKOM
npoun3soacTee; CnucrtemHoe
nporpamMmMmHoe obecneyeHne




WEB TexHonorun; ba3osble
TeXHON0rnumM v npoweccol; basbl
LaHHbIX; IHTerpnpoBaHHbie
CMCTeMbl aBTOMaTMU3aLMK AN19
ynpaBneHusa busHec-npoueccamu B
HeTexMmMmnyeCcKkoM Npon3BoACTBE;
NHTennekTyasbHble CUCTEMBI 1
TexHonoruun; NHpopmaunoHHoe
obecneyeHne 3KOHOMUKHN
npeanpuaTuS HehTeEXMMNYECKOro
npon3soacTsa; NHdopmMaLMoHHbIe
CUCTEMbI 3/IEKTPOHHOr0
LoKyMeHToobopoTa
He(TeXMMNYECKOro Npon3BOLCTBa;
NHdopMaLmoHHbIe TEXHOIOr UK U
nporpamMmMnpoBaHue;
KopnopaTurBHble MHHOPMaLNOHHbIEe
CeTN HehTEXUMUNYECKOT 0
npon3BoACTBa; KoprnopaTusHblie
NH(OPMaLMOHHbIE CUCTEMDI
HedTeEXMMNYECKOro Npon3BOLCTBa;
MogenvposaHue; OpraHusaumsa un
niaHupoBaHue
aBTOMATM3UPOBAHHbIX
Npon3BoACTB; MakeTbl NpUKIaLHbIX
nporpamm; MpoekTupoBaHmne
BbIYNCAUTENbHBIX CUCTEM 1
KOMMNEKCOB B HEPTEXUMNYECKOM
nponssoacTee; CucrtemHoe
nporpammHoe obecneyeHue;
CncTeMbl UCKYCCTBEHHOTO
NHTEeNNeKTa

MK-2

AHann3 nHPOPMaLMOHHBLIX
NPOEKTOB HehTEXMMUNYECKOr0
Npon3BOACTBA; BbiNosiHeHWE 1
3alUmMTa BbIMYCKHOW
KBa/MUKaLMOHHON paboThl;
HaoexHocTb cucrtem;
Mpon3BOACTBEHHAA MpaKTUKa:
TexHosiornyeckas (MpoekTHo-
TexXHoJI0rnyeckas) npakTmKka

3. 06beM aucumMnamnHbl (MoAyNA) B 3a4eTHbIX € AUHULLAX C YKa3aHMeM KoauvyecTBa
aKageMU4yeCcKUX 4YacoB, BbiAeJIEHHbIX HA KOHTAKTHYIO paboTy oby4yalowumxcs ¢
npenopgasatesieM (N0 BUpaM y4eOHbIX 3aHATUM) U HA CAaMOCTOATEJIbHYIO paboTy

obyvarowuxcs

8 cemecTp
Bcero yacos
yacos /
. / 4acoB B
Bup yuebHon paboTbl o 4acoB B
3/1eKTPOHHOM .
dbopme 3/1IeKTPOHHOM
dopme
AynuTopHaa KOHTaKTHasa paboTta (Bcero), 64 64
B TOM 4ucne:
Jlekumn 32 32
[MpakTnyeckune 3aHATUA 32 32
CaMocToaTenbHasa pabora (Bcero), 80 80
B TOM 4yucne:
MoAroToBKa K JIeKLINAM 10 10
NoAroToBKa K NMPakKTUYECKUM 3aHATUAM 40 40
NnoAroToBKa K 3K3aMeHy 30 30
KoHTponb 36 36
UToro: yac 180 180
UToro: 3.e. 5 5




4. Copep>XaHue aucumMniauHbl (Moayns), CTPYKTypupoBaHHoe no TeMaM (paspenam),
C YyKa3aHueM OTBeieHHOro Ha HUX KoJiIM4ecTBa aKaseMU4eCKMx 4acos U BUAOB
y4eOHbIX 3aHATUN

Bupbl yuebHOM
Harpy3Ku u ux
No
HauMeHoBaHMWe pa3gena AUCLUNIAMHI TPYAOEMKOCTb, Hachl
pa3nena
Bcero
N3 | AP (N3 | CPC
4YyacoB
CoBpeMeHHble METOAMKIN 3aLLUUTbI MHOPMaLIUK Npu
1 ynpasneHun IC Ha NpeLnpusaTUsaX HepTeXMMUYeCcKoro 32101 0] 25 57
NnPOn3BOACTBa
MeToAbl 3aLLUNTbl CETEBbLIX YCTPONCTB MHGOPMALIMOHHO-
2 KOMMYHWKALMOHHbIX CUCTEM B TOM YMCJIe N HEPTEXUMUYECKUX 0f0[32] 55 87
npeanpuaTuin
Koutponb| 0 | 0 | O 0 36
WUroro| 32| 0 | 32| 80 180
4.1 Copep>XaHue NEeKLNOHHbIX 3aHATUH
KonuyecTtBo
Ne HauMeHoBaHMe Copep>XaHue neKuum Yyacos /
Tema nekuum (MepevyeHb ANOAKTUYECKNX e AUHWLL: 4acos B
3aHATUA pasgena .
paccMaTpyBaeMblX NOATEM, BOMPOCOB) | 9N@KTPOHHOMN
¢dopme
8 cemecTp
CoBpeMeHHble
METOAMKN 3aLLM1Thl
nHgpopmaumm npu | OCHOBHbIE MOHATUA 1
OCHOBHbIe MOHATUS U onpeaeneHns
1 ynpasneHun UC Ha | onpeneneHuns npegmeTa 2
npeameTa 3aluTbl MHGopMaLmm
npeanpuaTnax 3aLUMThl MHGOPMaLLUK
HepTeXMMN4ecKoro
Npoun3BOACTBA
CoBpeMeHHble
METOAMKN 3aLL1Thl
NHOPMaLny Npu
PasrpaHunyeHne gocTyna
2 ynpasnerHun AC Ha Pa3rpaHunyeHune gocTtyna K pecypcam. 2
K pecypcam
npeanpuaTnaxX
HepTEXMMNYECKOro
Npoun3BOACTBA
CoBpeMeHHble
MEeTOAMKN 3aLLMUThl
MH(OpMaLu npy VinerTngukauma u NpoeHTndurkauma n ayTeHTudrKauns
3 ynpasneHun C Ha | ayTeHTUdpMKauuns 2
cybbekTOB
npeanpuaTnax cybbekToB
HepTeXMMNYeCcKoro
Npoun3BOACTBa
CoBpeMeHHble
METOAMKU 3aLLMNThl
MH(pOpMaLIu npy MeToab! cpeAcTBa MeToZabl 1 cpeacTBa KpunTorpauyeckom
4 ynpasneHun NC Ha | KpunTorpaduyeckomn 33T 2
npeanpuaTnax 3aLlUNThI H
HepTeXMMNYEeCKOro
npon3BOACTBA




CoBpeMeHHble
MEeTOLVKMN 3aLUnThl
NHMOPMaLK Npu

KOHTpPO/b LLeN0CTHOCTK

KOHTPO/Ib LefIoCTHOCTU MHDOPMaLUN.

> ynpasnexum UC Ha NHpopMaLmn SNeKTPOHHO-LMdpoBasa NoANUChL
npeanpuaTuax
HepTEeXMMNYeCcKoro
npoun3BOACTBa
CoBpeMeHHble
MeTOANKN 3aLUThl
6 gggﬁgﬁgﬁ%ﬂfﬁ}?za KOHTPOJIb LLeNoCTHOCTU | KOHTPOJIb LLeIOCTHOCTY NHopMaLuun.
NHOPMaLnN. SNeKTPOHHO-L MG poBas NOLMNUCH.
npeanpuaTuax
HepTeXMMNYeCcKoro
npon3BoACTBa
CoBpeMeHHble
MeTOAMNKN 3aLlnThl
MHGopMaLum npu XpaHeHune un XpaHeHune n pacnpenesieHne KJ4eBon
7 ynpasnenun IC Ha | pacnpepenexHue NHopmaLmm. NMpoTokonbl 6e3onacHomn
npeanpuaTuax KJII04EBOV MHDOpMaLUn. | ayTeHTUDMKaLUW Nob30BaTeNeln
HepTeXMMNYecKoro
npon3BOACTBa
CoBpeMeHHble
MeTOAMNKN 3aLnThl
MHGopMaLum npu XpaHeHue un XpaHeHune n pacnpenesieHne KJ4eBomn
8 ynpasnenun IC Ha | pacnpepeneHue NHopmaLmm. MNMpoTokonbl 6e3onacHomn
npeanpuaTusax KJII04eBOW MHOpMaLnn. | ayTeHTUhUKaLUy nosb3osaTenen
HepTeXMMNYecKoro
npon3BOACTBA
CoBpeMeHHble
rﬁ;%ifazmu;amu;gbl 3awmTa NporpaMMHoOro
9 ynpasneHun 1C Ha obecneyeHuns oT 3alumTa NnporpaMMHoro obecneyeHus ot
NPeANPUATUAX HeCaHKLMOHNPOBAHHOIO | HECAHKLMOHMPOBAHHOIO UCMO/Ib30BaHMNA
MNCMONb30BaHNA
HepTeXMMN4ecKoro
npon3BOACTBA
CoBpeMeHHble
'\M"s;%iﬂ;mu;amu#gb' 3awmTa NporpaMMHoOro
10 ynpasseHn UC Ha obecneyeHuns ot 3awmTa nporpammHoro obecneyeHns ot
NPeANPUATUAX HeCaHKLMOHNPOBAHHOIO | HECAHKLMOHMPOBAHHOIO MCMO/b30BaHMA
MCMONb30BaHNA
He)TeXMMMNYeCKoro
npon3BOACTBA
CoBpeMeHHble
MeTOLVKMN 3aLLnThl 3awwTa oT
11 c:ggaosz%iiﬁmmncpﬂa paspyLuarLLmx 3aLLI,VI'I:a OT Pa3pyLIAIOLLMX MPOFPAMMHBIX
NPOrpamMMHbIX BO3LENCTBUN
MPEANPUATIAX BO34eNCTBUNA
He()TeXMMMNYEeCKOro
npon3BOACTBa
CoBpeMeHHble
MeTOLVKMN 3aLLnThl 3awwTa oT
12 S:ggao;'\gﬂ'fﬂmmncpﬂa paspyLuarLLmx 3aU.LVI1:a OT Pa3pyLIaoLLAX NPOrPaMMHBIX
NporpamMMHbIX BO34EeNCTBUN
MPEANPUATIAX BO34eNCTBUNA
He()TeXMMMNYEeCKOro
npou3BoACTBa
CoBpeMeHHble
MeTOLVKN 3alLnThI
13 cgg:gxiﬁﬁrﬁ?:a 3awmTa nHpopmMaumm B 3awmTa NHpopMaL MM B KOMMNbIOTEPHbIX

npeanpuaTusx
HepTEXMMUYECKOr 0
Mpou3BOACTBA

KOMMbTEPHbIX CETAX

ceTax.




CoBpeMeHHble
MEeTOLVKMN 3aLUnThl
nHgopMaLum npu

MH)KeHepHO-TeXHVI'-ieCKaﬂ

NH)XeHepHO-TexHnYeckas 3awmra

14 ynpasneHun AC Ha 2
3amTa nHpopMaumumn NHopMaLnn.
npeanpuaTuax
HepTEeXMMNYeCcKoro
npon3BOACTBA
CoBpeMeHHble
METOLNKN 3aLlLUnThbI
NHMOPMaLK Npu
VIHXXeHepHOo-TexHnYecKas | IHXeHepHo-TexHnYecKas 3almTa
15 ynpasneHun AC Ha 2
3aliuTa nHopmaLumm NHgopMaLmn.
npeanpuaTuaXx
HepTeXMMNYeCcKoro
npon3BOACTBa
CoBpeMeHHble
MeToAMKN 3awnThl | MNpaBoBoe obecneyeHne
. PykoBogasLme nokyMmeHThl Poccuu.
MHGopMaLum npu NH(OPMaLIMOHHON
MpaBoBoe obecnevyeHune
16 ynpasneHun C Ha | 6e3onacHocTu n 9 2
. NHopMaLMOHHON 6e3onacHOCTH K
npeanpuaTuax NpPOTUBOLENCTBUIO o
NMPOTUBOLENCTBUIO TEPPOPU3MY.
He()TeXMMMNYECKOoro | Teppopusmy
npon3BOACTBA
UToro 3a cemecTp: 32
WTtoro: 32
4.2 Copep>xaHue nabopaTopHbIX 3aHATUN
YyebHble 3aHATUS HE peann3yoTcs.
4.3 Copep>XaHue NPaKTUYeCKUX 3aHATUN
Konuuyectso
Ne Tema Copepr)xaHue NPaKTU4ECKOro 3aHATUA Yyacos /
3am|-Tm| HaumeHoBaHue pa3pena npakKkTU4YecKoro (nepeyeHb OANAAKTUYECKUX eQUHNLL: 4yacoB B
3aHATUA paccMaTpuBaeMbIX NOATEM, BOI'IpOCOB) 311eKTpOHHOI7I
cdopme
8 cemecTp
MeTobl 3aLNTbl CETEBLIX YCTPONCTB
ba3oBble MexaHN3MbI
I/IHCbOpMaLI,I/IOHHO-KOMMyHI/IKaLI,I/IOHHbIX bBa3oBble MexaHn3Mbl 6e30MacHOCTY
1 6e3onacHocTn 2
CNUCTEM B TOM Hucne n KOMMYTaTOpPOB.
o KOMMYTaTOpOB
HedTexnMmnyeckux npeanpuaTumn
MeToabl 3aLNTbl CETEBLIX YCTPONCTB
ba3oBble MexaHN3MbI
I/IHCbOpMaLI,I/IOHHO—KOMMyHI/IKaLI,I/IOHHbIX Ba3oBble MexaHM3Mbl 6e30MacHOCTY
2 6e3onacHocTn 2
cncTteMm B TOM 4nucne n KOMMYTaTOpPOB.
o KOMMYTaTOpPOB
HedTexnMmnyeckux npeanpuaTumn
MeTogbl 3alNTbl CETEBbIX yCTpOI?ICTB
besonacHocTb Ha
I/IHCbOpMaLI,I/IOHHO—KOMMyHI/IKaLI,I/IOHHbIX be30onacHOCTb Ha OCHOBE CerMeHTaLumn
3 OCHOBE CerMeHTauum 2
cncTeMm B TOM 4nucne n Tpa(hVIKa.
o Tpauka
HedTexnMmnyeckux npeanpuaTum
MeTogbl 3alNTbl CETEBBIX yCTpOI?ICTB
be3sonacHocTb Ha
I/IHCbOpMaLI,I/IOHHO—KOMMyHI/IKaLI,I/IOHHbIX be30nacHOCTb Ha OCHOBE CerMeHTaLumn
4 OCHOBE CermMeHTauum 2
cncTteMm B TOM 4nucne mn Tpa(hVIKa.
. Tpauka
HedTexnMmnyeckux npeanpuaTum
MeTogbl 3alNTbl CETEBBIX yCTpOI?ICTB
besonacHocTb Ha
NH(OPMALIMOHHO-KOMMYHUKALMOHHbIX be3sonacHocTb Ha ocHoBe npoTokosia IEEE
5 0CHOBE MpOTOKOSa 2
CMCTEM B TOM YuCe un 802.1x
. IEEE 802.1x
HeTeXNMNYECKUX NPeanpuaTnii
MeTogbl 3alNTbl CETEBBIX yCTpOI?ICTB
besonacHocTb Ha
NH(OPMALIMOHHO-KOMMYHUKALMOHHbIX be3sonacHocTb Ha ocHoBe npoTokoJsia IEEE
6 0CHOBE MPOTOKOS1a 2

CUCTEM B TOM Yucne u
HedhTeXMMUYecknx NpeanpusTunii

IEEE 802.1x

802.1x




MeToAbl 3alWMUTbl CETEBLIX YCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALNOHHBIX

Cnncku KOHTpONA

7 Cnnckun koHTponsa goctyna ACL. 2
CMCTEM B TOM Yucne un fnoctyna
He(hTeXMMUYeCKX NpesnpusaTui
MeToAbl 3alLMTbl CETEBbLIX YCTPONCTB
NHMOPMALIMOHHO-KOMMYHNKALMOHHBIX | CINCKK KOHTPONA
8 opmaul y H P Cnnckun koHTpona goctyna ACL. 2
CMCTEM B TOM YucCne un fnoctyna
He(hTeXMMUYeCcKX NpesnpuaTui
MeToAbl 3alLNTbl CETEBbLIX YCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALUOHHBIX | UIHCTPYMEHTbI .
9 opmaul y H Py YTunuTta iptables 2
CncTeMm B TOM 4ynucne n ynpasiieHnAa CeTbto
He(hTeXMMUYeCcKx NpesnpusTui
MeToAbl 3alLNTbl CETEBbLIX YCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALUOHHBIX | UIHCTPYMEHTbI .
10 opmaul y H Py YTunuTta iptables 2
CUCTeM B TOM Yucne un yrnpaBieHus ceTbio
He(hTeXUMUYECKNX NpesnpuaTui
MeToAbl 3aLWMThl CETEBLIX YCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALNOHHbIX TyHHenupoBaHve coeNHEHUN C
11 opmau y H SSL-TyHHenmpoBaHue y P A 2
CUCTEM B TOM Yucne n MNCnosib30BaHMeM rnpoTokosa SSL.
HeTeXnMMYeCcKnx NnpeanpuaTni
MeToabl 3alWMThl CETEBLIX YCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALNOHHbIX TyHHenupoBaHve coeVHEHUN C
12 opmau Y H SSL-TyHHenmMpoBaHue y P A 2
CUCTEM B TOM Yucne n MNCNosib30BaHMeM npoTokona SSL.
HeTeXnMMYecKnx NpeanpuaTni
MeToAbl 3aLMTbl CETEBbIX YCTPONCTB | YaanéHHoe
13 NH(OPMALIMOHHO-KOMMYHUKALMOHHBIX | yIpaBieHue ¢ YpaneHHoe yrnpasfieHue no 2
CUCTEM B TOM Yucne n LWnpoBaHmem 3alMLLEeHHOMY NPOTOKOY SSH.
HeTeXnMNYeCcKX NpeanpuaTni JaHHbIX
MeToAbl 3aLMTbl CETEBbIX YCTPONCTB | YaanéHHoe
14 NH(OPMALIMOHHO-KOMMYHUKALMOHHBIX | yIpaBieHue ¢ YpnaneHHoe ynpasfeHue no 2
CUCTEM B TOM Yucne n LWwnpoBaHmem 3alMLLEHHOMY NPOTOKOY SSH.
HeTeXnMMYecKux NnpeanpuaTni JaHHbIX
YcTaHoBeHne U
MeToAbl 3alLMTbl CETEBbIX YCTPONCTB npasneHne .
A t yerp ynp PPPOE: 0c06€HHOCTW HAaCTPOWKH,
NHMOPMALIMOHHO-KOMMYHWKALMOHHBIX | COeANHEHUAMM
15 npenMyLecTsa n 0TINYNA OT APYrux 2
CMCTEM B TOM Yucne u Mexnay OByMs
. NMPOTOKOJIOB COEAVHEHNS.
HedhTeXMMNYecKnx NpesnpusaTui ceTeBbIMM y3/1aMu
Ethernet
YcTaHoBeHME U
MeToAbl 3alLMTbl CETEBbIX YCTPONCTB npasneHne .
A t yerp ynp PPPOE: 0c06€HHOCTW HaCTPOWKH,
NHHOPMALIMOHHO-KOMMYHWKALMOHHBIX | COeANHEHUAMM
16 npenMyLLecTsa N 0TIMYNS OT APYrux 2
CMCTEM B TOM Yucne un MexXxnay AByMs
. NMPOTOKOJIOB COEAVHEHNS.
He(hTeXMMUYeCcKX NpesnpusaTui ceTeBbIMM y3/1aMu
Ethernet
WToro 3a cemecTp: 32
WTtoro: 32
4.4. Copep>xXaHue caMmocToaTesibHOM paboThbi
Bupn, Copep>XxaHue CaMoCTOATEIbHON
. paboTbl KonuuecTtBo
HaumeHoBaHue paspena caMocCToATeJSIbHOU
pa6oTbi (NepeyeHb OANAaKTUYECKUX €ANHNLL: yacos

paccMaTpuBaeMbIX MOATEM, BOMPOCOB)

8 cemecTp
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CoBpeMeHHble MeTOAMKMN 3aLUnThI
NHopMaumm npu ynpasneHum NC Ha
NpeanpuaTuaX HehTEXMMNYECKOro
npou3BoACTBa

NMoAroToBKa K
nekumam

OCHOBHble MOHATUA 1 OnNpefeneHns
npeaMeTa 3almnTbl HOPMaLUK.
Pa3rpaHunyeHue focTyna K pecypcam.
NoeHTudurkauma n aytTeHTUUKaLmna
cybbekToB. MeToAabl 1 CpefcTBa
KpunTorpagunyeckon 3awnTsl. KOHTPOb
LLleNI0CTHOCTY UH(OpMaLIMKN. DIeKTPOHHO-
undgpoBas NOANUCL. XpaHeHne n
pacnpefeneHne Kno4eBon UHhopMaLmm.
MpoTokoNbl 6e30nacHow
ayTeHTUdUKaLMM Nonb3oBaTenen.
3almTa nporpaMmHoro obecneyeHums ot
HEeCaHKLMOHVPOBAHHOIO UCMOJIb30BaHNS.
3alnTa OT paspyLlatoLLmMX NPOrpaMMHbIX
BO34ENCTBUIA. 3alnTa nHdopMaLun B
KOMMbIOTEPHBIX CeTAX. NHXeHepHo-
TexHU4yeckas 3aluTa uHhopMaLmm.
PykoBogswme 0OKYMeHTbl Poccun.
MpaBoBoe obecneyeHune
NH(OPMaLMoHHOM 6e30nacHOCTL 1
NPOTUBOAENCTBUIO TEPPOPU3MY.

10

CoBpeMeHHble MEeTOAMKMN 3aLUNTHI
NHopMaumm npu ynpasneHun NC Ha
NPeanpuATUAX HeTEXUMNYECKOr 0
npou3BoACTBa

MOAroTOBKa K
3K3aMeHy

OCHOBHble MOHATUA 1 ONpeneneHus
npeamMeTa 3almnTbl MHOPMaLUK.
Pa3rpaHuyeHune gocTyna K pecypcam.
VpeHTudurkaumns n ayteHTugmUKauma
cybbekToB. MeToabl 1 CpefcTBa
KpunTorpaguyeckon 3awmTel. KOHTpOsb
LeNIOCTHOCTY MHOopMaLUn. DNEKTPOHHO-
umndposas NOAMNNUCL. XpaHeHne n
pacnpeneneHue Kao4eBon NHhopMaLLim.
MpoTokonbl 6e3onacHow
ayTeHTUdUKaLum nosb3oBaTenen.
3almTa nporpaMmmHoro obecrneyeHns ot
HeCaHKLMOHNPOBAHHOIO UCMOJIb30BaHMS.
3awnTa OT pa3pyLlatoLLmMX MPOrpaMMHbIX
BO34EeNCTBUIA. 3alnTa nHdopMaLun B
KOMMbIOTEPHbIX ceTAx. MIHXXeHepHo-
TexHU4Yeckas 3almTa MHhopMaLmm.
PykoBoasLine OOKYMeHTbl Poccuu.
MpaBoBoe obecneyeHune
NH(opMaLMoHHOM 6e30NacHOCTU 1
NPOTMBOAENCTBMNIO TEPPOPU3MY.

15

MeTo[bl 3alWUTbl CETEBLIX YCTPONCTB
NH(OPMALMOHHO-KOMMYHVKALMOHHBIX
CUCTeM B TOM Yucse u
HehTEXVMUYECKUX MPeanpUaTUii

noaroToBKa K
MPaKTN4eCKnm
3aHATUAM

ba3oBble MexaHM3Mbl He3onacHoCTY
KOMMYTaTopoB. be3onacHoCTbL Ha oCcHOBe
cerMeHTaumu Tpauka. besonacHoCTb Ha
ocHoBe npoTokona IEEE 802.1x Cnnckun
KoHTpons goctyna ACL. YTunuta
iptables. TyHHennpoBaHne coeguHEHNI C
1CNoJsib30BaHMeM nNpoTokosna SSL.
YaneHHoe ynpasJjieHre no
3alUuLLLEHHOMY NPOTOKOY SSH.
MpoTokos PPPoOE.

40

MeTopbl 3aLLNTLI CETEBbIX YCTPONCTB
MH(OPMALIMOHHO-KOMMYHUKALIMOHHbBIX
CUCTEM B TOM YUCTIE U
HepTEXUMUYECKNX NPeANPUATIA

MoAroTOBKa K
3K3aMeHy

ba3oBble MexaHM3Mbl He3onacHoCTY
KOMMYyTaTOpoB. be3onacHOCTb Ha OCHOBe
cerMeHTauuu Tpauka. besonacHoCTb Ha
ocHoBe npoTokosa IEEE 802.1x Cnncku
KOHTpons poctyna ACL. YTuanta
iptables. TyHHennpoBaHMe coeauHEHNI C
1NCNoJib30BaHMeM npoTokosa SSL.
YOaneHHoe yripasieHue no
3alMLLEHHOMY NPOTOKOoay SSH.
MpoTokon PPPOE.

15

WUToro 3a cemecTp:

80

UToro:

80
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5. MepeyeHb y4eOHOU nuTepaTtypbl M y4ebHO-MeTOAUYECKOrO obecneyeHus no

AucuunnuHe (Mmoaynio)

No
n/n

Bbubnuorpaduyeckoe onucaHue

Pecypc HTb
CamlTY
(3BC CamI'TY,
IPRbooks 1 T.4.)

OcHoBHas nnTepaTypa

MH)KeHepHO-TeXHI/I‘-IeCKaFI 3allnTa I/IH(*)OpMaLI,I/II/I n TexHnyeckmne cpencTea

DNEKTPOHHBIN

2022.- Pexxum pocTtyna:
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||133346

1 | oxpaHbl Ha KpUTUYECKUN BaXXHbIX 06bekTax; A M Ap Meaua, 2022.- Pexxum acvDC
poctyna: https://elib.samgtu.ru/getinfo?uid=els_samgtul|iprbooks||122647 Pecyp
MeTonbl U CpeAcTBa KOMMIEKCHON 3alLnThl MHOPMaLMK B TEXHUYECKINX

5 | cucTemax; Poccnnckum penepanbHblii saepHbin LeHTp - BHAN3®, 2019.- DNEKTPOHHbIN
Pexxum pgocTyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||101925
OcHoBbI MHhopMaLMOHHON Be3onacHOCTU; MHTepHET-YHMBEpCMTET

3 NHdopmaumoHHbix TexHonorunn (MHTYWUT), A Mn Ap Meawna, 2020.- DNEKTPOHHBbIN
Pexxum goctyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||97562
TexHOoNornn 3awmnTbl MHGMOPMALMN B KOMMBIOTEPHbIX CETHAX; 371EKTDOHHbI

4 | MpocobpasoBaHne, 2021.- Pexxum gocTyna: ef c
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||102207 Pecyp
YyebHo-meTOAMYeckoe nocobume rno BbIMOHEHNIO KYPCOBOIro NpoeKkTa no

5 | Ancunnamye MeToAbl M CpefCcTBa 3aLUNTbl UHGOPMaLMK; MOCKOBCKMI SNEeKTPOHHBIN
TEXHNYECKUN YHUBEPCUTET CBA3M U UHopMaTuKK, 2016.- Pexxum gocTyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||61496

JononHuTenbHaa nuTepaTypa
3alnTa KOMMbOTEPHOM MHopMaunn. ShdheKTUBHbIE METOALI N CPELCTBA; y
i DNEKTPOHHbIN

6 |MpodobpasosaHue, 2019.- Pexxum goctyna: aevDC
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||87992 Pecyp
MeToAabl M CpelcTBa 3aLUUTbl KOMMNbIOTEPHON MH(OPMaLMK: annapaTHble 1

7 | MPOTPaMMHbIE CPEACTBA 3aLUUTHI nHhopmaumn; Uspatenbckumn flom DNEKTPOHHbIN
MUNCuC, 2018.- Pexxum gocTtyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||98199
OcCHOBbI MH(hOPMaLIMOHHOM Be30NacHOCTU U 3aWmMTa nHpopMaLuny;

8 JInneukun rocyfapcTBeHHbIN TeXHUYecknin yHusepcuteT, 9bC ACB, 2022.- DNIEKTPOHHbIN
Pexxum goctyna: pecypc
https://elib.samgtu.ru/getinfo?uid=els_samgtu||iprbooks||128718
lNporpaMMHo-annapaTHble CpeacTBa 3aWunThl MHGopMauun. B 3 yacTax.

9 Y.1; TambBOBCKUI roCyaapCTBEHHLIN TeXHUYeCcKun yHmeepcuTteT, I6C ACB, DNEKTPOHHBIN

pecypc

HocTtyn obyyvatowmxcs K 9P HTB CamlI'TY (elib.samgtu.ru) ocyuiecTsnseTcs nocpeacTBOM /EKTPOHHOMN

NHOPMaLIMOHHOM 0bpa3oBaTeNbHOM Cpelbl yHUBepcuTeTa 1 canta HTB CamI Y No NOrvMHy 1 Naponto.

6. NMepeyeHb UH(POPMALUOHHBIX TEXHONOINUN, UCMOJIb3YEMbIX NPU OCYLLLECTBJIEHUN
obpasoBaTenbHOro npouecca nNo AucuuniauHe (Moaynio), BKAOYas nepevyeHb

nporpaMMHOro obecnevyeHus

Mpv NPOBEAEHNN NEKLMOHHbIX 3aHATWIA NCMOb3YEeTCa My/bTUMeaniiHoe 060pyAoBaHMeE.
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NH-hopMaumoHHon obpa3oBaTesibHOM Cpefbl YHUBEPCUTETA.

OpraH130BaHO B3auMoaeincTBre oby4yalollerocs 1 nNpenoaaBaTens C UCMOJb30BaHWEM 3JIEKTPOHHOM

No Cnocob
HauMeHoBaHue MpoussoauTesnb
n/n pacnpocTpaHeHus
. : Microsoft
1 | Microsoft Office 2013 (3apyBexHblii) JInueHsnoHHoe
7 Microsoft Windows 8.1 Professional onepaunoHHas | Microsoft JMLEH3MOHHOE
cmcrTema (3apybexHblii) H
. Canonical Ltd CsobogHo
3 [ Ubuntu Linux (3apybexHbIi) pacrnpocTpaHaemoe
Google CeoboaHo
4 | Bray3ep Google Chrome (OTe4vecTBEHHbIN) pacrnpocTpaHsemoe
CnpaBoy4Has npasoBas cuctema (CMC) AO «KoHCy/bTaHT
5 Mnoc» JInueHsnoHHoe
KoHcyneTaHTTlntoC (OTevyecTBEHHbIN)

7. NMepevyeHb pecypcoB UHPOPMALMOHHO-TEJIEKOMMYHUKALLMOHHOM ceTh «MHTepHeT»,
npodeccuoHanbHbIX 6a3 AaHHbIX, UHPOPMALLMOHHO-CMPABO4YHbIX CUCTEM

Ne
n/n HaumeHoBaHue KpaTkoe onucaHue PeXum pgoctyna
Poccuinckme 6asbl
DNEeKTPOHHO-6ubmoTeYHas ) . NaHHbIX
1 cucteMa IPRbooks http://www.iprbookshop.ru/ OrpaHNYyeHHOro
[oCTyna
Poccuinckme 6asbl
dneKTpoHHasa bubnmoTeka e e - NaHHbIX
2 V3maHNi CamrTy http://irbis.samgtu.local/cgi-bin/irbis64r_01/cgiirbis_64.exe OF PaHINEHHOrO
LocTyna
Poccuinckune 6asbl
3 | eLIBRARY.ru http://www.eLIBRARY.ru/ AaHHbIX
OrpaHUYeHHoro
LocTyna
KoHcynbTaHTMAC Poccuinckue 6asbl
4 (NpaBoBLIE AOKYMEHTGI) - http://www.consultant.ru/ flaHHbIX
poctyn c K B OrpaHn4yeHHoro
MegounaueHTpe (aya. 42) focTyna

8. OnucaHmMe MaTepuanbHO-TEXHMYECKON Da3bl, HeOOXoo4MMON ANA OCYLLECTBNEHUA
obpasoBaTenbHOro Nnpouecca nNo AucuuniauHe (mogynio)

JleKuMOHHbIE 3aHATUSA

AyaunTopma Ne 302
YyebHaa ayamTopus oas NpoBefeHns 3aHATUIA EKLMOHHOMO TuMa.
MNomMeLleHme oCHaLLeHo:

NPOEeKTop, MOHOBJI0K, 3KpaH;
MMEeTCS BbIXOA B CETb MIHTEpPHET; C AOCTYMNOM B 3NEKTPOHHYIO MH(OPMaLMOHHO[Jobpa3oBaTebHYI0 Ccpeay
CamI'TY;
yyebHasa mebenb: 22 ctona, 44 cTyna; CTON U CTyN ANa npenogasaTtens, kadeapa,
LOCKa ayanTOpHas.
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http://www.iprbookshop.ru/
http://irbis.samgtu.local/cgi-bin/irbis64r_01/cgiirbis_64.exe?C21COM=F&I21DBN=ELIB&P21DBN=ELIB&S21FMT=&S21ALL=&Z21ID=&S21CNR=
http://www.eLIBRARY.ru/
http://www.consultant.ru/

MpakTuyeckue 3aHATUA

Aynntopusa Ne 102

AyounTtopua 4S8 NpakTUYeCKNX N CEMUHAPCKNX 3aHATUI, TEKYLLEro KOHTPOS 1

NPOMEXYTOYHOM aTTecTaunn (ana nHeannaos v nuy OB3)

[omeLleHme oCcHalLeHo:

KOMIMbIOTEP B KOMMJEKTe 8 WT: MOHUTOP;

KomnbloTep B KOMMNekTe 14 WT: MOHUTOP, CETEBON PUALTP;

NMeeTCA BbIXOA B C€Tb IHTEpPHET; U C OCTYNOM B 3/IEKTPOHHYI0 MH(OPMaLIMOHHO 0bpa3oBaTenbHyo cpeay
CamI'Ty;

yyebHas mebesnb: 23 KOMMbIOTEPHbIX CTO/I0B, 23 Kpecaa-koMpopT, 6 Y4eHUYECKNX

napT, 12 y4eHn4eckunx CTysibeB, CTOJ U CTyN NpenojasBaTens

CaMmocTosaTenbHas pabora

Aynntopusa Ne 212

YyebHas ayamTopmsa Ons NpoBefeHNs KYpCOBOro NPOeKTUPOBaHWA FPYMnmoBbIX 1

NHAMBUAYANbHbIX KOHCYIbTaLMA U CaMOCTOATENbHOM paboThl 0byyatowmxcs

NomelleHne OCHALLEHO:

npn HeOBX0AMMOCTU NCMONb3YIOT HOYTOYK 4 LWT.

MMEETCH BbIXOA B CETb IHTEPHET; C LOCTYMNOM B 3JIEKTPOHHYIO MH(OPMaLMOHHO 06pa3oBaTesbHY0 Cpeay
CamI'TY;

cneumanusnpoBaHHas Mebenb: 4 yyeHn4yeckux ctona (2 noc. mecta), 8 y4eHU4eCKnx

CTYNbeB, CTON W CTYN ON4 NpenofaBaTens.

Aynntopusa Ne 304

YyebHan ayanTopus Oas CamoCToATebHOW paboThl 0byyatowmxcs.

MomelleHne OCHaLLEHO:

npy HeobXoAMMOCTU NCMOb3YIOT HOYTOYK 4 WT,

MMEETCSH BbIXOA B CETb IHTEPHET; C LOCTYMNOM B 3/IEKTPOHHYI0 MH(OPMALMOHHO 06pa3oBaTeNbHY0
cpeny CamI'TY;

YyebHas Mebenb: 8 cTonoB, 16 CTyNbEB, CTON 1 CTYA AN NpenofaBaTens

9. MeToaunyeckue matepuanbl

MeToanyeckme pekoMeHaaumm npu pabote Ha nekunm

[0 neKkummn CTyAeHT LOJDKEH NPOCMOTPETh y4ebHO-METOANYECKYIO U HAaYyYHYI0 uTepaTypy No TemMe
nekunn ¢ Tem, 4ytobbl MeTb NpeacTaBaeHme o npobnemax, koTopsle byayT pa3bupaTbCs B NekKLUN.

Mepel HavanoMm nekuum obyvatowmmcs coobllaeTcd TeMa NeKLMK, NaaH, BOMNPOCH), Noasexaline
pacCMOTPEHNIO, LOBOAATCA OCHOBHbIE NUTEpaTypHble NCTOYHUKK. Becb y4yebHbIn MaTepuan, coobliaembln
npenogasaTteneM, 0oJKeH He NPOCTO NPOoCayLnBaTbCA. OH NOJKEH ObITb aKTUBHO BOCMNPUHAT, T.€. yCJblllaH,
OCMbICJIEH, MOHAT, 3apUKCMpOBaH Ha Bymare v 3akpenieH B NamsaTu. MNprucTynas K cayLaHuio HOBOro y4yebHoro
MaTepuana, Nose3HO MbICIEHHO YCTaHOBUTb ero CBA3b C paHee M3y4YeHHbIM. Cneas 3a TEXHUKON 4TeHuns
NeKUMN (aKLEHT Ha CyLLeCTBEHHOM, NOBbILLEHWE TOHA, U3MEHeHMe pUTMa, naysa 1 T.n.), Heobxoammo Bcaeq 3a
npenofaBaTesieM yMeTb BblAe/IATb OCHOBHbIE KaTeropun, 3aKOoHbl 1 onpefnensTb UX cogepxxaHue, npobnemsl,
npefnosiaraTb UX BO3MOXHbIE peLleHns, AoKa3aTenbCTBa U BbiBOAbI. OCyLLecTBAAS Taky paboTy, MOXHO
3Ha4YuTenbHo obnerynTh cebe NoHMMaHue y4ebHOro mMaTepuana, ero KOHCMEeKTMPOBaHWe U AajbHelllee
n3yyeHue.
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KoHcnekTnpoBaHWe nekuun nossonseT obpaboTaTb, CMCTeMaTU3NPOBATb U JIy4Ylle COXPaHUTb
NoJIyYeHHY MHDOoPMaLno C TeM, 4Tobbl B ByayLWeM MOXHO Obls10 BOCCTAaHOBUTb B MaMSATU OCHOBHbIE,
cogepxxaTtesibHble MOMEHTHI. TununyHas 0LIJVI6Ka, coBepllaemMasd 06yqarou.|,|/|Mc;|, OO0CJIOBHOE KOHCMNEeKTnpoBaHmMe
peyun npenogasaTensd. Kak npasufo, Npu 3anucu «Ca0BO B CNOBO» He OCTaeTCsa BpeMeHn Ha obaymbiBaHue,
aHanM3 n cuHTe3 uHdopmauumn. OTbrpas Hy>KHYIO MHMOPMALILIO, FTNaBHbIE MbICK, NPO6AEMbI, pelleHuns 1
BbIBOAbI, HEOBX0ANMO COKpaLlaTh TEKCT, CTPOUTL €ro Takum obpa3om, 4Tobbl MOTOM MOXKHO ObINO NIerko B HEM
pa3obpaTbCs. XKenaTenbHO 0CTaBUTb B paboynx KOHCMEKTaxX MoJs, Ha KOTOPLIX MOXXHO ByaeT aenaTb MOMETKU
N3 PEKOMEHOOBAHHOW NMTepaTypbl, LOMNOJHAOWMNE MaTepuan MNPOCAyWaHHOW NeKUWW, a Takxe
nogyepkmeatowme ocobyto BaXKHOCTb TEX UMM MHbLIX TEOPETUYECKUX MOJIOXKEHUA. C OKOHYaHUEM NeKLUK
paboTa Hag KOHCMEKTOM He MOXET CYMTaTbCA 3aBepLleHHON. Hy)XHO elle BOCCTaHOBUTb OTAE/IbHblE MECTa,
NMPOBEPUTb, BCE JIN MOHATHO, YTOYHUTb YTO-TO Ha KOHCYAbTauUM U T.M. C TeM, YTOObl KOHCNEKT MOr ObIThb
MCNONb30BaH B NMpoLecce NOArOTOBKN K MPAaKTUYECKNM 3aHATUAM, 3a4eTy, 3k3aMeHy. KOHCNeKT nekuun -
He3aMeHUMbI y4eOHbIN JOKYMEHT, HEOBXOAUMBIN A9 CAMOCTOSTESIbHOM PaboThl.

MeToauyeckme pekoMeHaaLmm npy noaroToBke 1 paboTe Ha NPaKTUYECKOM
3aHATUU

MpakTuyeckne 3aHATUA NO ANCUMMINHE NMPOBOAATCS B LENax BblpaboTKM NPakTUYECKUX YMEHWI Y
npnobpeTeHnsa HaBbIKOB B peLleHnn NPothecCMoHas bHbIX 3a4ay.
PekomeHpayeTcs cnenytollas cxema NoAroTOBKM K MPaKTUYECKOMY 3aHATUIO:
1. 03HaKOMMEeHMe C MAaHOM MPAKTUYECKOr0o 3aHATMSA, KOTOPbIM OTpaKaeT Codep)xaHue
npenioXeHHON TeMbI;
2. npopaboTKa KOHCMEeKTa NeKunu;
3. YTeHMWe peKOMEeHA0BaHHOM NUTepPaTypbl;
4. NoAroTOBKa OTBETOB Ha BOMPOCHI MiaHa NPaKTUYeCKOro 3aHATUS;
5. BbIMOJIHEHWE TECTOBbLIX 3a4aHWIA, 3a4a4 1 ap.

MoaroToBka 0byvatoLerocs K NpakTUYeCKOMY 3aHATUIO NPOM3BOAUTCSA MO BoNpocaM, pa3paboTaHHbIM
ONA Ka)XLOW TeMbl MPakKTUYeCKUX 3aHATUA 1 (namn) nekumin. B npouecce NoAroTOBKM K MPaKTUYECKUM
3aHATUAM, HeOGXO,EI,VIMO O6paTVITb ocoboe BHMMaHMWE Ha CaMOCTOATEeNIbHOe n3yvyeHune peKOMeH,ELOBaHHOVI
MTepaTypsl.

PaboTa CTyneHTOB BO BPeEMS MPaKTMYECKOro 3aHATUSA OCYLLECTBASETCS Ha OCHOBE 3afaHuii, KOTopble
BblgatoTca obyyalowmmcs B Havyaae Uam BO BpeMs 3aHATMA. Ha MpakTMYeCKUX 3aHATUSAX MPUBETCTBYETCH
aKTUBHOE y4YacTue B 06CYXOEHUN KOHKPETHbIX CUTYyaLWui, cnoCoBHOCTb Ha OCHOBE MOJYYEHHbIX 3HAHWNA
HaxoOnTb Hanbonee 3hHEKTMBHbIE peLleHns MOoCTaBAEeHHbIX Npobnem, ymeTb HaXoA4WUTb MOJIE3HbIN
[IOMNOSIHNTENbHbLIA MaTepuan No TeMaTuke 3aHATUA. Obyyvaowmmca Heobxoommo obpallaTe BHMMaHWE Ha
OCHOBHbI€ MOHATWA, aAroOpUTMbl, ONpenensaTb NPaKTUYECKY 3HAYMMOCTb pacCMaTPUBaEMbIX BOMPOCOB. Ha
NPaKTUYeCKNX 3aHATMAX 0byYatoLnecs O0JKHbl YMETb BbIMOJHUTL pacyeT Mo 3afaHHbIM NapameTpaM uan
BblpaboTaTb onpepesieHHble peweHns no o6o3HavyeHHoN npobneme. 3afaHma MoryT ObiTb rpynnoBbie U
NHOMBUAOYaNbHbIE, B 3aBUCMMOCTU OT CJIOXKHOCTY Npeasiaraemblix 3afaHuUi, Lenen 3aHatus, obLuen noaroToBKy
obyyatowmxcs npenoaaBaTesib MOXET NoACKa3aTb 0byYaloWmMMCsa anropuTm peLleHns nan nepsoe AencTeue,
UNn ykasaTb obliee HanpaBJsieHWe paccyXaeHui. MonyyeHHble pe3ynbTaTbl 00CYy)KAaTCAa C NO3ULUIA UX
aAeKBaTHOCTU NN 3PPEKTUBHOCTU B PpaCCMOTPEHHON CUTYaL MK,

MeTognyeckue pekomMeHaaunn rno BblMOJIHEHUIO CaMOCTOSATEIbHON pa60Tb|

OpraHusauns camocToaTeNbHOW paboThl 06y4YalOWMXCS OPUEHTUPYETCS Ha aKTUBHbIe METO[bl
OB/laf€HMWS 3HaHWAMW, pa3BUTME TBOPYECKMX crnocobHocTel, mepexod OT MNOTOYHOro K
VHOVBUAYANN3MPOBAHHOMY 00Y4YEHWI0 C y4eTOM NoTpebHOCTER N BO3MOXHOCTEN obyyatoLerocs.

CamocToaTenbHas paboTa ¢ yyebHukamu, y4ebHbIMK NocobusiMn, Hay4yHOIM, CNPaBOYHOW NTEpPaTypon,
MaTepuanaMmn nepuoanyecknx n3gaHuin n MHTepHeTa aBasieTca Hanbonee achheKTUBHLIM METOLOM MOJTyHeHNs
JOMOJIHATESIbHbIX 3HAHWUIA, NO3BOSISET 3HAYMTENbHO aKTUBM3MPOBATHL MPOLECC OBNALEHUS MHopMaumnei,
cnocobcTeyeT H6onee rnybokoMy YCBOEHWIO U3y4aeMOro MaTepuana. Bce HOBble MOHATUS MO M3yYaeMoi Teme
HeobX0AUMO Bbly4YNTb HAU3YCTb 1 BHECTU B FI0CCAPWiA, KOTOPLIN Lienecoobpa3Ho BECTU C CaMOro Havana
N3yyYeHus Kypca.

CamocTosATenbHas paboTa peannsyeTcs:

® HEenocpeacTBEHHO B MPOLIECCE ayAUTOPHbIX 3aHATUI;
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® Ha NIeKuunax, NpakTun4eCKnX 3aHATUAX;
® B KOHTaKTe C npenofaBaTesieM BHeE PaMOK pacCnncaHus,;

® Ha KOHCyNnbTaUWUAX Mo y‘-leﬁHbIM BOMnpocam, B Xoae TBOPYECKNUX KOHTaAKTOB, NMPW NMKBUOaLAN
3a40JKeHHOCTEN, Mpn BbINOJIHEHUW NHAONBUAYaIbHbIX 3afaHuUN N T.4.;

e B 6MbnnoTeKe, f[oMa, Ha Kadenpe Npu BbINOJHEHUN 0byYatoWMMCS YYebHbIX U NPaKTUYEeCKNX
3apay.

3(pDHeKTMBHLIM CPEACTBOM OCYLLECTBAEHNS 06yYaloLWMMCS CaMoCTOATeNbHOM paboThl sBNseTCs
3/1eKTPOHHas MHGOPMaLMOHHO-06pa3oBaTeNbHasa cpefla YHUBEpPCUTEeTa, KoTopas obecneynBaeT AOCTyn K

y4yebHbIM nnaHam, paboymm nporpamMmam OUCUUNAUH (MOoAOynen), NPakTUK, K N34aHUAM 3NEKTPOHHbIX
6MbNNOTEYHBIX CUCTEM,

10. ®oHA OLLEHOYHbIX CPencCTB NO AUcuUNIMHe (Moaynio)

@®OoH[ OLLeHOYHbIX CPeACTB NpeLcTaB/ieH B NpuioxeHun Ne 1.
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MpunoxeHue 1 k paboyel nporpamme OUCUUMAUHBI
61.B.1.01.12 «3awmTa nHpopmaymnmn»

DoHA, OUEHOUYHbIX CPEeACTB
no AMCLUMNJINHE
b1.B.1.01.12 «3awuTa nHcdopmauumn»

Kopn v HanpaBneHue NoAroToBKU
(cneunanbHOCTDb)

HanpaBneHHocTb (npocdunb)

KBanudukauums
dopMa obyueHus
Fop Havyana NoAroToBKU

NHcTuTyT / hakynbTeT
Beinyckaowas kadepnpa

Kadeppa-paspabotuuk

06beM OUCLUNJINHLI, Y. [ 3.e.

dopMa KOHTpoNA (NpoOMeXXyTo4yHasn
aTTecTauumn)
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09.03.01 NHbopMaTUuKa 1 BblHUCNTESIbHASA
TexHuKa

NHdopMaTrKa 1 BbIHMCNTENIbHAA TEXHUKA B
He(pTeXMMNYECKOM NPOM3BOACTBE

Bbakanasp

OyHas

2025

Kathenpsl omnvana ®rboy BO "CamI'TY" B T.
HoBoKy#bbILLIEBCKe

kahegpa "IHhopMaTnKa N CUCTEMBI
ynpasaeHunsa" (HO-UnCy)

kahegpa "IHhopMaTnKa N CUCTEMbI
ynpasaeHusa" (HO-UnCy)

180/5

JK3aMeH




MNepeyeHb NnaHupyeMmbiX pe3ynbTaToB 00y4yeHUsa no aucuunaumHe (Mmoaynio),
COOTHECEHHbIX C NJaHUPyeMbiMU pe3ysibTaTaMu 0CBOeHUA obpa3oBaTeNbHOM

nporpamMmbi

HaumeHoBaHue
KaTeropum
(rpynnsi)
KOMNeTeHUnn

Kopn v HaumeHoBaHue
KOMMNeTeHuUuun

Kon v HaumeHoBaHue WHOUKaTOopa
AOCTUXXKEHUA KOMNeTeHLUUuun

Pe3ynbTatbl 06y4yeHus (3HaTb, yMmeTb,
BNlageTb, COOTHECEHHbIe C
MHAMKATOPaMMU JOCTUIXKEHUSA
KOMMNEeTEeHLUHu)

MpodeccnoHanbHble KOMMeTeHLUN

He npeaycmoTpeHo

MK-1 CnocobeH
06cnyKuBaTh CeTeBble
yCTpONCTBa
NH(OPMaLMOHHO-
KOMMYHUKaLVOHHO
cUCTeMbl

MK-1.1 MnaHupyeT apxUTekTypy u
(PYHKLMOHNPOBaHNE NH(OPMALLMOHHBIX
cucTeM xpaHeHus, 06paboTkm n
nepepayn nHhopMaLuuy Ha base ceTeBbIX
YyCTPOWCTB NH(OPMALMOHHO-
KOMMYHWKaLIMOHHBIX CUCTEM

BnaneTb HaBblKaMy 3alWnThl MHGOPMaLIAK
npy NAAHNPOBAHMMN aPXUTEKTYPbI 1
(hYHKLIMOHUPOBAHNMN NMH(OPMALMOHHBIX
CcUCTeM xpaHeHus, 06paboTkn 1 nepenayn
nHopMaLmy Ha Baze ceTeBbIX YCTPONUCTB
UH(OPMaLMOHHO-KOMMYHUKALIMOHHBIX
cucTem

3HaTb METOAbI 3aLUMTbl MHOPMaLUK Npu
NNaHNPOBaHNN apXNTEKTYPbI 1
(PYHKLMOHMPOBaHNM NHOPMALMOHHbBIX
cucTem xpaHerus, obpaboTku 1 nepepayn
MH(OopMaLMm Ha B6a3e ceTeBbIX YCTPOWNCTB
VNH(OPMALIMOHHO-KOMMYHUKALMOHHBIX
cuctem

YMeTb NIaHUpoBaTb apXUTEKTYpY 1
(hyHKLIMOHMPOBAHME MH(OPMALIMOHHBIX
CUCTEeM xpaHeHus, 06paboTky 1 nepeaayn
UHopMaL My Ha Ba3e ceTeBbIX YCTPONUCTB
VH(OPMALMOHHO-KOMMYHUKALIMOHHBIX
CUCTEM C YHeTOM 3aLlnThbl MH(OPMaLMK

MK-1.6 . MpuMeHAeT MHCTPYKLMUK Mo
oxpaHe Tpyaa npu paboTe ¢
annapaTHbIMU, NPOrpaMMHO-
annapaTHbIMU 1 NPOrpPaMMHbIMU
cpeacTBaMy alMUHUCTPUPYEMON
NHHOPMaLIMOHHO-KOMMYHWKALMOHHO
cucTembl

BnageTb HaBbIKaMU NMpUMeHeHUs
WHCTPYKLWIA Mo oxpaHe Tpyna npu paboTe ¢
annapaTHbIMU, MPOrPaMMHO-anMnapaTHLIMU 1
nporpaMMHbIMU CpeACTBaMU
aAMUHUCTPUPYEMOiA NH(OPMALIVOHHO
KOMMYHUKALUOHHON CACTEMbI

3HaTb MeTOAbl NPUMEHEHNS MHCTPYKLMIA MO
oxpaHe Tpyfaa npu paboTe C annapaTHbIMY,
NPOrpaMMHO-annapaTHLIMU 1
nporpamMHbIMK CPeACTBAMM
aAMUHUCTPUPYEMOi MH(DOPMALIVOHHO
KOMMYHUKALMOHHON CUCTEMBbI

YMeTb NPUMEHSTb UHCTPYKLMU MO OXpaHe
Tpyna npu paboTe ¢ annapaTHbIMK,
NporpaMMHO-annapaTHLIMU 1
NporpaMMHbIMU CPeACTBaMU
aAMUHUCTPUPYEMON NH(OPMaLIMOHHO-
KOMMYHWKALMOHHON CUCTEMbI

MK-2 CnocobeH BbINOHATD
paboTbl U ynpaBieHune
paboTamu no
co3faHuo(Moandukaumm)
n conposoxaeHuto NC,
aBTOMaTU3UPYIOLLNX
3aja4v opraH13aunoHHOro
ynpasneHusa n busHec-
npoLecchl Ha
npennpuaTusx
HedTexnMmyeckoro
npou3BOACTBa

MK-2.1 AHanusnpyeT COBPEMEHHbIE
MEeTOANKWN, METOLbI U UHCTPYMEHTbI
npoekTuposaHua UC Ha npeanpuaTnax
HeTexnMm4yeckoro nNpon3BoaCcTea

18

BnapeTb HaBblKaMu aHann3a COBPEMEHHbIEe
MeTOAMK, METOA0B N MHCTPYMEHTOB 3aLUNThI
WH(opMaLmmn npu npoekTuposaHun NC Ha
NpeanpuaTUAX HeTexmmMn4eckoro
npoun3BoACTBa

3HaTb MeTOAbl aHa/IM3a COBPEMEHHbIE
MEeTOAMNK, METOA0B U NHCTPYMEHTOB 3aLLNThI
MHopMauun npu npoekTuposaHum NC Ha
npeanpuaTuax HeTexmMmMn4yeckoro
Npou3BoACTBa

YMeTb aHann3nMpoBaTh COBPEMEHHbIE
MEeTOAMNK, METOA0B U NHCTPYMEHTOB 3aLLNThbI
MHopMauun npu npoekTuposaHum NC Ha
npeanpuaTUaX HePTEXUMNYECKOro
Npon3BOACTBa




MeToAunKu ynpasneHue UC Ha

npon3BoACTBa

MK-2.2 . AHanu3npyeTt COBpeEMEHHbIE

NpeAnpUATUAX HeTEXMMUYECKOrO

BnaneTb HaBblKaMy aHann3a COBPEMEHHbIX
MEeTOAMK 3aLUNTbl MH(hOPMaLUK Npu
ynpasnaeHun NIC Ha npeanpuaTusax
HeTexnMmM4yeckKoro nNpom3BoacTea

3HaTb MeTOAbl aHa/IM3a COBPEMEHHbIX
MeTOANK 3aLnTbl MHOopMaLMy Npu
ynpasneHun UC Ha npeanpusTusx
He(hTeXMMUYEeCKOro Npon3BoACTBa

YMeTb aHaM3mMpoBaTb COBPEMEHHbIE
MeTOAMK 3aLUUTbl MHhopMaLun Npu
ynpasneHun IC Ha npeanpuaTusax
HeTexnMmM4yeckoro nNpon3BoaCcTea

Manuu,a COOTBETCTBUA OLEHOYHbIX CPencTB 3aNJIaHUPOBAHHLIM pe3yJibTaTaM

obyuyeHus
Kon MHanKaTopa Tekywun | NMpomexyTt
KOHTpOJIb OYHas
BOCTVIXKEHUSA Pe3synbtaThl 06y4eHus OueHOo4YHbIe cpencTBa
KOMNETEHUMN ycneBaeMo | aTrectaum
cTH f
CoBpeMeHHble METOAMKM 3aluTbl MHOopMauuu npu ynpasneHun UC Ha npeanpuaTuax HepTeXMMU4eCKOro NnponsBoaCcTBa
MK-1.1 MnaHupyeTt
apXUTEKTYypy ©
(PYHKLNOHNPOBaHNE
NHHOPMALIMOHHBIX CCTeM | BnapeTb HaBbikaMy 3aLLMTbl MHGOPMaLUK npu
XpaHeHwus, 06paboTkm n NJaHNPOBAHUN apXUTEKTYPbI U (YHKLNOHNPOBAHUN OLeHOYHbIe CpeAcTBa
nepenayun nHhopmaLum NHMOPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1 NMPOMEXYTO4YHOr 0 Het Na
Ha 6a3e ceTeBbIX nepeaayun nHpopMaumm Ha 6ase ceTeBbIX YCTPONCTB KOHTpONA
YyCTPONCTB MNH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CUCTEM
NH(OPMaLIMOHHO-
KOMMYHWUKaLUMOHHBIX
cmcTem
3HaTb MeTOAbl 3aLUTbl MHPOPMaLIML Npy
NJaHNPOBAHUN apPXUTEKTYPbI U (YHKLNOHNPOBAHUN OLeHOYHble CpeAcTBa
MNH(OPMALIMOHHBIX CUCTEM XpaHeHUs, 06paboTkm n NPOMEXYTO4YHOr 0 Het Oa
nepenayn nHgopmaummn Ha 6ase ceTeBbIX YCTPONCTB KOHTpOJIA
MNH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CUCTEM
YMeTb Ni1aHNpoBaTb apxXnTEKTYpy u
(PYHKLMOHUPOBaHVE MHPOPMALIMOHHBLIX CUCTEM OLIEHONHbIE CPECTBA
XpaHeHus, 06paboTky 1 Nnepefayn nHopMaLun Ha
. NPOMEXYTOYHOr 0 Het Oa
6a3e ceTeBbIX YCTPONCTB MH(POPMALMOHHO- KOHTPONS
KOMMYHUKaLUNOHHbIX CNCTEM C YH4eTOM 3allNThbl
NHopMaLum
BnapeTtb HaBblKaMu 3aWuUThl nHHOPMaLUn npu
NAaHUPOBAHNN apXUTEKTYpPbl 1 (PYHKLIMOHUPOBaHUN
WNHOPMALIMOHHBIX CUCTEM XpaHeHUs, 06paboTkmM n npakTuyeckune 3afayn JIE] HeTt
nepefayv nHgopmaummn Ha 6ase ceTeBbIX YCTPONCTB
NHMOPMALIMOHHO-KOMMYHUKALNOHHbIX CUCTEM
3HaTb MeTOAbl 3aLMTbI UH(OPMaALIMN NpK
NJaHNPOBAHUN apPXUTEKTYPbI U (YHKLNOHNPOBAHUN
NHHOPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1 npakTuyeckre 3agadv na HeTt
nepeaayun nHopMaumm Ha 6ase ceTeBbIX YCTPONCTB
VNH(OPMALIMOHHO-KOMMYHUKALIMOHHBIX CUCTEM
YMeTb Ni1aHNpoBaTb apXNTEKTYpyY 1
(PYHKLMOHUPOBaHVE MH(POPMALIMOHHBLIX CUCTEM
XpaHeHwus, o6pa60TKy| 1 nepefayv nHdopmMaLmum Ha MpaKTAYeCcKMe 33340 Ia Het
6a3e ceTeBbIX YCTPONCTB MHOPMALMOHHO-
KOMMYHUWKaLMOHHBIX CUCTEM C Y4eTOM 3aLUNThbI
VNHopMaLum
MK-1.6 . MpumeHseT
WHCTPYKLWMW MO OXpaHe
TpyAda npu paboTe ¢
annapaTHbIMU,
nporpaMMHo- YMeTb NpMMeHATb NHCTPYKLMM N0 OXpaHe TpyAa npu
annapaTHbIMY 1 paboTe c annapaTHbIMK, NPOrpPaMMHO-annapaTHbIMK U
< npakTuyeckme 3agaym Oa Het
nporpaMMHbIMn NporpaMMHbIMK CPeACTBaMU aAMUHUCTPUPYEMon
cpencTesamu VNH(OPMALIMOHHO-KOMMYHUKALIMOHHOW CUCTEMBI
afMUHNCTPUPYEMOW
NH(OPMaLNOHHO-
KOMMYHUKALVOHHOW
cUCTeMBbI
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3HaTb METObl MPUMEHEHNS UHCTPYKLINA N0 0XpaHe
Tpyna npu paboTe C annapaTHbIMK, MPOrPaMMHO-

annapaTHbIMY U MPOrpaMMHbIMU CPeACTBaAMM npakTU4eckune 3agadu Ja Het
aAMUHNCTPUPYEMO UHDOPMALIMOHHO
KOMMYHWKaLIMOHHOW CUCTEMbI
BnapeTtb HaBblKaMy NPUMEHEHNS UHCTPYKLMIA Mo
oxpaHe TpyAda npu paboTe € annapaTHbIMU,
nporpaMMHo-annapaTHbIMU U MPOrpPaMMHbIMU npakTu4eckune 3agadn Ja HeTt
CcpeacTBamMyt aMUHUCTPUPYEMON NH(OPMALIVOHHO
KOMMYHWKaLIMOHHOW CUCTEMbI
YMeTb NpUMeHATb UHCTPYKLMW MO OXpaHe TpyAa npu
P PyKu P PyAa np OLleHOYHble CpenCcTBa
paboTe c annapaTHbIMMW, NPOrpPaMMHO-annapaTHLIMU 1
o NPOMEXYTOYHOr 0 Het Oa
NporpaMMHbIMK CPeACTBaMU afMUHUCTPUPYEMON KOHTPONS
NH(OPMALIMOHHO-KOMMYHUKALIMOHHOW CUCTEMBI
3HaTb MeTObl NPUMEHEHNS NHCTPYKLWIA N0 OXpaHe
TpyZa npu paboTe ¢ annapaTHbIMK, MPOrpPaMMHO- OLleHOYHbIe CpenCcTBa
annapaTHbIMY U NPOrpaMMHbIMUK CpeACTBaMM NPOMEXYTOYHOr 0 Het fa
afAMUHNCTPUPYEMOV UHDOPMALIMOHHO KOHTpO/IA
KOMMYHWKaLIMOHHOW CUCTEMbI
BnapeTtb HaBblKaMy NPUMEHEHNS UHCTPYKLWIA MO
oxpaHe TpyAa npu paboTe € annapaTHbIMU, OLleHOYHble CpefcTBa
nporpaMMHo-annapaTHbLIMU U MPOrPaMMHbIMU MPOMEeXyTO4YHOr o Her la
CpeAcTBaMy aMUHUCTPUPYEMON NH(OPMALIVOHHO KOHTpOJIA
KOMMYHUWKaLNOHHON CUCTEMbI
MNK-2.1 AHann3sumpyeTt
COBpPEMEHHbIe METOANKH,
BrnapeTtb HaBblKaMu aHanM3a COBPEMEHHbIE METOAMNK,
MeTOAbl Y UHCTPYMEHTbI OLleHOoYHble CpeacTBa
MEeTOA0B U UHCTPYMEHTOB 3aLUUTbI UH(OPMaLIMN Npu
npoekTuposaHus NC Ha NMPOMEXYTO4YHOr 0 Het Oa
npoekTuposanun NC Ha npeanpuaTnax
npeanpuaTusax KOHTpOJIA
HeTexnMm4eckoro NPon3BoaCTBa
Hed TexnMmyeckoro
npoun3BOACTBa
YMeTb aHa/IM31poBaTb COBPEMEHHbIE METOAMK,
OLleHOYHble CpefCcTBa
METOA0B N MHCTPYMEHTOB 3aLLMTbI MH(OPMALIML Mpu
NMPOMEXYTOYHOr0 Het Ha
npoekTuposaHun NC Ha npesnpuaTnax KOHTDONS
HeTexnMmyeckoro Npon3BoACTBa P
3HaTb MeTOAbl aHa/lM3a COBPEMEHHbIE METOAUK,
OLleHOYHble CpefCcTBa
METOA0B M UHCTPYMEHTOB 3aLLWTbl UH(OPMaLIMN Npu
NPOMEXYTOYHOr 0 HeTt Oa
npoekTuposaHun NC Ha npennpuaTnsax KOHTDONS
HedTeXnMmM4ecKoro Npon3BoACTBa P
BnapeTtb HaBblKaMy aHanM3a COBPEMEHHbIE METOAMNK,
MEeTOA0B M UHCTPYMEHTOB 3aLLWThl MH(OPMaLIMN Npu
A Py W opmau P npakTuyeckme 3agaym Ha HeTt
npoekTuposaHuun NC Ha npegnpuaTuax
HeTexnMnM4ecKoro Npon3BoaCTBa
YMeTb aHaIM31poBaTb COBPEMEHHbIE METOANK,
MEeTOA0B W UHCTPYMEHTOB 3aLUWThI UH(OPMaLIMN Npu
A Py - opmal P npakTu4eckme 3agaym Ha HeTt
npoekTuposaHun NC Ha npeanpuaTnax
HedTexnMm4eckoro NPon3BoaCTBa
3HaTb METOAbl aHa/M3a COBPEMEHHbIE METOAMUK,
MEeTOA0B W UHCTPYMEHTOB 3aLUWTbl UH(MOPMALIAN Npu
A Py w topmay P npakTU4eckune 3agadn Ja HeTt
npoekTuposaHun NC Ha npennpuaTnax
HeTexnMmyeckoro Npon3BoaCTBa
MK-2.2 . AHanusumpyeTt
COBpEeMeHHble METOANKMN
P A BnapeTtb HaBblKaMu aHanM3a COBPEMEHHbLIX METOANK
ynpasneHue UC Ha
NpeanprATUSX 3aWmnTbl MH(opMauun npu ynpasneHun NC Ha npakTuyeckme 3agayv Oa Het
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA
HeMTeXM1NYecKoro
npovn3BOACTBa
YMeTb aHaIM31poBaTh COBPEMEHHbIE METOAMNK
3aWmnTbl MHopMauun npu ynpasneHun UC Ha npakTu4eckme 3agfayv Oa Het
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA
3HaTb MeTOAbl aHa/lM3a COBPEMEHHbIX METOANK
3aWmnTbl MHGopMauun npu ynpasneHun NC Ha npakTuyeckme 3agayv Oa Het
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBa
BnapeTtb HaBblkaMu aHanM3a COBPEMEHHbIX METOANK | OLleHOYHblE CpefCTBa
3aWmnTbl MHopMauun npu ynpasneHun UC Ha NPOMEXYTOYHOr 0 HeTt Oa
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA KOHTpOJIA
YMeTb aHa/IM31poBaTh COBPEMEHHbIE METOAMNK OLleHOYHble CpefCcTBa
3aLWunThl MHopMaLuum npu ynpasnaexdun NC Ha NPOMEXXYTOYHOr 0 Het Ha
NnpeanpuaTUAX HePTEXVMUYECKOr0 NPON3BOACTBA KOHTpOJIA
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3HaTb MeTOAbl aHa/M3a COBPEMEHHbIX METOANK
3aWunThl MHopMauum npu ynpasnaexdun NC Ha
NpeanpuaTUAX HeTEXVMUYECKOro NPOon3BOACTBA

OLIeHOYHblE CPeACTBa
NPOMEXYTO4YHOr 0
KOHTpONS

HeTt

Oa

MeToabl 3aLLUTbI CETEBLIX YCTPOWCTB MH(POPMALLMOHHO-KOMMYHUKALIMOHHBIX CUCTEM B TOM YUC/e U HedTeXnMU4Yecknx

npeanpuaTUi

MK-1.1 MnaHvpyeT
APXUTEKTYPY 1
(hYHKLMOHUpOBaHNe
NHMOPMALIMOHHbBIX CUCTEM
XpaHeHus, 06paboTku 1
nepepayu nHhopmaLmm
Ha 6a3e ceTeBbIX
YyCTPONCTB
NHOPMaLIMOHHO-
KOMMYHMKaLMOHHBIX
cucTem

YMeTb NiaHNpoBaTb apXUTEKTYpPY 1
(PYHKLMOHUPOBaAHME UHHOPMALIMOHHBIX CUCTEM
XpaHeHus, 06paboTky 1 nepenayn nHopMauun Ha
6a3e ceTeBbIX YCTPONCTB UHOPMALIMOHHO-
KOMMYHUKaLUNOHHbIX CNCTEM C Y4eTOM 3allnThbl
VMHopMaLnum

OLIeHOYHblE CPeACTBa
MPOMEXYTOYHOM O
KOHTpoONS

HeTt

Oa

3HaTb MeTOAbl 3aLNThl MH(OPMaLMK NpU
NNaHNPOBaAHUM apPXNTEKTYPbI 1 (YHKLIMOHNPOBaHUN
NHMOPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1
nepefayn nHgopmaummn Ha 6ase ceTeBbIX yCTPONCTB
NH(OPMALIMOHHO-KOMMYHUKALMOHHBIX CUCTEM

OLIeHOYHblE CpeACTBa
MPOMEXYTOYHOM O
KOHTpoONS

HeTt

Oa

BnageTb HaBblKaMy 3aLLUTbl MHGOPMaLMK Npu
NAaHUPOBAHUN apXUTEKTYPbl 1 PYHKLNOHUPOBAHMUN
VH(OPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1
nepeAayn nHghopmaumnn Ha 6ase CeTeBbIX YCTPONCTB
VH(OPMALMOHHO-KOMMYHUKALMOHHbBIX CUCTEM

OLIEHOYHble CpefcTBa
NPOMEXXYTO4HOr 0
KOHTpoONA

Het

Oa

YMeTb NiaHNpoBaTb apXUTEKTYpPY 1
(PYHKUMOHMPOBaHVE MHPOPMALIMOHHBIX CUCTEM
XpaHeHus, 06paboTky 1 nepefayn nHopMauuy Ha
6a3e ceTeBbIX YCTPOWCTB NHHOPMALMOHHO-
KOMMYHNKALMOHHbIX CUCTEM C YHETOM 3aLLUThI
VNHopMaLnm

npakTn4yeckune 3aga4dn

Oa

HeTt

3HaTb MeTOAbl 3aLNThl MH(OPMaLWKL NpU
NNaHUPOBAHNN apXUTEKTYpPbl 1 (PYHKLIMOHUPOBaHMN
NHMOPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1
nepefayn nHgopMaLmmn Ha 6ase ceTeBbIX YyCTPONCTB
NH(OPMALMOHHO-KOMMYHUKALMOHHBIX CUCTEM

npakTn4yeckune 3aga4din

Oa

HeTt

BnageTb HaBblKaMy 3aLLUTbl MHGOPMaLMK Npu
NAaHUPOBAHUN apXUTEKTYPbl 1 PYHKLMOHMPOBAHUN
VH(OPMALIMOHHBIX CUCTEM XpaHeHus, 06paboTku 1
nepeaayn nHghopmaumnn Ha 6ase CeTeBbIX YCTPOWNCTB
VH(OPMALIMOHHO-KOMMYHUKALMOHHbBIX CUCTEM

npakTn4eckne 3aga4qin

Oa

HeTt

MK-1.6 . MpumeHseT
WHCTPYKLMMW MO OXpaHe
Tpyna npu paboTe ¢
annapaTHbIMU,
nporpaMMHo-
annapaTHbIMU 1
nporpaMMHbIMU
CpeAcTBaMm
aAMUHNCTPUPYeMOi
NH(OPMaLIMOHHO-
KOMMYHUKaLMOHHOW
cUCTeMbI

3HaTb METOAbI MPUMEHEHWS UHCTPYKLWIA MO OXpaHe
Tpyna npw paboTe ¢ annapaTHbIMYK, NPOrPaMMHO-
annapaTHbIMK 1 NMPOrpaMMHbIMU CPeACTBaAMY
aAMUHUCTPUPYEMOIi MH(DOPMALVOHHO
KOMMYHWKaLVOHHOR CUCTEMbI

npakTnyeckne 3ada4vun

Oa

HeTt

BnageTb HaBbIKaMyl MPUMEHEHNS UHCTPYKLWIA MO
oxpaHe Tpyfa npu paboTe ¢ annapaTHbIMY,
MPOrpaMMHO-annapaTHLIMI U NPOrPAMMHbIMI
CpeacTBaMu agMUHUCTPUPYEMOiA NH(OPMALIMOHHO
KOMMYHVKALVOHHOR CUCTEMbI

npakTn4yeckune 3aga4dn

Oa

HeTt

YMeTb NPUMEHATb MHCTPYKLMM MO OXpaHe Tpyna npu
paboTe c annapaTHbIMK, NPOrPaMMHO-annapaTHbIMU 1
nporpamMMHbIMK CPeLCTBaMN aAMUHUCTPUPYEMONA
NHHOPMALMOHHO-KOMMYHNKALMOHHOM CUCTEMBI

npakTn4yeckune 3aga4din

Oa

HeTt

3HaTb MeTOAbl MPUMEHEHUS UHCTPYKLNIA NO OXpaHe
TpyZda npw paboTe ¢ annapaTHbIMK, MPOrpaMMHO-
annapaTHbIMY U NPOrpaMMHbIMUK CpeACTBaMM
aAMUHNCTPUPYEMON NHDOPMALIMOHHO
KOMMYHWKaLIMOHHOW CUCTEMbI

OLIEHOYHbIE CPeacTBa
MPOMEXYTOYHOr0
KOHTpONS

HeTt

Oa

BnageTb HaBbIKaMyi MPUMEHEHUS UHCTPYKLWIA Mo
oxpaHe Tpyfaa npw paboTe ¢ annapaTHbIMY,
MpOrpaMMHO-annapaTHLIMU U NPOrPaMMHbIMI
CpeacTBaMm agMUHUCTPUPYEMOi NH(OPMALIMOHHO
KOMMYHVKaLVOHHOR CUCTEMbI

OLleHO4YHble cpeacTBa
NPOMEXYTO4HOro
KOHTpPONA

HeTt

Oa
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YMeTb NPpUMeHSTb MHCTPYKLMM MO 0XpaHe TpyAa npu
paboTe C annapaTHbIMK, NPOrPaMMHO-annapaTHbLIMU 1

OLleHOYHble CpencTBa

o NPOMEXYTOYHOr 0 Het Oa
NporpaMMHbIMK CPeACTBaMU afMUHUCTPUPYEMON KOHTPONS
NH(OPMALIMOHHO-KOMMYHMNKALMOHHOW CUCTEMBbI
MNK-2.1 AHannsupyeTt
COBPEMEHHBIE METOLNKW, | 3 ory, MeTOAbl aHa/n3a COBPEMEHHbIE METOANK,
MeTOoAbl Y UHCTPYMEHTbI OLleHOYHble CpefcTBa
METOA0B M UHCTPYMEHTOB 3aLLWTbl UH(OPMaLIMN Mpu
npoekTuposaHua NC Ha NMPOMEXXYTOYHOr 0 HeTt Oa
npoekTuposaHun NC Ha npennpuaTnax
npeanpuaTuax KOHTPO/IA
HedTexnMmM4eckKoro Npon3BoACTBa
HedTexnMmyeckoro
npovn3BOACTBa
BnapeTtb HaBblKaMu aHanM3a COBPEMEHHbIE METOAMUK,
OLleHOYHble CpeaCcTBa
MEeTOA0B W UHCTPYMEHTOB 3aLUWTbl UH(MOPMaLIMN Npu
NMPOMEXYTO4YHOr 0 Het la
npoekTuposaHun NC Ha npennpuaTnax KOHTPONS
HeTexnMm4eckoro NPon3BoaCTBa
YMeTb aHaM3npoBaTb COBPEMEHHbIE METOAMK,
OLleHOYHbIe CpenCcTBa
METOA0B W MHCTPYMEHTOB 3aLLMTbl MH(OPMALIMN MK
NPOMEXYTO4YHOr 0 Het [a
npoekTuposaHun NC Ha npennpuaTnax KOHTPONS
HeTexnMmyeckoro Npon3BoACTBa
3HaTb METOAbl aHa/IM3a COBPEMEHHbIE METOAUK,
METOA0B M UHCTPYMEHTOB 3aLLMTbI UH(OPMaLIMN Mpu
A Py - topmay P npakTu4eckne 3afaym Ha Het
npoekTuposaHun NC Ha npennpuaTnax
HedTexnMm4yeckoro Npon3BoaCcTBa
BnapeTtb HaBblKaMy aHanM3a COBPEMEHHbIE METOAMNK,
METOA0B M UHCTPYMEHTOB 3aLLWTbl MH(OPMaLIMN Npu
A Py L opmavl P npakTu4eckune 3afayn Oa HeT
npoekTuposaHun NC Ha npesnpuaTnax
HedTexnMmM4eckKoro Npon3BoaCTBa
YMeTb aHaIM31poBaTb COBPEMEHHbIE METOAMNK,
METOA0B U UHCTPYMEHTOB 3aLUWThl UH(OPMaLIMN Npu
A Py W dopmau P npakTuyeckme 3agayv JIE] HeTt
npoekTuposaHumn NC Ha npegnpuaTusax
HeTexnMmM4eckoro NPon3BoaCTBa
MK-2.2 . AHanu3npyet
BPEMEHHble METOANKM
C?l F;esn:Hme eMCeHaO.EL 3HaTb MeTOAbl aHa/IM3a COBPEMEHHbIX METOANK
Xr/] 2 HONSTISX 3aLWmnThl MHGOpMaLumu npu ynpasnexdun UC Ha npakTu4eckune 3agadn Ja Het
PEArp npeanpuaTUAX HeTEXVMUYECKOro NPon3BoACTBa
He(TeXNMUYeCKoro
nMpoun3BOACTBa
BnapeTtb HaBblkaMu aHann3a COBPEMEHHbLIX METOANK
3aWunThl MHopMauum npu ynpasnaeHun NC Ha npakTuyeckme 3afaym Ha Het
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBa
YMeTb aHa/IM31poBaTb COBPEMEHHbIE METOAMNK
3aWunThl MHopMauum npu ynpasnaedun NC Ha npakTuYeckune 3amtadn Ha Het
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA
3HaTb METOAbl aHa/M3a COBPEMEHHbIX METOANK OLleHOYHble CpefCcTBa
3aluMThl MHopMauum npu ynpasnaexdun NC Ha NMPOMEXYTO4YHOr 0 Het [a
NpeanpuATUAX HePTEXVMUYECKOro NPON3BOACTBA KOHTpOJIA
BnapeTtb HaBblKaMi aHanM3a COBPEMEHHbIX METOAMK | OLleHOYHble CPefCcTBa
3aWmnTbl MH(opMauun npu ynpasneHun NC Ha NPOMEXYTOYHOr 0 Het Oa
npeanpuaTUAX HeTEXVMUYECKOro NPON3BOACTBA KOHTpOSIA
YMeTb aHaM3npoBaTb COBPEMEHHbIE METOAMNK OLleHOYHble CpeacTBa
3aWmnTbl MHGopMauun npu ynpasneHun NC Ha NPOMEXYyTO4YHOr 0 Het Ha
NPeanpuATUAX HeTEXVMUYECKOro NPON3BOACTBa KOHTpOJIA
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Harnpasnienve noarorosku 09.03.01 UHOOPMATUKA 1 BEIUYNCJ/IMTE/IBHAA TEXHUKA
(MH®OPMATUKA 1 BBIYNC/IUTEJIBHAA TEXHUKA B HEOTEXMMNYECKOM
[TPON3BO/ICTBE)

HOucuurmmHa: «3AIUTA NTHOOPMALINN»

[TepeueHb KOMIMETEHLIWM U UH/IUKATOPOB JOCTHXXEHUsI KOMITeTeHI[UM, [/1s OL|eHKH
c(hOpMHPOBAHHOCTH KOTOPbIX UCMOJb3yeTcs JaHHbI ®OC

Kopa 1 HaumeHOBaHue Kop 1 HauMeHOBaHHe UH/IUKATOPaA JOCTI)KeHHUS
KOMIeTeHI[UU KOMIIeTeHLIMH, pea/iu3yeMble JUCHUITMHON
[TK-1 Criocoben obcimykuBath | [TK-1.1 [TnaHupyeT apxuTekTypy U (yHKIIMOHHUPOBaHKe
ceTeBble YCTPOMCTBA MHGOPMALIMOHHBIX CUCTEM XpaHeHusi, 00paboTKu 1
HMH(OpPMaLOHHO- nepegaur nHGopMaryy Ha 6a3e ceTeBbIX YCTPOUCTB

KOMMYHHKauHOHHOﬁ CHUCTeMbI I/IHCl)OpMaL[I/IOHHO—KOMMYHI/IKaL[I/IOHHLIX CUCTeM

[TIK-1.6 [IprmeHsieT UHCTPYKLMHU 10 OXpaHe Tpy/a Ipu
paborTe c anmapaTHBIMH, TTPOrPaMMHO-arapaTHbIMK U
MPOrpaMMHBIMU CPe/ICTBaMH aJIMUHUCTPUPYEMOU
HMH(OPMalMOHHO-KOMMYHUKALIMOHHON CUCTEMBI

Howmep Copep>xkanue BoOrpoca [TpaBU/ILHBIM OTBET Ha 3ajaHue
3a/laHus
1. Bribepute npaBWIbHBINA BapUaHT OTBeTa D

O/JIHUM U3 OCHOBHBIX ITPUHLIMIIOB
obecrieueHyst THGOOPMALIMOHHOM
6e30macHOCTH B UH(OPMAL[MOHHO-
KOMMYHUKaLJMOHHBIX CpeJjaX sIB/SIOTCS
KOTOPBIN
nipe/irosiaraeT He0OXOIUMOCTD yueTa BCex
c1abbix U ys3BUMbIX MecT ACOU,
BO3MO>KHBIX 00BEKTOB 1 HalpaB/IeHUH aTak,
BBICOKYHO KBa/IM(UKALMIO 3/I0YMBILIIEHHUKA,
TeKYIIMX ¥ BO3MOXXHBIX B Oy/yIlleM KaHa/loB
peanu3aly yrpos.

A) NpUHLIMI pa3yMHOM [JOCTaTOYHOCTU

B) npuHLIUI HeMpepbIBHOCTHU 3allUThI

C) NpuHLIMI KOMITJIEKCHOCTH

D) npuHUMO CHCTeMHOCTH

2. BribepuTe npaBU/IbHBIN BapHaHT OTBETa D
O[IHUM U3 OCHOBHBIX ITPUHLIMIIOB
obecrieueHrst THPOPMALIMOHHOM
6e30macHOCTH B UH(POPMAL[MOHHO-
KOMMYHHUKALJMOHHBIX CpeJjaX sIB/SIOTCS
KOTOPBIN
npeZrionaraeT BO3MOXXHOCTb BapbUPOBATh
YPOBEHb ee 3allMIeHHOCTH

A) NIpUHLMIT CUCTEMHOCTH

B) npuHLIUIT KOMITJIEKCHOCTU

C) NpUHLIMIT HEelIPepbIBHOCTH 3allUThI

OPUMEHEeHHA CHCTeMEI 3AIHTRI

3. BribepuTe npaBuIbHBIYA BapUaHT OTBeTA. C




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

AmnHanu3 ceTeBoro Tpaguka B
WH(POPMAaLIMOHHO-KOMMYHHKAIL[UOHHBIX
CpeZiax OCYILIeCTB/ISIETCS ITyTeM ero
riepexBara SIBJISIeTCS BHYTPUCErMEHTHOU
aTakol U HampaBJ/ieH Ha repexBaT U aHa/u3
vHbOpMalLH, peAHa3HAYeHHOU [I71s1 JTF000ro
1K, pacrnonoXeHHOro B TOM >Ke CerMeHTe
CeTH, UTO U 3/I0YMBILIIEHHUK W Ha3bIBAeTCS
A) DoS arakamu (DoS — Denied of Service)
B) Mackapaz (spoofing)

C) Chudpd (sniffing)

D) ®umuHr (fishing)

BribepuTe npaBU/IbHBINM BapUaHT OTBETA.
[Tpu opranu3saiuu 6e301MacHOCTH JJOCTYTIA B
HMH(OpMal[MOHHO-KOMMYHUKAL[MOHHBIX
cpezlax MeXCeTeBble SKPaHbl OCYLLeCTBJISIIOT
(UIBTPALMIO BXOASIIUX B CETh U UCXOSALUX
13 CeTH MaKeTOB Ha OCHOBe MH(opMaLuHy,
copepxawmxcs B ux TCP u IP 3arosioBkax,
Ha3bIBAOTCS

A) duneTpyromye MapIIPYTH3ATOPEI

B) 11t0361 ceTeBOro ypoBHs

C) 1w1r03bl NPUK/IAJHOTO YPOBHSI

D) MapuipyTr3aTopsl 3aliUThI

BribepuTe npaBu/IbHBINA BapUaHT OTBeTa.
[TocraBneHHas 3azaya: HacTpouThk QyHKLMIO
Port Security kommyTtaropa cepuu DES-3810
Ha pexxuM 3arioMrHaHusg MAC-azipecos; 1o
YMOJ/TYaHHIO BCe TTOPThI HAXOJATCS B peXXKUMe
continuous. BribepuTe mapameTp HaCTPOUKU
A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

BribepuTe npaBUIbHBINA BapHUAHT OTBETA.
[TocraBneHHas 3agaua: HacTpouTh QyHKLMIO
Port Security kommyTtaropa cepuu DES-3810
Ha CTaTUYecKoe 3a/jaHue paspelleHHbIX
MAC-azpecoB fj11 peXXuMOB static u
configured

A) learn-mode

B) mac-address

C) action

D) address-limit

F) clear-intrusion-flag

BriOepuTe npaBUIbHBINA BaDUAHT OTBETA.
[ToctaBneHHasi 3afjaua: HacTpouTh QPyHKIINIO
Port Security kommyTtaropa cepur DES-3810
Ha MaKcHUMaJibHOe KonuectBo MAC-




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

a/ipecoB, KOTopoe OyZieT pa3perieHo Ha MopTy
A) learn-mode

B) mac-address

C) action

D) address-limi

F) clear-intrusion-flag

BribepuTe npaBU/IbHBINA BapUAHT OTBETA.
ITocraBneHHas 3azaua: [laHa cxema cetu
(pucyHoK). OnuiuMTe 1elCTBUSI BHECEHHBIX
HacTpoeK

Yrpasnsewmsiii KommyraTop

DLink

Heynpas nAembli
KoMMyTaTOp

Switch# configure terminal

Switch(config)#interface range
ethernet 1/0/1-24

Switch(config-if-range)#switchport
port-security

Switch(config-if-range)#switchport
port-security maximum 1

MaKCHMANhLHOe KONHYECTEO WIYYAeMBIX
KaxKaeIM moptoM MAC-agpecos pagHoe 1
B) ycraHoB/eH pe>kum paboThl PyHIMN
Delete on Timeout

C) ykas3aHoO JeiCTBHe IPU NPeBbIIIeHNN
MakcHhManbHOro yuciaa MAC-agpecoB —
orpanuyenue (Restrict)

D) HacTpoeHO BpeMsi XKU3HU /151
JMHamMuyecku usyueHHbix MAC-agpecoB
paBHOe 3 MUHYTaM

Bribepute npaBUIbHBINM BapUaHT OTBeETA.
ITocraBneHHast 3afava: [laHa cxema ceTu
(pucyHoK). OnuiurTe 1elCTBHSI BHECEHHBIX
HaCTpoekK




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

YnpaBnaemlii KOMMYTaTOp

"""‘“ (il (e e | |
PN e ¢ mm

| B W W he 8 8 a e pow®
Mopt 1/0/18

Heynpas nneMblit
KOMMYTaTOp

! <&
g O

nK2

Switch(config-if-range)# switchport
port-security aging time 3

A) BkmoueHa Ha noptax 1/0/1-24 ¢pyHKuus
Port Security 1 ycTraHOB/I€HO MakCMMaJIbHOe
KOJINYEeCTBO M3ydyaeMbIX KaXK/bIM IIOPTOM
MAC-agpecoB paBHoe 1

B) ycraHOB/eH pe>kum paboThl PyHIMN
Delete on Timeout

C) ykaszaHo JeiCcTBHe NP NpPeBbIllIeHnN
MakcuManbHOro uucia MAC-agpecoB —
orpannuenue (Restrict)

D) HacTpoeHo Bpems KH3IHU 1A
JUHaMH4YecKH u3ydyeHHBIX MAC-anpecos
paBHoe 3 MUHYTAM

10.

BribepuTe npaBU/IbHBINM BapUAHT OTBETA.
[ToctaBneHHas 3ajayva: [laHa cxeMa ceTu
(pucyHoK). OnuiMTe 1elCTBUSI BHECEHHBIX
HacTpoeK

DLink

Mopt 1/0/2

g g
nK1 nKz
MAC-anpec: 00-50-BA-00-00-01  MAC-appec: 00-50-BA-00-00-02

Mopt 1/0/18

Switch(config)#mac-address-table
static 0050.BA00.0001 vian 1
interface ethernet 1/0/2

Switch(config)#mac-address-table
static 0050.BA00.0002 vian 1
interface ethernet 1/0/18

A) BxitoueHa Ha noptax 1/0/1-24 ¢pyHKums
Port Security 1 ycTaHOB/I€EHO MakCHMMaJIbHOe
KOJIMYEeCTBO U3ydaeMbIX KaXKZbIM II0PTOM
MAC-azpecoB paBHoe 1

B) co3aHbI cTaTHYeCKHe 3aNMCH /M




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

MAC- ﬁ "
" 1/0/2 1 1/0/18
C) ykaszaHoO JeiCTBHe NP NPeBbIIIeHNN
MakcuManbHOro yucia MAC-agpecoB —
orpannuenue (Restrict)
D) HacTpoeHO BpeMsi XKU3HU /151
JrHamMuyecku usyueHHbix MAC-agpecoB
paBHOe 3 MUHYTaM

11.

BribepuTe npaBU/IbHBINM BapUAHT OTBETA.
Ha pucyHke nokasaHa cxema -

Xakep LienTp ynpagnenua Cepeep-meprea
GotHeTom
KomnsioTepei-30mbu

Service)

B) Mackapaz (spoofing)
C) Cauddunr (sniffing)
D) ®@umuHr (fishing)

12.

BribepuTe npaBu/IbHBINA BapUaHT OTBeTa.
Bhiciyto cTerneHs 3aIuThl 0becrieunBaet
MeToZ, lM(poBaHUs UHPOPMaLIUU

A) xemmmpoBaHue

B) ramvuporanue.

C) 3aKpBITHIX K/IHOUeit
D) npocduneli nonb3oBareseit

13.

BribepuTe npaBW/IbHBINA BapUaHT OTBeTa.
Active Directory ucIio/ib3yeT poTOKOJI

A) ILDAP (Lightweight Directory Access

Protocol)
B) ICMP (Internet Control Message Protocol)

C) SNMP (Simple Network Management
Protocol)
D) RAMUS

14.

Bribepure npaBW/IbHBINA BapUaHT OTBeTa.
[IpoTokos A/ peanu3aliy ayTeHTUhUKaLIWY,
aBTOpH3allMK U cOopa cBefieHHit 00
WCTIO/Tb30BaHHbBIX pecypcax, pa3paboTaHHbIN
[J/1s1 Tiepe/iauk CBe/leHH MeX/ly LieHTpa/IbHOM
n1athopMoii U 060pyI0BaHUEM.

A) UDP (User Datagram Protocol)

B) SNMP (Simple Network Management
Protocol)

C) RSVP (Resource ReSerVation Protocol)

D) RADIUS (Remote Authentication in
Dial-In User Service)



https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85

Howmep

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

3a/laHusi

15. BribepuTe npaBU/IbHBINA BapUAHT OTBETA. A
KpunTocrcrema ¢ OTKPBITHIM K/IFOUOM,

OCHOBaHHas Ha TPYAHOCTH BbIUMC/IEHUS
JUCKDEeTHbIX JI0rapu(MOB B KOHEUHOM TIOJI€.
Kpunitocucrema BK/tOUaeT B cebst alrOpuTM
1M poBaHus U aNropuTM LU POBOM
MOZTNCH.

A) Cxema Jne-T'amans

B) ITpotokon MTT/A(

C) IIporokon Auddru—XenimaHa

D) I'lpoTokon Station-to-Station

16. Ha pucyHke npezicraBieHa cxeMa CeTH C Be3omnacHocTh B MH(OPMAaLIMOHHO-
obecrieueHreM Ge30TacHOM Tiepejaun KOMMYHMKAL[MOHHOM Cpefie JaHHOU
JaHHbIX. Ha 0CHOBe Kakoi TeXHOIOTUU OpraHu3aliui OpraHM30BaHHA Ha OCHOBe
OpraHu30BaHHasi 6e30TMacHOCTh B BHUPTYa/lbHOW YaCTHOM CeTH.
rH($OpPMaLOHHO-KOMMYHHUKALIMOHHOU cpejie
opraHu3saLumu?

17. YKa)KuTe TeXHOJIOTHUIO0 OpraHu3aLvu [Tpu opranu3saiuu 6e301MacHOCTH
6e30macHOro /[oCcTyna B UHQOPMAIIMOHHO-  |ZOCTyTia B MH(POPMAaIMOHHO-
KOMMYHMKAIJMOHHBIX CUCTEMax MpHy KOMMYHMKAI[MOHHBIX CUCTEMax
VMH(GOPMaLIMOHHOM CKPBITUH PeUueBOM. vH(bOpPMaLMOHHOE CKPbITHE pPeueBO

vHpopMaLru obecrieurBaeTcs
TeXHUYECKHUM 3aKpPbITHEM aHa/lI0r OBbIM
cKpeM0sipoBaHueM U 1M poBaHUEM
CUTHAJIOB peueBOi MH(pOpMaliy,
riepe/jlaBaeMbIX 110 Kabessim u
pa/iMOKaHaIaM.

18. OnuimTe AeliCTBHMe KOMaHJbl KOMMYyTaTtopa |BkmtoueHue nopta 10 mocsie TOro, Kak OH
cepur DES-3810 ¢dyukuuto Port Security Obu1 BeIK/TIOUEH Port Security, To ecTb

rocsie ero 6JI0OKMPOBKU
switch(config)# port-security 10
clear-intrusion-flag
switch(config)# interface 10 enable

19. Onuirre AeiicTBUe KoMaHAbI KOMMyTaTopa |HacTtpoeHa ¢dyHKus Port Security ¢

cepur DES-3810 ¢yukuuto Port Security ayreHTudukauveii 802.1X Ha nopr 10.
Pexxum KoHTpOS auto
switch(config)# aaa port-access
authenticator 10 control auto
20. Ha pucyHke noka3aHa cxeMa AyTeHTU(PUKALMIO TIPYU NTOMOLLU

ayTeHTHU(VKAL[M1 MeTO/|0OM_CepTU(UKATOB.
[TpuBeuTe NIPHYMeEpbI MPOTOKOJIOB KOTOPbIE

cepTHUUKATOB 00eCrieunBar0T HeCKOTBKO
pacrpocTpaHeHHbIX MPOTOKOJIOB, B



https://ru.wikipedia.org/wiki/%D0%9A%D0%BE%D0%BD%D0%B5%D1%87%D0%BD%D0%BE%D0%B5_%D0%BF%D0%BE%D0%BB%D0%B5
https://ru.wikipedia.org/wiki/%D0%94%D0%B8%D1%81%D0%BA%D1%80%D0%B5%D1%82%D0%BD%D1%8B%D0%B9_%D0%BB%D0%BE%D0%B3%D0%B0%D1%80%D0%B8%D1%84%D0%BC
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0

Howmep

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

3a/jaHUs
TIPU 3TOM HCII0/Ib3YIOTCS. YaCTHOCTH, HarboJjiee U3BECTHBIN U
——— 3anpoc wa ayreNTmaLO ——> IIIMPOKO pacrpoCTPaHeHHbIN [POTOKOJI
& B e SSL, KOTOpBIii IPUMEHsSIeTCsT
S5 «—(Token 10), Corts, Tokendk2 — TIpaKTHUeCcKU B KakioM web-0Opaysepe.
P o [ToMHMO Hero MPUMEHSTFOTCSI TIPOTOKOJTBI
TLS, IKE, SSMIME, PGP u Open PGP.
21. OnuiuTe A/ist yero ucrnonb3yetcs [Iporokon |[Iporokon Auddu — XennmmaHa —
Inppu — Xennmana (Diffie-Hellman key  |kpunTorpaduueckuii npoTokon,
exchange protocol, DH). TI03BOJISIOIINI IBYM U O0jiee CTOPOHAM
TIOJTYUMThb OOIIUI CEeKPeTHBIN KIIHOY,
VICTI0JIb3Y$1 He3alUILeHHbIA OT
NIPOC/TyLLIMBaHUs KaHasl CBSI3U.
[Tony4eHHBIN K/IIOU UCTIOIB3YETCS [/1s1
1 poBaHus JanbHelIero ooMeHa ¢
TIOMOILbI0 aJITOPUTMOB CUMMETPUYHOTO
1M poBaHus.
22. [Tepeunciure uctounuky yrpo3 B Ethernet.  (MicTouHuk yrpo3 fenst Ha 2 Tvra:
1) UCTOUHKKH YyrpO3 B CAMOU CHUCTEME;
2) UICTOYHUKY YIPO3 BHE CUCTEMBI.
23. Ha pucynke npejcrasieHa cxema 1ockor  |[11rocel BapuaHTa npejjio’keHHOU CXeMbl
cetu. [loctyn y3n10B B VIHTepHeT TIJIOCKOM CeTH:
ocyuectsisiercd yepe3s NAT, a foctym K 1) MuanManbHbIe TpeOOBaHUS K
cepBucaM u3 VIHTepHeT uepe3 Port dbynkumronany IFW (MoxkHO caenathb
forwarding. OnuiuTe AOCTOUHCTBA T MIPaKTUYeCKH Ha JIFo0oM, Jlaxe
HeJIOCTaTKY JaHHOM CXeMbI JlOMalllHeEM poyTepe).
2) MuHuMasbHbIe TpeOOBaHUS K 3HAaHUSIM
CreLMaarcTa, OCyLeCTBIISIOIIero
peanu3aliyo BapuaHTa.
3) MuHychI BapuaHTa:
4) MuHuManbHbIN YPOBEHb
0e30MacHOCTH.
2% ) J
3_3‘:' iy \s\\ \s@ -
24. Ha pucyHke npezicraBieHa cxeMa CeTH C [Trocel BapuaHTa Npeijio)KeHHOW CXeMbI

DMZ. 1nsa yBenvuueHusi MHOOPMaL[MOHHOU
6e30MmacHOCTH, JaHHBIE JOCTYITHBIE 13
VHTepHeT, moMewIaloT B CrielaabHO
BbI/le/IeHHbIM CErMeHT —
JleMuIMTapu3oBaHHyto 300y (DMZ). DMZ
OpraHu3yeTcsl C TOMOILIbI0 MeXXCeTeBbIX
9KpaHOB, oTjenstonux ee ot IntepHet (IFW)
1 oT BHyTpeHHel cetn (DFW). [1pu sTOM
rpaBuia (pUIbTPaLM MeXKCeTeBbIX 5KPAaHOB
BBITJIIAAT CJIeYIOLM 00pa3oM:

1.113 BHyTpeHHell ceTr MO)KHO MHULIMUPOBATh
coeguHenus B DMZ u 8 WAN (Wide Area
Network).

cetu c DMZ:

1.I1oBbIllIeHHAs 3aLUIIEHHOCTD CeTU OT
B3/IOMOB OT/le/IbHBIX CepBUCOB. [laxe
eCJTU OZIH U3 CepBepoB Oy/ieT B3/I0MaH,
Hapyuresis He CMOXKeT IOTyYUThb
JIOCTYII K pecypcam, HaXOASIIUMCS BO
BHYTpPEHHel ceTy (HarprMep, CeTeBbIM
MpUHTEpaM, CUCTeMam
BU/IeOHAOMIOIeHUS U T.[.).

MuHycel BapuaHTa:

1.Cam 1o cebe BbIHOC cepBepoB B DMZ
He TIOBBIIIAeT UX 3al[UIIeHHOCTb.
Heobxo1uM f0TIO/THUTEIBHBIN MD 117151



https://en.wikipedia.org/wiki/Port_forwarding
https://en.wikipedia.org/wiki/Port_forwarding
https://ru.wikipedia.org/wiki/NAT
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D0%BE%D0%B5_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%A1%D0%B8%D0%BC%D0%BC%D0%B5%D1%82%D1%80%D0%B8%D1%87%D0%BD%D0%BE%D0%B5_%D1%88%D0%B8%D1%84%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%9A%D0%BB%D1%8E%D1%87_\(%D0%BA%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%8F\)
https://ru.wikipedia.org/wiki/%D0%9A%D1%80%D0%B8%D0%BF%D1%82%D0%BE%D0%B3%D1%80%D0%B0%D1%84%D0%B8%D1%87%D0%B5%D1%81%D0%BA%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB

Howmep

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

3a/laHust
2.113 DMZ MO>XHO UHHULIMUPOBATh otgeneHuss DMZ oT BHyTpeHHel CeTHu.
coenvHeHusi B WAN.

3.113 WAN MO’KHO MHULMMPOBAThb
coenuHeHus1 B DMZ.

4 nuuanus coeguHennii us WAN u DMZ
KO BHYTpeHHel ceTH 3aripelrieHa.

25. Ha pucyHke npezictaB/ieHa cxeMa CeTH C BakHble 1o/10kKuTe/IbHbIE CBOMCTBA
DMZ. rcrionb3oBanust Open VPN B jaHHOM
OG6rmmas cxema paboThI JAHHOTO BapHaHTa cXeMe CeTH:

BBITJISIIUT CIe[yIOLUM 00pa3oMm: 1. Kpoccrninat)opMeHHOCTb.

1.Ha cepsep B DMZ uHcTa/pyercs 2. BO3MOXXHOCTb IOCTPOEHUS TYHHeNel C

SSH/VPN cepgep, a Ha cepBep BO B3aMMHOM ayTeHTU(PUKaLMel KIreHTa U

BHyTpeHHel cety uHcTanmmpyercss SSH/VPN (cepsepa.

KJ/IUEHT. 3. BO3MOXXHOCTB UCTOMb30BaHUS

2.CepBep BHYTpPeHHel CeTH UHULIMAPYeT cepTUQULIMDOBaHHOM KpUnTorpahuu.

MIOCTPOEHHE CEeTEBOrO TyHHEJIS [I0 cepBepa B

DMZ. TyHHesb CTPOUTCA C B3aUMHOMN

ayTeHTU(UKaLMel KIMeHTa U cepBepa.

3.Cepsep u3 DMZ B paMKax [IOCTPOEHHOI'0

TYHHeJISl UHULJUUPYET Coe/INHeHue /10

cepBepa BO BHYTPEHHeH CeTH, N0 KOTOPOMY

repesjatoTCs 3aljuiliaeMble JaHHbIe.

4.Ha cepBepe BHyTpeHHeU ceTH

HaCTpavBaeTCsl JIOKaIbHbIA MeXXCeTeBON

9KpaH, (GUAbTPYIOIIUMA TPAPUK, MPOXOASILNH

10 TYHHEJIIO.

[Tepeuncivrte nonoxuTebHbIE CBOWCTBA

rcnosib3oBanus Open VPN,

b - SSH/VPN Tyksens - B
= = S
Cepsep 8 DMZ ‘}’ Cepsep 80
BHYTPEHHel ceTy
26. [Haiite onucanue nousTuio ['amma mudpa. 'ammMa 1mdpa — nceBoc/yyaiitHas

TI0C/Ie/JOBaTeIbHOCTD, BhIpabaThiBaeMast
TI0 OIpe/ie/IeHHOMY alnrOpyuTMy,
WCII0JIb3yeMast /1J1s1 3alM(PPOBKU
OTKPBITBIX [JaHHBIX U [lelIi(POBKU
mm@poTekcTa. Vicronb3yeTcsi npu
111poBaHUU METO/OM F'aMMHPOBaHMUS.

27. Onuirre MOHATHE KPUTITOAHATATUYECKAS JIrobast MOTTBITKA CO CTOPOHBI

dTdKd KOMHb}OTepHOﬁ CeTH.

3/I0yMBbIIIIJIEHHHKA paciirdpoBaTh



http://www.cryptocom.ru/products/openvpn.html
https://openvpn.net/
https://openvpn.net/

Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

ummdpoTekcT C ¥ MOMYYUTh OTKPBITHINA
TeKCT M He MMes MOJ/IMHHOIO K/Ik0ua,
Ha3bIBaeTCs KPUMITOAHA/TUTHUECKON
aTaKoM.

28.

[TepeunicviTe OCHOBHBIE TPUHLUIIbI
VICTIO/Ib3yeMble TIPY [OCTPOEHUH CTOMKHUX
IU(POB.

[1pu nocTpoeHUH CTOMKUX IU(PPOB
HeoOX0MMO UCII0/Tb30BaTh /1Ba
OCHOBHBIX NPUHLIMIIA — PacCerBaHue U
repeMelIBaHue.

29.

MexaHu3Mbl 6€30TTaCHOM y/ia/IeHHOU
ayTeHTU(UKALIUY TI0/Ib30BaTesiei.

st obecrieueHust O IMHHOCTY KaHara
CBSI3Y, U 3allUThI OT aTak MOBTOPaMHU
0OBIUHO MCII0/IB3YIOT METO/, 3aIIpOC-
OTBeT, JIM00 MeXaHU3M OTMETKH
BpEMEHH.

30.

[TpuBenuTe He MeHee Tpex IMPOTOKOJIOB
yZiaJleHHON ayTeHTU(UKALIUU 110/Tb30BaTe/lel.

Tpu ripumMepa MO>KHO BBIOpATh U3
JAHHOT'O CITMCKa ITPOTOKOJIOB Y/ a/leHHON
ayTeHTH(VKaL[U [10/1b30BaTesIei:

- CHAP

- EAP

- [PSec

- SSH

-TLSv 1.2

31.

[TpuBenuTe He MeHee Tpex W3MeHeHUH IPU
JVUHaMUYeCKON CcerMeHTaluy CeTH

Tpu puMepa MOXXHO BbIOpaTh U3
JTAHHOT'O CITHMCKA U3MeHeHUH npu
JMHAMUUeCKOW CerMeHTal[il CeTH:
- TIpaBU/Ia KOHTPOJIS OCTYTIa;

- COCTaB T'PYIII TI0JIb30BaTeiel;

- MECTOHAXO>K/[€HHEe T'PYIII
1o/ib30BaTese v T.J.

32.

[Tepeunicnute ycioBus /17151 IPOBEEHUS
CerMeHTaluu CeTU C UCTO0/Ib30BaHUEM
cradgapta 802.1Q

[ns mpoBefieHys1 cerMeHTaLUK C
WCI10/Ib30BaHueM ctaHgapra 802.1Q
Heo0XoUMO:

- UeTkas ajipecaljusi CeTH, MacCKH,
network address, broadcast address.

- [IpyHLMM JIOTHUUECKOTO pa3/ie/eHust
CeTU: T10 OT/esiaM, 3Ta)kaMm, THUITY
Tpaduka u T.1. B ogHOM cermeHTe
PeKOMeH/IyeTcs JiepKaTh He Oojiee 126
YCTPOUCTB.

- KommyTaTOpbl, nojep>XuBatoLue
802.1Q. MapupyTr3aTop C NoAAep>KKou
802.1Q.

33.

[TocraBnena 3amaua: OpraHu3oBaThb
orpe/iefieHUe PUHA/IIEXXHOCTD 110/Tb30BaTe/Ist
K HY>KHOU TpyTrie Mpy ero noAK/I0ueHur K
ceTd. OMUIIMTe KPaTKO BalllM Mpe/I0yKeHHs
T0 pelleHuI0 JaHHOM 3a/jauM.

IanHast 3aziaua 0OBIYHO peraeTcs ¢
MIOMOILLbIO ayTeHTU(PUKALIU U
aBTOpM3aLMy C UCII0/Ib30BaHUEM
rpotokona 802.1x Ha RADIUS-cepBepe
(JacTo € UCNo/Ib30BaHUEM JJaHHBIX U3
KOPIIOPAaTHUBHOM C/Ty>KObI KaTasioros,
HanipuMep Active Directory). BoamoxxHO
IIpYMeHeHHe U [JPyTUX MeTO/|0B —
CTaTUYeCKOro MoMellleHUs




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[TpaBU/IBbHBIN OTBET Ha 3ajaHue

T0JIb30BaTesiel B 3aBUCUMOCTH OT MOpTa
noakmouenusi, VLAN’a, IP-niogceTy,
aBropusauuuy 1o MAC-agpecy v Tak
Jlanee B 3aBUCUMOCTH OT BO3MOKHOCTe
WCII0JIb3yeMoro cepeepa AAA u
000pyI0BaHUsI.

34.

[TocraBneHa 3azaua: Vi3onpoBath Tpapuk
T0/1b30BaTess rpynmnbll oT Tpaduka

ToJib30BaTesiel Apyrux rpymi Npu rnepejaye

I10 CeTu.

[laHHas 3a7aua TpaJULIMOHHO pellaeTcs
IyTeM CO3/,aHUsl OT/e/IbHBIX
BUPTYa/bHbIX TOMOJIOTHH /11 K&XKA0M
rpynisl 1oJb30BaTesned. Kak rpasuso,
3TO /le/1aeTCsl C MOMOLLBIO TeX WU UHBIX
CpefCTB BUPTyanu3anuy cetu. B ciyuae
HeOOJIBIINX CeTel ITUMH CPeICTBaMU
06b1uHO siBsTtoTCSE VLAN’BI M TPaHKH
802.1Q. st Go/bILIKX ceTell XxapaKTepHO
nipuMeHeHve MPLS VPN.

35.

IMocraBnena 3agaua: O6ecreunTsb JOCTYTI

T10/1b30BaTesIs K TeM pecypcaM, K KOTOPbIM OH

JI0/DKeH UMeTh JI0CTYT U, 3ab/I0KMpPOBaTh
JOCTYTI KO BCeM OCTa/IbHbIM pecypcam

[laHHas 3a/aua Kak IpaBU/IO, peliaeTcst
nakeTHOU uibTpaLyei Ha ocHOBe IP-
azipecoB. KoHTpo/Ib 0CTyTIa MOXKET ObITh
peanr30BaH KakK TaKUMH «TPyObIMU»
CpefCTBaMM, KaK CIIMCKU KOHTPOJISI
noctyna (ACL) Ha s/emMeHTax ceTeBOM
VMH(PaCTPYKTYPhl, TaK U «TOHKOW»
¢bubTpaLMei Ha cucTemMax 3allyThl
HoBoro nokosneHus (NGFW, NGIPS),

36.

[Tepeunciute Bugsl ACL

Cricku iocTyTia ObIBaroT:
CranpgapTHbIe
PacivpenHsie
duHaMmuueckue
PednekcrBHbIe
IToBpeMeHHEbIe

37.

I[TepeunciiuTte /jBa OCHOBHBIX CIlocoba
TI03BOJISIIOIIMX YCTaHaB/IMBaTh YWIEHCTBO B
VLAN.

CyleCTBYIOT /IBa OCHOBHBIX CI0c00a,
MO3BOJIAIOIIMX YCTaHABIUBATh UJIEHCTBO
B VLAN:

1) cratnueckue VLAN;

2) puHamuueckre VLAN.

38.

Bo3smosxkHo mu ucrionb3oBaHue VLANOB kKak

MeTOZa 3allUThl OT LIMPOKOBELAaTeTbHOTO
mropma?

OpfHUM M3 MeTO/I0B 3al{UThl OT
LLIMPOKOBeLLaTeIbHOTO LLITOPMa SIBJ/ISIETCS
pazgenenue cet Ha VLANGI Uy Ha
pas/iMuHble CeTU KaHa/IbHOI'O YPOBHS, UTO
JIOKa/M3yeT LITOPM B Tpejiesiax OHOro
VLAN/oHOM no/iCeTH.

39.

Ha pucyHke npeficTaB/ieHa cxema CeTH.

OnuinuTe KakKue H606XO,Z[I/IMLI HaCTpOﬁKH AJIA
HCK/IFOYEeHHS IIKMPOKOBEIIATE/IbHOI'O HITOPMa

B I1eT/Jie.

Heobxo1mMo HacTpouTh ipoTokoa STP
cranziapre IEEE 802.1D wiu MpoOTOKOJIbI
cemetictBa STP (RSTP, MST).



http://xgu.ru/wiki/VLAN

Howmep CopeprkaHue Boripoca [TpaBU/IBbHBIN OTBET Ha 3ajaHue

3a/laHust

40. 7151 4ero B CeTAX UCIOJIb3YIOT AJITOPUTM Anroput™m STA nipegycMmaTtpuBaeT
CBsI3ylOLLero AepeBa (Spanning-Tree cBOOO/JHOE OT TeTesb MOJMHOXeCTBO
Algoritm) (sta) TOITOJIOTMU CeTU IyTeM pasMelleHus

TaKUX MOCTOB, KOTOpbIe, eC/I1 OHU
BKJTFOUEHBI, TO 00pa3yIoT MeT/ B
pe3epBHOM (OJIOKHPYIOIIEM) COCTOSTHUM.
[TopTbl 6/IOKUPYIOITIEr0 MOCTA MOTYT
ObITb aKTUBUPOBAHBI B C/Ty4yae OTKa3a
OCHOBHOTO KaHasa, obecrieunBasi HOBBII
TPaKT yepe3 00beJMHEHHYIO CeTh.

41. [TepeuriciiviTe BO3MOJKHBIE peLleHUs D-Link npezyiaraeT KOMITJIEKCHBINA
obecrieueHust 6e30M1aCHOCTUA KOPIIOPAaTUBHOM  [TIOJXO/, K PeLleHU0 BOMPOCOB
ceTy Ha ocHOBe D-Link. obecrieueHust 6€30MaCHOCTH, KOTOPBIHA

BKJTIIOUAeT B ce0si cieflytoliiye perieHus:
1) 3ammra KOHEYHOr 0 NOJIb30BaTesIss —
obecrieurBaeT 3alllUTy BHyTPeHHel ceTh
OT BHYTPEHHUX aTak;

2) 3aluTa cpeJiCTBaMU Me)KCeTeBbIX
5KpaHoOB — o0ecrieurBaeT 3aluTy
BHYTPEHHel CeTH OT BHELLHUX aTak;

3) O6beauHeHHast 6€30MaCHOCTb —
CBs3YHOLLlee 3BeHO MeXy [BYMsI
NpeJbIAYIIYMU NIpe//IoKeHUSIMH,
00beJuHSIOLLee UCII0/Tb30BaHKe
Me)KCeTeBbIX 3KpaHOB U KOMMYTaTOPOB
JU1S1 3aLUThI CeTHU.

42. Kakoii pynkiueit B kommyratopax D-Link  |®@yukuus IP-MAC-Port Binding (IMPB),
peanr30BaH KOHTPOIMPOBATh JOCTYyIIA peanu3oBaHHasi B KommyTtaropax D-Link,
KOMITbIOTEPOB B CeThb Ha OCHOBe ux IP- u 1103BOJIsIeT KOHTPO/IMPOBATh [JOCTYI
MAC-agpecos. KOMITBIOTEDPOB B Ce€Th Ha OCHOBe uX IP- u

MAC-azpecos, a Takxe 1opra
MO/IK/TFOYEeHUSL.

43. [Tpu akTuBu3aiuu ¢yHkiuu IMPB Ha mopTe |Strict Mode — B 3TOM pexxuMe TOPT TI0
a/IMUHUCTPATOP J0/DKEH yKa3aTh PEXKUM ero  |yMOTYaHUIO 3a0/I0KUPOBaH.
paboTbl. Kak paboTaet mopT B pexxkume Strict
Mode?

44. [Tpu aktuBu3aLuu pyHkuuu IMPB Ha nopte |Loose Mode — B 3ToM pekume MopT 10
aZIMMHHCTPATOP [O/DKEH yKa3aTb PEXXUM €r0  |YMOYaHUIO OTKPBIT.
pabotbl. Kak paboTaet rnopt B pexxume Loose
Mode?

45. [Tpu aktuBu3ayuu pyHkuuu IMPB Bkmtouen (Pexxum DHCP Snooping ucnionb3yetcst

pexxuM pabotst DHCP Snooping mode.
[eiicTBUsSI KOMMyTaTOpa B IaHHOM peXXUMe?

KOMMYTaTOpPOM /I/Is1 AUHaMUYeCKOro
co3nanus 3anuceii IP-MAC Ha ocHoBe
aHa/m3a DHCP-nakeToB ¥ NpUBSA3KU UX K




Howmep CopeprkaHue Boripoca [TpaBU/IBbHBIN OTBET Ha 3ajaHue
3a/laHusi
TopTaM C BK/IHOUeHHOHN pyHKUueit IMPB
(agMuHMCTpaTOpY He TpebyeTcst
CO3/]aBaTh 3allMCH BPYUHYIO).

46. OpHuM 13 MeTo/I0B opraHu3aiuu Mexann3ma |SSH (Secure SHell, "6e3omacHast
OrpaHUuUeHUst aJMUHHUCTPAaTUBHOIO 0CTYyTa K (000/10uKa") — ceTeBo MPOTOKOJI
yIpaB/ieHUI0 KOMMYTaTOPOM SIB/ISIETCS TIPUKJ/Ia/THOTO YPOBHSI, TIO3BOJISFOLLUH
HacTpoliKa KOMMyTaTopa Ha paboty c NIPOM3BOJUTh Y/a/IeHHOE yrpaBJieHue
npotokosioMm SSH. Onuimre faHHbIN OIepaLjuOHHOU CUCTEeMOU
TPOTOKOJI. v TyHHesiMpoBaHue TCP-coe/luHeHUN.

47. [17151 4ero UCronb3yroT (PU3NUeCKUi CTeK [Mox dbu3nueckuM CcTeKMpoOBaHHEM
KOMMYTaTOpOB 3-r0 ypoBHs D-Link. ToHHUMaeTcsi 00be/[uHeHe HeCKOMbKUX

KOMMYTaTOpPOB B O/THO JIOTUYECKOe
YCTPOMCTBO C Lie/bI0 YBeJIWYeHu st
KOJINYeCTBa MOPTOB, y100CTBa
yTipaBJjieHUs] © MOHUTOPUHTa.
OO6mbeHeHHbIE B CTEK KOMMYTaTOPbI
MMeroT 001111e TabULIbl KOMMYTaL[UU U
MapILlpyTH3aLWH (/17151 KOMMYTaTOpPOB 3
YPOBHS1).

48. B KopriopaTHBHOM CeTH MPU HACTPOUKe Komanga ip access-list ncronms3syercs
komMmyTaropa D-Link ucnonb3oBanack JJ1s1 CO3/jaHUsT UMEHOBaHHBIX CITMCKOB
komanza ip access-list std1l 10. [Ins uero|gocTyna, B JaHHOM C/Tyyae CO3/aHuUe
VICII0/1b30Baj1ach JlaHHasi KoMaHza? criicka ¢ umedem Std1l n Homepom 10.

49. B KopriopaTUBHO# CeTH MPU HaCTPOUKe B naHHOM crydae co3/jaH paciupeHHbIH
KommyTaTopa D-Link ucrons3oBanack criicok gocryna MAC c umenem macl
komaHzla mac access-list extended |1 Homepom 6010.
macl 6010. g vero ucnons3osanace
JlaHHasi KOMaHza?

50. [Havite onucanue nouatus [Psec B pamkax [Psec (cokpatenue ot IP Security) —

3alUThl UHGOPMaLuKM B MHGOPMAaLMOHHOM
cucreme.

Habop NPOTOKOJIOB [/t 0becrieueHUst
3alUThI JaHHbIX, [lepe/jaBaeMbIX 110
MeXKCeTeBOMY MpoTokony IP.

Kopa u HaumeHOBaHMe
KOMIIeTeHI|MH

Kop 1 HauMeHOBaHHe HHANKATOPA JOCTH)KEHUsI
KOMIIeTeHI|UH, pea/iu3yemMble JUCIUII/IMHOU

[TK-2 Crioco6eH BBITIOTHSATD
paboThI U yTipaBJieHe
pabotamu 1o
co3gaHuto(MoaubuKalum) U
coripoBoXkzaenuto VC,
aBTOMATHU3UPYIOIINX 3a7jauu
OpraHU3al[MOHHOTO YTIPAB/IEHUS
1 OW3Hec-TIpoLIecchl B

[TIK-2.1 Ananu3upyeTr COBpeMeHHble MeTOAUKH, MeTO/bI U
WHCTPYMeHTbI IpoekTrpoBanus VIC Ha npejnpusaTUsaX
He()TeXMMHUEeCKOTr0 TIPOM3BO/CTBA

ITK-2.2 AnanusupyeT COBpeMeHHbIe MeTOJUKU yIIpaB/ieHue
VC Ha npenpusTUsIX HepTeXMMHUYeCKOT0 POU3BO/CTBA

He(TeXUMUUeCKOM
IIPOU3BO/CTBE
Howmep Copeprkanue Borpoca [IpaBusbHEIM OTBET Ha 3a/laHUe
3a/laHus
1. BribepuTe npaBUIbHBINA BapHUaHT OTBeETa. A
B Baueli opraHusaly UCHO/b3YOTCS




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

oreparjioHHble cucteMbl Windows. Kakast
TOJIMTHKA Oe30MacHOCTH MTPUMeHUMa Ha
JAHHOM TIPeITIPUSITAN?

A) ponepas NOIUTHKA 0€30NIACHOCTH

B) muckpervioHHasi oJMTHKA 6€301acHOCTH
C) INosmmTHKa N36MpaTebHOTO
pa3rpaHUueHust JOCTyTIa

D) MaHzaTHasi MOJie/Tb YTIPaBIe€HUsI IOCTYTIOM

BribepuTe npaBU/IbHBINM BapUaHT OTBETA.

B nHdopMalioHHO-KOMMYHUKALIMOHHBIX
cpejiax orepaLdOHHON CUCTEMOW OCHOBAaHHOM
Ha JTUCKPELIMOHHOM TTOJTUTUKe Oe30TacHOCTH,
OrepaLvOHHON CUCTeMOM SIB/ISIETCS

A) 0S/2

B) Linux

C) Windows

D) SkyOS

BribepuTe npaBW/IbHBINA BapUaHT OTBeTA.
[Tpu opranu3saiuu 6e301acHOCTH JOCTYTIA B
VH($OPMaLOHHO-KOMMYHHKALIMOHHBIX
cpenax npotokon Juddu-Xenimana
WCTI0JIb3YeTCsl TIPY TIOJIX0/e K
pacrpe/ie/ieHHI0 KH04eBOu MHGopMaliuu B
KOMITbIOTEPHOM CeTU. DTOT MOAXO0J
Ha3bIBaeTCs

A) PacnipefienieHure katoueBoi nHbopMaryei
C WCII0/Tb30BaHKeM OZIHOTO JINO0 HeCKOTbKUX
LIEHTPOB pacripe/iesieHus Karouen

B) ITpamMoii 00MeH CeaHCOBBIMHW KIIOYAMM

MEXAY N0IRI0OBATENAMN
C) B3auMHoe noiTBep KJeHure TOAJTUHHOCTH

YYaCTHUKOB CeaHca
D) noATBepyKAeHue JOCTOBePHOCTH ceaHca
JUTSL 3aIIUTHI OT aTaK MEeTO/IOM TTIOBTOPOB

BribepuTe npaBUIbHBINA BaDUAHT OTBETA.

B MopynbHOM apXUTEeKType CUCTeMbI 3alllUThI
ITO oT HeCaHKLIMOHUPOBAHHOTO
WCI0/1b30BaHus1 (DyHKI[UU OTipe/ie/ieHust
(hakTa JieraJlbHOCTH 3aMycKa 3aluiaeMou
TIPOrpaMMbl, CPaBHUBAs TeKYIi[1ie 3HaUeHUsI
riapaMeTpOB CpeJibl C 3TaJIOHHbIMHU
BBITIOJTHSIET

A) bJioOK yCcTaHOBKU XapaKTePUCTHK Cpe/ibl
B) IMogcucrema peany3anum 3aljuTHBIX
byHKLMM

C) boK CpABHEeHWSA XaPAKTEPUCTUK CReNhl
D) IMoacucTema NpOTUBOAENCTBUS
HeWTpann3aliy 3allUTHBIX MeXaHU3MOB

BribepuTe npaBW/IbHBINA BapUaHT OTBeTa.
I[Tpu opranu3anmy 6e30MacHOCTH /I0CTYTIA B




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

MH(POPMAaLIMOHHBIX CCTeMaX OCHOBHBIMU
5/1IeMeHTaMHU I0/ijep>KaHusl U30JIMPOBaHHOU
IIPOrpaMMHOM Cpefibl SBJISIOTCS

A) MOMCKOM KPUTHMYECKHUX YYaCTKOB KOZa
METO/IOM CEMaHTUYeCKOro aHaan3a

B) KOHTpOIE IENOCTHOCTH U AKTUBHOCTH

IpoLeCCOB
C) onpesenenue ToOUuku Bxoja B [13Y

D) 3a1uToi JaHHbIX

BribepuTe npaBUIbHBINA BapUaHT OTBeETa.
Hapy1ienue KoHpUIEHI[MaTBHOCTH
nHpopMaLMoHHOTo obmeHa B VIC,
OCYIL[eCTB/ISIEMOTr'0 TI0 KaHa/laM CBSI3U
abOHEHTOB CHCTEM U CeTel opraHu3alvi, C
TIOMOILIBIO UX «TIPOCTYIIMBaHUSI»; JAHHBINA
BU/I YI'PO3 /151 KOMITBIOTEPHBIX CeTei
TIOJTyYM/1 Ha3BaHUe

A) Mackapay, (spoofing)

B) DoS arakamu (DoS — Denied of Service)
C) Crndpd (sniffing)

D) ®@uruar (fishing)

BribepuTe npaBW/IbHBINA BapUaHT OTBeTA.
Ha pucyHke noka3aHa cxeMa JIeMOHCTpaLu
npaBuia NWD (Het 3anucu BHU3). Kakast
TOJIUTHKA 6e30TMacHOCTU TMO/|iep>KUBaeT

JlaHHOe TpaBUI0?
3ANMCH
——O— Ocofioil Ba%HOCTH
YTEHME 3aMHCE
—(SF)— C0BEPLUEHHD CEKPETHO

] “TEHWE
_:)_ CeKpeTHo

YTEHHE
—:}— KOHd M EHUMENEHD

MTEHWE
OTkpeITO

A) nonuTuka Gezonacuocty Benna-
Jallanynnr

B) posneBasi monvTHKa 6e30macHOCTH

C) nomMTrKa 6€30MacHOCTH KOHTPOJIS
1[e/IOCTHOCTH MH(OPMAL[MOHHBIX PECYPCOB
D) MaHziaTHasi MO/ie/Tb 11e/IOCTHOCTU brba

BribepuTe npaBW/IbHBINA BapUaHT OTBeTa.
Ha pucyHke noka3aHa cxema JJeMOHCTpaLuu
ripaBusia NWD (Het 3anucu BBepx). Kakas
TIOJTUTHKA 0e30TIaCHOCTH TO/I/IeP)KIUBAET
JTaHHOE MPaBUJ/I0?




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

4TEHHE
—::)— COBEPLEHHD LENOCTHEIA
FANMCE YTEHKE
—(5:::)— MoB0NEHD LENOCTHEIA
3aMMCh

] { F— HemHoro uenocTHeli

SANHCE

He uenocTHeIR

A) nonutuka 6e3omacHocty Besna-
JlalTagymbl

B) posneBasi monmMtHKa 6€30macHOCTH

C) nosuTrKa 6€30MacHOCTH KOHTPOJIS
11e/IOCTHOCTH MH(OPMAI[HUOHHBIX PECYPCOB
D) MaHaaTHaa MoJenk enocTHocTy buda

BribepuTe npaBu/IbHBINM BapUaHT OTBeETA.
ITog TTOHUMAKT
MO/ITBEP>K/IeHe TI0/Tb30BaTe/IeM
TipebsiB/IEHHOTO UieHTh(HKaTopa, TpoBepKa
€ro MOJ/IMHHOCTU U TIPUHA/|TIE)KHOCTU
VMMEHHO JJaHHOMY TI0/Tb30BaTesto.

A) unentudukaiys

B) ayrenTudmkanuen

C) aBTOpM3aLus

D) mmdpoBaHue

10.

BribepuTe npaBUIbHBINA BapUaHT OTBeETA.
— IIpeJioCTaB/IeHue

orpezie/IEHHOMY JIMILy WK CDYVIIIIe JIUL] TIpaB
Ha BBITIOJIHEHUe OIpe/ie/IEHHBIX [IeHiCTBUM; a
TaK>Ke MPOLeCC MPOBePKHU (MTOATBEPKJeHNs)
JIJAaHHBIX MpaB TIPU MOMNbITKE BLITIOJTHEHUS
3TUX JeNCTBUN

A) upentudukaius

B) ayrenTudukanyeit

C) apTopuIanua

D) umdpoBanue

11.

Bribepure npaBWIbHBINA BapUaHT OTBeTa.
[TocraBnena 3azmaua: OnipeieIMTh
MHHUMabHY0 JJIMHY naposiel L npu
MOIIIHOCTH TapOJIbHOW CUCTEMBI A,
obecreurBaroIUX BePOSTHOCTD T10[00pa
T1apoJisi 3/I0yYMBIIIIJIEHHUKOM He 6osiee
3a/jaHHOM P, Tipu cKopocTH nozibopa raposie
V, MakcuManbHOM CpOKe JielicTBUS napossi T.
Wcxogublie ganHbie — P=10-6, T=7 aneit = 1
Hezesns, V=10 naposel / MUHYTY =
10*60*24*7=100800 rapoJieii B HeJjeo,
A=26 (cUMBOJIbI QHTTIMICKOTO andaBuTa).
A)L=4

B)1=8

C)L=6

12.

BbibepuTe npaBU/IbHBINA BADUAHT OTBETA.



https://ru.wikipedia.org/wiki/%D0%93%D1%80%D1%83%D0%BF%D0%BF%D0%B0_%D0%BB%D0%B8%D1%86

Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

[TocraBnena 3azaua: OnipeZieIMTh
MHHUMabHY0 JJIMHY naposiel L npu
MOILHOCTHU TIapOJIbHOM CUCTEMBI A,
obecreurBarOIIUX BePOSTHOCTD T10[00pa
T1apoJisi 3/I0yYMBIIIIJIEHHUKOM He 6osiee
3a/jaHHOM P, Tipu cKopocTH mozibopa raposie
V, MakcuManbHOM CpOKe JielicTBUS naposs T.
Wcxogublie ganHbie — P=10-6, T=7 aneit = 1
Hezesns, V=10 naposel / MUHYTY =
10*60*24*7=100800 rapoJieii B HeJjeo,
A=36 (Masible TaTUHCKKE OYKBBI U IUQPHI).
A)L=4

B) L=8

Q1=6

13.

BribepuTte npaBU/IbHBINM BapUAHT OTBeETA.
Ha pucyHke noka3aHa cxema apXUTeKTypbl

Eepnepanua 1

‘ Tomezoearems B |

|l'l|:mmuBaTem A|
Kopnepauua 3

Imapreni ¥10
PKI 3

2= ,

+

Kopnopanua 2 P

(uHGPaCTPYKTYPa OTKPLITHIX KIHYe)
B) Llentpanu3oBaHHast apxuTtekTypa PKI
(uH(pacTpyKTypa OTKPBITHIX K/IHOUeid)

C) bnounas apxutektypa PKI
(uH(pacTpyKTypa OTKPBITHIX K/IHOUeid)

D) CeptuduiipoBarHast apxutektypa PKI
(uH(paCTPYKTypa OTKPBITHIX K/IHOUei)

14.

BribepuTe npaBW/IbHBINA BapUaHT OTBeTa.
Ha pucyHke nokasaHa cxema
ayTeHTU(hUKALKA METOJ0M

< 3anpoc

f oy T

Monb3osarens A
Koy Ka

A) «3anpoc-0TReT»
B) HesiBHOrO 3anpoca
C) Kerberos

D) ¢ ucnosib3oBaHueM HAeHTU(HUKALIMOHHOW




Howmep CopeprkaHue Boripoca [IpaBu/ibHBIM OTBET Ha 3a/laHue

3a/laHusi
TaO/ULIBI

15. BriGepuTe npaBUIbHBINA BapUaHT OTBeTa. -
Ha pucyHke noka3aHa cxema
ayTeHTU(UKALWKA METOJJOM

LienTp pacnpenenenus
- @ Nonk3osatens A @
i
KoY Ky

A) «zanpoc-oTBeT»
B) HesBHOrO 3arnpoca
C) Kerberos
D) c ucrosib30BaHKMEM UAEHTU(DUKAITMOHHOM
TaOMMILIBI

16. [aliTe KpaTKoe onucaHue TTOHSITHIO dopmasbHble MOZe/ U TOJIUTUK

dopmarbHble MO/Ie/ TIOJIUTHK Oe301acHOCTH |6e30T1aCHOCTH TT03BOJISIFOT OTMCATh
TIOBe/ieHHe TI0ACHCTeMbI 6e301MacHOCTH
B PaMKax CTPOrMX MaTeMaThUueCcKHUx
MOZeJiei, TIpaBu/I.

17. [HatliTe KpaTKoe omucaHue TIOHSITHIO HedopmanbHble MoJenmM MOTUTHK
HedopmasnbHbie Moziesi1 MOTUTUK 0e30MacHOCTY TIpe/TIoaratT ONrCcaHue
0e30macHOCTH TIOBeIeHUs TTOICUCTEMbI 0€30I1aCHOCTH

B PaMKax BepOa/ibHbIX (C/IOBECHBIX)
yTBepXKeHU, He 00/1a/jaroImx
MaTeMaTUUeCKOM CTPOroCThIO.

18. [TepeuricvTe OCHOBHBIE MHOXKECTBA pOJieBol|@opManu3aliusi pojieBoil MoJenu
TIOJTUTHUKY 0e30TIaCHOCTH B PaMKaX KOTOPBIX |OCYIIECTB/ISIETCS] B PAMKAaX CJIeAYIOIUX
OCYILleCTB/IsIeTCSl (popMann3aLiys. MHO>KeCTB:

1) MHO>KeCTBO TOJIb30BaTesnein
KOMITbIOTEPHOM CUCTEMBI.

2) MHO>XeCTBO pOJIeil.

3) MHO>KeCTBO MOJIHOMOYMI Ha JOCTYT
K 00beKTaMm, Tpe/iCTaB/IeHHOe,
HarnpuMep, B BU/le MaTpPULIbI ITpaB
JocTyma.

4) MHO>KeCTBO CeaHCOB pPabOTHI
T10J/Ib30BaTesiel C KOMITbIOTePHOU
CUCTEMOM.

19. OnwuiurTe COCTaB yUeTHOW 3arucy COBOKYMHOCTh UJleHTU(UKaTopa U
T0J1b30BaTesIst T1apoJisi MoIb30BaTeJisl - OCHOBHbIE

COCTaBJISIFOLME er0 YUeTHOU 3alMCH.
20. Urto comepxuT basa naHHbIX nosib3oBaTesield |(basa JjaHHBIX MO/Ib30BaTenen
1apobHOW CUCTEMBbI? Napo/IbHOM CUCTEMBI COLEPIKUT
yueTHbIe 3aKCU BCeX Mo/b30BaTesiel
KOPIOPaTUBHOW MH(POPMALIMOHHOM
CUCTEMBI.
21. [IpuBesviTe He MeHee Tpex IIUPOKO Tpu npuMepa MOXXHO BbIOpaTh 13

pacnpoCTpaHeHHBIX TeXHUYECKHUX YCTPOUCTB,
VICTI0JIb3YEeMBIX /IJIsl pelleHust 3aau

JAHHOTO CITMCKa Tpex HIMPOKO
PaCrnpOCTPAHEHHBIX TEXHUYECKHX




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

uzeHTU(UKaIMKW/ay TeHTUDUKAL[IH
ToJib30BaTesei

YCTPOMCTB, UCTIOMb3YeMbIX JJIs
pellieHUs 3a7au
uzeHTU(UKaIMKW/ayTeHTU(DUKAL[TH
T0JIb30BaTese:

- upentudukaTopsl iButton (Touch
Memory);

- OeCKOHTaKTHbIe PaZiMOUacTOTHbIE
KapThl proximity;

- TIJIAaCTUKOBBIE KapThl;

- kirouu e-Token.

22.

[Tepeuncivte rpoiiecchbl 371eKTPOHHOM
yudposoii nognuck B coorserctBur ¢ 'OCT
34.10-2018.

MexaHu3m LU(PPOBOU MOANNCH
oripe/iesisieTcsi IoCpe/iCTBOM
peanu3aLyiy BYX OCHOBHBIX MPOLIECCOB
1) popmupoBaHue NOAMUCH;

2) mpoBepKa NOAMUCH.

23.

Ha3HnaueHnue 371eKTpoHHOM 11 poBOi
nognvcu B cootBeTctBum ¢ ['OCT 34.10-
2018.

LIudpoBasi MOAMUCH TpeiHa3HAUEHA JI/Is]
ayTeHTU(MUKAL[UH JTULIA, TIO/TMCABIIIEro
3JIEKTPOHHOE COODIIeHHe.

24.

[TepeuriciiiTe CBOMCTBA COOOITIEHUS TIPU
WCTI0JTb30BaHUU 3/IEKTPOHHOM LIU(PPOBOI
noanucy B cootBeTcTBuu ¢ I'OCT 34.10-
2018.

Ncnonb3oBanue ST ipegocrasisiet
BO3MOKHOCTh 00€CIeurTh CIeIyIoIre
CBOWCTBA IpH Nepefiaue B CUCTEMeE
TIO/ITTUCAHHOTO COOOIIeHMUS:

1) ocyujecTBIeHre KOHTPOIA
1[e/IOCTHOCTH Tiepe/iaBaeMoro
TOJTTMCAHHOT'O COODIIeHMUS;

2) foKasaTesibHOe TIOATBEpP K eHre
aBTOPCTBA JIMLIa, [TOAMCABILEr0
coo011eHue;

3) 3amuTa cCoo0IIeHHsI OT BO3MOXKHOM
MO/ JIe/TKH.

25.

Hatb onucanue nmoHsTuro daiipkect [JaHHBIX
(Data Digest).

Hatimxect [JaHHbIX - OTHOCUTENIBHO
HeOoJIbIIIoN O/I0K JaHHBIX,
BBIUMC/IEHHBIN C IPUMEHEHUEeM K
OpPUTMHA/ILHOMY OJI0KY JJaHHBIX
(06BIUHO OOJTBITIETO pa3Mepa)
CrelabHBIX AalpKecT-QyHKINN
(x31I-yHKIUN).

26.

3agaua: [TpeAnpusTHIO HEOOXOIUMO
TOTYYUTh KBa/TM(PUIIMPOBAHHbIN
3/IeKTPOHHBIN CcepTU(hUKAT Ha OPraHM3aLIUI0
OUIT ans 3amuThl gJanHbix VIC. B Kakyro
OpraHu3aIyio HeoOX0AUMO 00pPaTUTHLCS?

AKKpeJuUTOBaHHBIN YOCTOBEPSIOIINI
teHTp (YLI) — 3T0 opranusanys,
rosiyuuBLiasi Aoctyn K EquHomy
peecTpy, UMeroIIIasi MpaBo Ha cbop u
XpaHeHHe KaroueBoi nHdopMaiu. OHa
VMeeT MpaBo Ha CO3/JjaHue
KBa/TM(ULIMPOBAHHOTO 3/IEKTPOHHOTO
cepTr(UKaTa U pacripocTpaHeHue
JIULIeH3WI Ha KpUInTorpaguio.

27.

[Tepeunciute cBolicTBa UHGOPMALIMU C TOUKH
3peHust 3aluThl UHGOPMaIUU

CgeoiicTBa uHGOpMaI|K, KOTOPhIe
MOTYT MPUBOJUTH K TIOTepe [IeHHOCTH
vH(opMalLuu:

1) KoH(UIeHI[MaTbHOCTh;




Howmep
3a/laHust

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

2) 11e/I0OCTHOCTb;
3) JOCTYITHOCTb.

28.

[TepeuunciUTe CTaIUU )XU3HEHHOTO LIMK/IA
BUpYyCa.

JKvi3HeHHBIM LIUK/T BUPYCOB BK/TIOUAET B
ceOs1 IBe OCHOBHBIE CTaZIUM — XpaHeHHe
(mareHTHas (asa) U UCTIOJIHEHHUE.

29.

TexHuueckue cpesicTBa 6OPLOLI C
KOMITBIOTEPHBIMU BUPYCaMU.

TexHuueckue cpesicTBa 6OPLOBI C
KOMITBIOTEPHBIMUA BUPYCaMH —
TIPUMEHeHVe aHTUBUPYCHBIX
MOHHUTOPOB Y CKaHEpPOB, TIPOrPaMMHbIX
Y anrnapaTHBIX CPe/ICTB,

He/0ITy CKaIOIIUX BO3MOXKHOCTh
3apa’keHus1 00BEKTOB KOMITBIOTEPHOU
CHUCTEMBI.

30.

[Tepeuncivte BUBI UCTOUHHUKOB YIPO3
6e30MacHOCTH TIepCOHANbHBIX JaHHbIX.

Wctounnku yrpo3 6e30macHOCTH
NepCOHA/IbHBIX JaHHbBIX:

1. AHTpOImoreHHsle

2. CTuxuiiHble

3. TexHoreHHbIe

31.

[Hatite onucanue atakam MITM (Man-in-the-
Middle).

ATtaka MITM npoucxogur, Korja
XaKepbl BHEJIPSIOTCS B [[BYCTOPOHHEE
“H(OpMalMOHHOe B3aUMO/IeliCTBUe.
[Tocne nepexsata Tpayka OHH MOTYT
(buUIbTPOBAaTh U KPacCTh JIaHHBIE.

32.

[Havite onucanue atakaM PUILTUHT

BbIMorarenv UCMOIb3yIOT MOA/IeTbHbIE
CoO00I1[eHus1, HarTpuMep, e-mail, uToObI
0OMaHHBIM IyTeM 3aCTaBUTh
TI0/TyYaTesIsi OTKPBITh €T0 U BBITIOTHUTh
oTipefie/ieHHOe JIefCTBHeE.

33.

[TpuBenuTe He MeHee TpeX OHOMETPUUYECKUX
XapaKTepPUCTUK, UCTIONMb3yeMbIX [IJIs
uaeHTUGUKau u ayreHtudukarmu VC.

Tpu rippMepa MOKHO BBIOpaTh U3
JTAHHOTO CITMCKa OMOMeTpUUYEeCKUX
XapaKTePUCTHK, UCTIONb3YeMbIX [I/Ist
UIeHTUDUKAIMY U ayTeHTU(hUKAI[UH
ncC:

- OTIeYaTKH T1a/IbLIeB;

- reoMeTpuueckas opma pyk;

- y30p pafiy>KHOM 000JIOUKU U CeTUYaTKH
r1as;

- (hopma U pa3mephl JIMLIa;

- 0COOEHHOCTH I'0J/I0Ca;

- OloMexaHUUeCKHe XapaKTePUCTUKU
TOYEepKa;

- boMexXxaHUUeCKHe XapaKTePUCTUKU
«KJIaBUATyPHOTO ITOYEpPKa».

34.

I[Tepeuniciute 0COOEHHOCTH MCIIONIB30BaHUS
OrOMeTpHUeCKUX CUCTeM UJeHTUPUKALUHA U
ayTeHTU(VKALMK TUMUYHOCTH 110 CPaBHEHUIO C
JApyrumu Kiaccamu cucrem /AY.

Oco6eHHOCTBIO TIPUMeHeHUst
OMOMeTpPUUECKUX CUCTEM CJIe/IyIOIIIe:
1.Heo6X0qUMOCTb J/IUTEILHOTO
00yueHust 6IOMeTPHUYECKOW CUCTEMBI.
2.B03MOXKHOCTh OLIMOOYHBIX OTKA30B U
OIIMOOUHBIX MO/ TBEPKAEHUH TTPH
ayTeHTU(UKALIMY T10/Ib30BaTesei.




Howmep

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

3a/laHusl
3.Heo06x01¥MOCTb HCITI0/Ib30BaHUS
CrieLMabHbIX TEXHUYECKUX YCTPOUCTB.

35. [MocraBneHa 3asava: [IpuobpeTeHure Poccuiickue nporpamMmsl yripaB/ieHUs

POCCUICKOU MPOrpaMMBbl YIIpaB/IeHUs K/IFOUaMU:
K/IF0YaMH /11 opranusanuu. [lpuseaure ViPNet PKI Client
TpUMepbl POCCUMCKUX Mporpamm yripasieHust |Guardant Sign
K/IFOUaMH. cemeiictBo Kpunto

U T.[I.

36. SBnisieTcst 1 0b6s13aTenbHBIM TpejocTaBieHue |[IpefocTaBneHye puU3MUeCKUMU
(bu3MUeCKUMU JTULJaMUA CBOUX JIULIAMU CBOMX OMOMEeTPUUeCKHX
6roMeTpUUECKUX TIepPCOHANBHBIX IaHHBIX B |[TIePCOHAbHBIX JIaHHBIX B LeJIsX,
COOTBeTCTBUM C PeflepasbHBIM 3aKOHOM OT  |TIPeJyCMOTPEHHBIX HaCTOSALLMM
29 nekabps 2022 r. N 572-®3 ®enepasbHBIM 3aKOHOM, HE MOKeT

ObITb 00s13aTE/TbHBIM.

37. [atiTe onvcaHye MOHATHIO 61ioMeTpryecKuii |bruomeTpuueckuii nporecc -
riporjecc B cootBeTcTBUM 'OCT P 54411- aBTOMaTHUYeCKUH MpoLiecc,
2018/ISO/IEC TR 24722:2015. WICTIOJTB3YIOIIUM OAHY Wu OoJiee

OroMeTpHUeCKNX XapaKTepPUCTHK
OJHOT'0 MHAVBH/A /11 OlOMeTpruUecKon
perucTpanyy, BepupuKayi Ui

W eHTU(hUKaL1H.

38. [aitte onucanue noHsaTvio HenpepbIBHBIN HernpepbIBHBIM cunTaeTcs
OrioMeTprUeCcKUii TapaMeTp MpoLecc B GriomeTprueCcKUii mapaMeTp, 3HaUeHUs
cootBercTBuM I'OCT P 52633.4-2011. KOTOPOI'O COCTaBJISIFOT KOHTHHYA/IbHOE

MHOJKeCTBO U OrpaHUYeHbI TO/ILKO
TOYHOCTBIO NTpe/ICTaB/IeHUs.

39. [TepeunicuTe Mepsl 3alUThI IPOrPaMMHBIX | /1711 IPOTHUBO/IHCTBUS MONBITKaM
MIPOAYKTOB UCIIOJIb3yeMble /ISt HeCaHKL[MOHWUPOBAHHOI O
NIPOTUBOZENCTBUS MONbITKAM VICII0JIb30BaHUs IIPOrPaMMHOI0
HEeCaHKL[MOHWUPOBAHHOI'O UCTIO/Ib30BaHUs obecrieueHUst UCIOJB3YIOTCS
NIPOrpaMMHOT0 00ecrieueHusl. C/leyrolye Mepbl 3alUThl

NIPOrpaMMHBIX TIPOJYKTOB:
1.0OpraHu3saliOHHO-3KOHOMUYeCKHe
Mepbl

2.IIpaBOBbIE MepbI

3.TexHuueckre Mepbl

40. ITepeunicinTe TUTBI CUCTEM 3alUThI Cucrewmsl 3amuThl [10 ot
TIPOrpaMMHOT0 00ecrieueHus 10 Crioco0y HeCaHKL[MOHUPOBAHHOI'O
accolalyu (BHeIpeHust) 3allUTHOI O VICTI0/Tb30BaHUS TI0 CTI0CO0y
MexaHHU3Ma. accouyanuu (BHepeHUs ) 3aLUTHOrO

MexaHHW3Ma MOXKHO I0ZIpas/ie/IuTh Ha

[iBa TMMa:

1) BCTpOeHHbIe CHUCTeMBbI (BHEPSIFOTCS

nipu co3ganuu [10);

2) TIPUCTBIKOBOUHBIE CUCTEMBI

(nogkouaroTcs K y>ke roropomy I10).
41. OnuimyTe OCHOBHYIO (DYHKLIMIO CTY>KOBbI Cnyx06b1 Active Directory (cy>k0b1

Active Directory (cy»x0bl aKkTUBHOT'O
KaTasora).

aKTUBHOT'O KaTajiora) MpeZCTaB/IsOT
cobotii pacnipeziesiéHHY0 6a3y JaHHBIX,
KOTOpasi COJIEPXKUT BCE OOBEKThI




Howmep

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

3a/jaHUs
JioMeHa. /[lomeHHasi cpefia Active
Directory siB/isieTCs1 AMHOM TOUKOU
ayTeHTU(YKALMU U aBTOPU3aLUun
T10/1b30BaTese U MPUI0’KeHUN B
MaciITabax MmpeArpUsTHs.

42. [JaiTe onurcaHue MOHATUIO KOHTPOJUIEp Bbasza fannbix Active Directory
JoMeHa B paMkax Active Directory (c/y>kObl |XpaHUTCS Ha BbleJIeHHbIX CepBepax —
aKTMBHOTI'O KaTasora). KOHTpOJUIepax JJoMeHa

43. [Haiite onucaHye MOHATUIO ['pyTirbl ['pyrirel 6e30macHOCTH — 3TO CrIocob
6e3omacHocTy B paMKax Active Directory cbopa yueTHBIX 3amnuceit
(c/y>kObI aKTUBHOTO KaTasora). T0J/Ib30BaTesel, yUeTHbIX 3aruceit

KOMIbIOTEPOB U IPYTUX TPy B
yrpasJ/sieMble eJUHULIbI.

44. [Tepeunciute 06/1aCTH [EMCTBUS TPYIII Active Directory ornpepesser
Active Directory cieytorye Tpyu 06/1aCTH TPYIIIBL:

1.YHuBepcanbHoe.
2.I'mo6anbHBIN.
3.JIoKa/IbHBIN IOMEH.

45. [Tepeuniciiite KomroHeHTHI Active Directory |Active Directory Bk/rouaet B ce0st
C/leyIolyie KOMIIOHEHThI:
OOBEKTHI.
[omeHbl.
OpraHu3aLMOHHbIe eIMHULBL.
HepeBbs.
Jleca.

46. 3agaua: Ha HeTexumMuueckoM npeAnpusTid |B 3aBUCMMOCTH OT KOJIMUEeCTBa
B Me/IITYHKTe TIPeTTPUSITHS C TIOMOIIIbIO obpabaTbhiBaeMbIX CyOBEKTOB
MeIULUHCKUX MH(POPMAaLMOHHBIX CUCTEM NepCOHa/IbHBIX JaHHbIX U THIA
COTPYJHUKH MeAIyHKTa 00pabaThIBarOT aKTya/IbHBIX yTP0o3 6€301acHOCTH
NepCoHa/bHble MeJULMHCKYE JaHHbIe B MUC Tpebyetcst obecrieunTsh BTOPOi
B MVC. OnpefienuTe Kakol YpOBeHb WIW TPeTUM ypOBeHb 3allUIeHHOCTH
3aIWIIeHHOCTH He00X0/IMMO OPraHU30BaTh  |IePCOHATBHBIX JAHHBIX.

J71st BeinosiHeHrss @3 N 1119 or 01.11.2012
«O0 yTBepx/jeHnr TpeOOBaHMIA K 3all[UTe
TepPCOHABbHBIX JJAaHHBIX IMPH WX 00paboTKe B
MH(OPMAaLIMOHHBIX CHCTeMaX MepCoOHaIbHbIX
JaHHBIX».
47. 3agaua: Ha HeTexumMuueckoM iouepHeM B manHOM ciyuae Tpebyertcs

TIPeITIPUSTHH BeleTCsl 00paboTKa
OyXranTepCKyX JaHHBIX U 3aTe€M 10
3alUILIeHHOMY KaHasy repejaeTcs B
rOJIOBHOE OT/e/IeHUs] TIPe/ITIPHUSTHUSI.
PaboTHUKOB ZilouepHero npeAnpusTus 6o1ee
100 000 cy6wekToB. OnpeaiesiuTe Kakoki
YPOBeHb 3alUIeHHOCTH HeoOX0AUMO
OpraHu3oBarh i BeinosiHeHuss @3 N 1119
ot 01.11.2012 «O06 yTBep>xIeHUA
TpeOOBaHMH K 3allUTe MepCOHATbHBIX
JIAaHHBIX MPU UX 00paboTKe B
MHGOPMaIMOHHBIX CHCTeMaX MepCOHaTbHbIX

00ecrieunTh TPeTH ypOBEeHb
3aIUIIeHHOCTH TIePCOHABHBIX JaHHBIX
Y BBILLIE.



https://www.globalit.ru/services/computer-service/server-setup-and-install.html

Howmep

CofeprkaHue BOIIpOCa

[IpaBu/ibHBIM OTBET Ha 3a/laHue

3a/laHusl
HAdHHBIX».

48. Ha ckaze ipeanpusitvist 1o 6ecripoBoiHOM (B ommchIBaeMoOM CUTYaIM JOCTAaTOYHO
CeTH repesarT MH(OPMALIMIO O MPUHATBHIX U |CTaHJapTHBIX BApMAHTOB IIM(POBaHUs
OTIIPaB/IeHHBIX Ipy3ax. OnuImMTe MeTo/bI JlaHHBIX I1pU Mepefaye 10
3alUThI Ilepe/jlaBaeMbIX JaHHBIX T10 6ecripoBo/iHOM ceTH (TpoTokoasl WPA
OecripoBO/THOM CeTH. 3, CKIP, TKIP, AES-CCMP u T.1.).

49. [MTocraBneHa 3aaya: He0OX0AUMO To1IaroBo  |OT/IaJUMKU — ITPOrpaMMHbIe CPeJICTBa,
npoaHanusupoBatk pabory OC. Ha kakue IT03BOJIAIOLIE BBIMIO/IHATE IIPOrpamMMy B
TIporpaMMHbIe Cpe/ICTBa Bbl Oy uTe TOLLIAarOBOM pe)KUMe, KOHTPOJIMPOBaTh
VICTI0JIb30BaTh? ee BbINIOJIHeHUe, BHOCUTb U3MEHEeHUs B

XO/| BbITIOJTHEHMUS].
50. [TocTaBneHa 3a7jaua: HEOOXOJUMO MoHHTOpBI Oreparyii ¢ peecTpoM —

TipoaHaIM3upoBaTh paboty peectpa OC
Windows. Ha kakue riporpaMMHbIe Cpe/iCTBa
BbI Oy/JUTE UCTIO/Ib30BaTh?

TIpeJIOCTaB/IsIeT BO3MOXXHOCTb COOpaTh
uH(popMario 06 obpareHusIx K
peectpy Windows.




Metoauyeckue Marepuasbl, ONpeaesiioliue MPoueaypy OlleHMBAHUA 3HAHUI, yMEeHHN i, HABBIKOB
H (MJIM) OTNBITA 1eATEJILHOCTH, XapaKTepu3youue npoueccbl GopMupoOBaAHUA KOMIIETEH U

XapaKkTepucTHKA NMPOLEAYPHI TEKYIIero KOHTPOJS YCIEeBAeMOCTH U IPOMEKYTOYHOM aTTecTaluu
10 JMCHHUIINHE

OueHuBaHue 3HAHUN, YMEHHH, HAaBBIKOB M OIIBITA JEATEIBHOCTH IIPOBOAATCS HA OCHOBE CBEACHHH,
IPUBOAMMBIX B MATPUILIE COOTBETCTBHS OLICHOUYHBIX CPEACTB 3aIUIAHUPOBAHHBIM PE3yJIbTaTaM O0yUYCHHUS.

Iesnb TeKylero KOHTPOJIsl YCIEBAEMOCTH U MPOMEXYTOYHOM aTTeCTalMM IO Y4eOHBIM JUCLUILUIMHAM B
ceMecTpe — IMpOBEepKa MpPUOOpPETaeMbIX OOYYaIOIIMMHUCA 3HAHWW, YMEHUH, HABBIKOB B KOHTEKCTE
(dbopMHpOBaHUs yCTAaHOBJICHHBIX 00Pa30BaTENFHON MPOTrPaMMOi KOMIIETEHIIMI B TEUEHHE CEMECTpa.

IlIxana oneHuBaHuA:

«OTIUYHO» — BBICTABISETCSA, €CIM C(HOPMUPOBAHHOCTH 3asBICHHBIX O00pPa30BaTEIbHBIX PE3YyJIbTATOB
KOMIIETEHIIMM OLICHUBAETCA KPUTEPUSAMHU «XOPOLIO» U «OTJIWYHO», IPHU YCIOBUM OTCYTCTBUS OLICHKH
«HEYJOBJICTBOPUTENBHO»: CTYAEHT II0Ka3aJl IpPOYHbIE 3HAHUSA OCHOBHBIX IIOJIOKEHUH (aKTHUECKOro
MaTepuasga, YMEHUE CaMOCTOSITENIBHO PEllaTh KOHKPETHbIE IPAKTHUYECKHUE 3aayd IOBBIIICHHON CIIOXHOCTH,
CBOOOJHO MCIIOJIb30BaTh CIPABOYHYIO JIUTEPATYpy, AejJaTb 0OOCHOBaHHbBIE BBIBOJbI M3 PE3yJIbTATOB aHAIN3A
KOHKPETHBIX CUTYALIN;

«XO0pouio» — BBICTABISAETCS, €cad CHOPMUPOBAHHOCTH 3asIBICHHBIX 00pA30BaTEJIbHBIX PE3YNIbTATOB
KOMIIETEHIINM OLICHUBAETCS KPUTEPUSAMH «XOPOLIO» U «OTIUYHOY, IIPH YCIOBUM OTCYTCTBHUS OLICHKH

«HEY/I0BJIETBOPUTENIbHO», TOIYCKAETCs OLICHKA «yAO0BJIETBOPUTEIILHO»: 00yUaIOUINiics oKa3al MpOYHbIe
3HAaHUS OCHOBHBIX IIOJIOKEHMH (DaKTHYEeCKOro marepuana, yMEHHE CaMOCTOATENbHO pellaTh KOHKPETHBIC
NpPaKTUYECKHE 3aJaud, MNpeayCMOTpEHHbIe paboyeil nporpamMMmoil, OpPHEHTUPOBATbCS B PEKOMEHOBAHHOU
CIIPABOYHOM JIUTEpAType, yMEET IMPABUIBHO OLICHUTH IIOJYYECHHBIE pE3ylbTaTbl AaHAJIW3a KOHKPETHBIX
CUTYaLU;

«Y 1OBJIETBOPUTEIBHO» — BBICTABISETCS, €CIU CHOPMUPOBAHHOCTH 3asiBICHHBIX 00pa30BaTeNbHBIX
pe3yibTaTOB KOMIIETCHIIMM OLICHUBAETCS KPHUTEPUSMH «YAOBIECTBOPUTEIBHO», «XOPOILIO» H «OTIMYHON:
oOyyaroluiicss TOKa3ajl 3HAHUE OCHOBHBIX IIOJIOKEHUH (PAKTUUECKOro Marepuallia, YMEHHUE IOIYYUTh C
[IOMOILBID  IIPENOoJaBaresid MPAaBWIBHOE pEIIEHHWE KOHKPETHOM NPAaKTUYECKOM 3aJadd W3  4YHCIIa
MPEAYCMOTPEHHBIX pabodeil mporpaMMoi, 3HAKOMCTBO ¢ PEKOMEHJOBAaHHOM CIPaBOYHOM JINTEPaTypOii;

«HeynoBneTBOpUTENbHO» — BBICTABISETCS, €CIIU MPU OTBETE 0OYUAIOIIErocs BBISBUIUCH CYIIECTBEHHBIC
npoOesbl B 3HAHUSAX OCHOBHBIX IMOJIOKEHHH (haKTHUEeCKOro MaTepualia, HEyMEHHE C TIOMOIIbIO MpenoaBaTes
MOJyYUTh MPABUIIBHOE pEIIeHWE KOHKPETHOM MpaKTHYECKOW 3aJayd U3 4Hucla MPeayCMOTPEHHBIX paboueit
nporpamMMmoil yueOHO! AUCIUIITUHBI.

OTBeThI U peleHus, 00yJaroUIXCsl OLIEHUBAIOTCS 10 CIEAYIONIMM OOLIMM KPUTEPUSAM: paclo3HaBaHUE
npobiem; ompeaesieHue 3HauuMol WH(pOpMAIMK; aHAIW3 MpoOJieM; apryMEHTHPOBAHHOCTh; HCIIOJIb30BaHHUE
CTpaTeruii; TBOPYECKUN MOIXO/; BBIBOABI; OOIIasi (PaMOTHOCTb.

OObyuaromuecs 00s3aHbl CAaBaTh BCE 3aJJaHUS B CPOKHU, YCTaHOBJIEHHBIE MpenogaBaTeneM. OueHka

«Y IOBJIETBOPUTEIBHO» MO AUCHUILIMHE, MOXKET BBICTABIATHCA W IPHU HEMOJHOM chopMHpOBaHHOCTU
KOMITIETEHIIMI B X0Jie€ OCBOCHHS OTNEIbHON y4eOHOM AMCHMILIMHBI, €CIH UX (GOPMUPOBAHUE MPEAINONaraeTcs
MIPOJOJDKUTH Ha OoJiee MO3AHUX dTanax 00y4eHus, B X0/I€ U3YUEeHUS IPYTHX YUEOHBIX TUCIUILIHH.

Tekymuii KOHTPOJIb OCYIIECTBJISAETCHA Yepe3 CHCTeMY OLIEHKH MpernojaBarejieM BceX BHAOB padoT
o0yuyarwuuxcsi, NpexyCMOTPEHHBIX padoyeil MPOrpaMMoi JUCHUIJIMHBI U Y4eOHBIM IIAHOM.
Kpurepun oueHku Tecra.

KonndecTBO BEpHBIX OTBETOB:

80-100% -omeHka «OTIMYHOY»: O0OYYaIOUINICA JEMOHCTPUPYET ITyOOKOoe 3HaHHE Y4eOHO-TIPOrpaMMHOTO
Marepuasa, yMEHHE CBOOOIHO BBINOJHATH 33JaHUs, YCBOMBIIMHA B3aHMMOCBS3b OCHOBHBIX ITOHATHH
JIMCLUITIMHBL, CIIOCOOHBIH  CaMOCTOSITEIBHO IPUOOpETaTh HOBBIC 3HAHUS W YMEHHUS; CIOCOOHBIH

CaMOCTOATCIIbHO UCIIOJIB30BATh yr.Hyﬁ]IGHHBIC 3HaHUA,



71-85% -omeHka «XOpOmIIO»: OOYYAIOMIUHCS EMOHCTPUPYET TMOJTHOE 3HAHHE Y4EOHO-IPOTPAMMHOIO
MaTepuajga, YCIEUIHO BBINOJHAIOIIMNA  MIpPEAyCMOTPEHHBbIE MPOrpaMMON  3aJaHMs, IOKAa3bIBAIOIIUN
CHCTEMaTUYEeCKHI XapakTep 3HaHUHM M0 AUCUUIUIMHE M CHOCOOHBIH K UX CAMOCTOSITEIbHOMY IOIOJHEHHUIO U
OOHOBJICHHIO B XOJI€ JalbHEHIIEro 00yueHus B By3e U B Oyaymiei mpohecCHOHATBbHON AeATEIbHOCTH;

50-70% -omeHKa «yIOBIETBOPHUTEIBHO»: OOYYAIOIIMICS OOHApY)KMBAeT 3HaHHE OCHOBHOTO y4eOHOTO
IPOrpaMMHOI0 MaTepuajia B o0beMe, HeOOXOAMMOM Uil JalbHEHIIEero O0y4YeHHUs, BBIIOIHSIOMET0 3aJaHus,
IPEJYyCMOTPEHHbIE MPOTrPaMMOM, JOMYCTUBIIMM HETOYHOCTH B OTBETE, HO OOJIaJarolluM HEOoOXOAMMBIMU
SHAHUAMU IJIL UX YCTPAHCHUSA

MeHee 50% -OlleHKa «HEYIOBJIETBOPUTEIBHO»: OOYYAOUIMICS JEMOHCTPUPYET HpOOENbl B 3HAHUSX
OCHOBHOI'O y4e€OHOT0 MNpPOrpaMMHOr0 MaTepHajia, AONYCKaeT HNPUHLUUIHMAIbHBIE OIIMOKM B BBIOJHEHUU
IPEyCMOTPEHHBIX POrpaMMoON 3aaHu.

Ha 3Tane npoMeKyToO4HOM aTTecTAlMM HCIIOIB3YETCS CHCTEMA OIIEHKH YCIIEBAEMOCTH OOYYarOIIHXC,
KOTOpasi TO3BOJISIET TPEMOAABATENI0 OLICHUTh CHOPMHPOBAHHOCTH IUIAHUPYEMBIX PE3YyJIbTaTOB OOy4YCHHS, a
TaKXe YpOBEHb OCBOEHHS MaTepuaa 00yJaroluMHCs.

dopMa OLEHKM 3HAHMH: OLEHKA - 5 «OTIUYHO»;, 4 «XOpouo»;, 3 «yJOBIETBOPUTEIBHO»; 2
«HEYJOBJIETBOPUTEIBHO». BO3SMOXKHO HCII0JIb30BaTh OaJIbHO-PEHTUHTOBBIE OLIEHKH.

OcHoBaHMEM JJIs OIIPEeSICHHS OLIEHKH Ha 3a4eTe CIIY>)KUT YPOBEHb OCBOCHHUS 00YUarOIIMMCs MaTepuaa
1 (OpMUPOBAHUS KOMITETEHIUS, IPEAYCMOTPEHHBIX Y4EOHBIM IIJIAHOM.

YcneBaeMOCTh Ha 3a4eTe OIIPEACIISICTCS OLCHKAMHU: «3aYTCHO», «HE 3a4TCHO».

Onenka Kpurepuu onienuBanus bannpHo-
pEUTUHIOBAs
OIICHKA
«3a4TeHo» OO0yyaromuiicss OCBOMII KOMIETSHIIUU AUCIUILTNHBI Ha 51-100 51-100

% W moKa3ay Xopollue 3HaHUS U3y4YEHHOr0 y4eOHOro Marepuana,
JIOTUYHO U TOCJIE0BATENIbHO U3JI0KHI M IMTOJTHOCTBHIO PACKPBLI
CMBICT ITPEJIaraeMoro BOIpoca; MpoAeMOHCTPHPOBAIT YMEHHE
MPUMEHUTh TEOPETUYECKHE 3HAHUS [T PELICHUS TPAKTUYECKON
3aa4u, BBIITOJHHII BCEC KOHTPOJIBHBIC 3aaHus,
peyCMOTPEHHBIE paboyel MporpaMMoil TUCIMIIIIHHEI

«He 3auTeHo» OOGyuarommiicss OCBOUI KOMITETEHIIUH TUCITUTIIINHBI MEHEE YeM 0- 50
Ha 51% u npu oTBETe Ha MpeaIaraeMblii BONPOC BBIIBIIINCH
CYIIECTBEHHBIE MMPOOEITBI B 3HAHUSIX y4eOHOTO MaTepHara,
HEYMEHHE C TIOMOIIbIO MPENoAaBaTeNs NOTYyUUTh PABUIHHOE
peIICHUC HpaKTquCKOﬁ 3a4a4yu; HE B ITIOJIHOM 00BbeME BBITIOJIHUII
BCE€ KOHTPOJIbHBIE 3aJaHUs, IPEAYCMOTPEHHbIE paboueit
MIPOrpaMMON TUCIUIUIHHBI




OcHoBaHueM IJi1 OonpCACICHUA OLCHKM Ha OJK3aMCHE CIYXXUT YPOBCHb OCBOCHUA

oOyyaromuMcsi y4eOHOro MaTepualia, yMEHHE pelaTh MPaKTHUECKUe 3a/1a4d U (POPMUPOBAHHS
KOMITETEHIHSL, TIPETyCMOTPEHHBIX YYeOHBIM IIAHOM.

YcneBaeMoCcTh  Ha

OK3aMCHC  OIIpCACIIACTCA  OLCHKAMMU: «OTIUYHOY,

«YIOBJIETBOPUTEIILHOY; «HE YAOBIECTBOPUTEIBHON.

«XOpomo,

Orenka

Kpurepuu onenuBanus

bamuibHo-
peUTHHTOBAS
OLICHKA

«OTIANYHOY

OOyyaromuiicsi 0CBOMI KOMITCTEHIIMH TUCLIUILTNHEI Ha
Bcex dtanax ux (¢opmupoBanus Ha 86-100 %, mokazan
ryOOKue 3HaHMs Y4eOHOro MartepHuaia, JIOTHYHO M
HOCJIE/IOBATEIFHO HM3JIOKUII COJICP)KAaHWE OTBETOB Ha
BONPOCHl ~ Omiera; TMPOAEMOHCTPUPOBAT  YMEHHUE
WLTIOCTPHPOBATh TCOPETHUYCCKHE  TTOJIOKEHHUS
KOHKPETHBIMU TIPHMEPAaMH U  CBOOOJHO BBIIOJIHSATH
9K3aMCHAI[MOHHBIC 3aJ]aHus; YCBOWJI OCHOBHYIO U
O3HaKOMWJICS C  JIOTIOJHHUTEIBHOH  JIUTEPaTypOid;
BBITTOJIHUJI BCEC KOHTPOJIbHBIC 3aaHusd,
PeAyCMOTPEHHBIE paboueit pOrpaMMoit
JAUCHTUITIIMHBI

86-100

«Xopouo»

OOyuaromnuiicss OCBOMJI KOMIIETEHIIMN TUCIMIUIMHBI Ha
Bcex dTamax ux (popmupoBanus Ha 61-85 %, mokazan
riy0okHe 3HaHHWs y4eOHOro Mmarepuaia, JIOTUYHO WU
MOCJIEZIOBATEIbHO H3JIOKUI COJEpKaHUE OTBETOB Ha
BOMNPOCHI OwWjera, HO JOMYCTHJ HECYIIEeCTBEHHbIE
HETOYHOCTH; MIPOJIEMOHCTPHUPOBAI yMeHHe
WJUTIOCTPUPOBATH TEOPETUYECKHE  TOJIOKEHUs
KOHKPETHBIMU  NpUMEpaMu U BBITIOJTHSATH
9K3aMEHALIMOHHBIE 33JaHUs; YCBOWUJ OCHOBHYIO U
O3HAaKOMWJICA C  JIONOJIHUTENIBHOW  JIMTEPaTypou;
BBITIOJTHUII BCE KOHTPOJIbHBIE 3a/1aHus,
MpeyCMOTPEHHBIE paboueit MPOTrPaMMOit
JUCIUIINHBI

61-85

«YIIOBJICTBOPI/ITCJILHO»

OOyuaronuiics 0CBOUJ KOMIIETEHIIMH JTUCIUIIIIMHBI Ha
Bcex oTamax ux (opmupoBanus Ha 51-60 %, mokazan
3HaHUS Y4eOHOT0 MaTepuana B o0beMe, HE0OX0IMMOM
JUIsL JTAJbHEHMIIEro OCBOGHMS Y4EOHBIX MPOrpamMm, HO
JOIYCTWJI TNOTPEIIHOCTH B HW3JIO)KEHUU OTBETOB Ha
BOIIPOCHI Ounera W TP BBINOJHEHUH
SK3aMEHAIIMOHHEIX 3aJaHuil, 03HAKOMMIJICS C OCHOBHON
JIUTEPATYPOH, PEKOMEHI0BaHHOU IIPOrpamMMOoN;
CIpaBHICS € KOHTPOJIbHBIMU  3a/IaHUSIMH,
IIPELyCMOTPEHHBIMU paboueit IIpOrpaMMon
JUCLUILINHBI

51-60

«He
YAOBJIETBOPHUTEIbHO»

OOy4Jaromuiicss OCBOMJI KOMIIETCHIINY JUCIUILTAHBI Ha
BCEX dTamnax ux popMupoBaHus MeHee 4eM Ha 51 %,
OOHapyKWJI TPoOeIBl B 3HAHUAX Y4EOHOTO
MarepHaia, JONYyCTUII IPUHIMIHAIbHbIC OUIMOKH B

0-50




BBITIIOJTHEHUH KOHTPOJIBHBIX 3aJaHUM,
IIPEyCMOTPEHHBIX padbovel MporpaMMoit

JUCLUILINHBI

HNHuTerpajibHas OLeHKA

Kputepun TpaguimoHHas OleHKa bamibpHO-pedTHHIOBAs OLICHKA
5 5 86 - 100
4 4 61-85
3 3 51-60
2ul 2, Hezauer 0-50
54,3 3ager 51-100




